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FCC Certifications

This equipment generates and uses radio frequency energy and if not installed and used properly, that is,
in strict accordance with the instructions provided with the equipment, may cause interference to radio
and TV communication. The equipment has been tested and found to comply with the limits for a Class B
digital device in accordance with the specifications in Subpart B of Part 15 of FCC rules, which are
designed to provide reasonable protection against such interference in a residential installation. However,
there is no guarantee that interference will not occur in a particular installation. If you suspect this
equipment is causing interference, turn your Router/Switch on and off while your radio or TV is showing
interference, if the interference disappears when you turn your Router/Switch off and reappears when you
turn it back on, there is interference being caused by the Router/Switch.

You can try to correct the interference by one or more of the following measures:

+ Reorient the receiving radio or TV antenna where this may be done safely.

+ To the extent possible, relocate the radio, TV or other receiver away from the Router/Switch.

+ Plug the Router/Switch into a different power outlet so that the Router/Switch and the receiver are on
different branch circuits.

If necessary, you should consult the place of purchase or an experienced radio/television technician for

additional suggestions.

CE Mark Warning

This is a class B device, In a domestic environment, this product may cause radio interference, in which
case the user may be required to take adequate measures.

All trademarks and brand names are the property of their respective proprietors.

Specifications are subject to change without prior notification.
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1.0 Introduction

The Legrand 4 Port Gigabit Enhanced Router/Switch (P/N DA1054) is a flexible hardware
configurable switch/router product designed to be used as a router with an integrated 4-port Gigabit
Ethernet switch, or as a 5-port Gigabit Ethernet switch for use with a 3" party external router. It is
the perfect solution to connect a small group of PCs to a high-speed broadband Internet connection
(see Figure 1). Up to 253 users can have high-speed Internet access simultaneously via one single
IP address (Internet account) of the Cable/xDSL modem.

With its built in NAT technology, this product also serves as an Internet firewall, protecting your
network from being accessed by outside users. All incoming data packets are monitored and filtered.
The Router can also be configured with Client Filtering, to filter internal users’ access to the Internet.
The built-in 4-port Gigabit Ethernet Switch lets users plug the network cable into the device without
buying additional Hub/Switch.

DA1054

4-Port Gigabit Ethernet Router/Switch

MODE

To Network

1j ]
(#] . 2 5 (%) L . Ezﬂ:

o [

1000— L—Lniact

cE®

POWER
12VDC /6W

Figure 1

NOTE: Legrand Unity systems need to be upgraded to firmware release
2.2.x or later to properly function with this router.
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1.1 Features

m Internet Access Features

+ All Gigabit Ports Support. Auto-negotiation, auto MDI/MDI-X Ethernet ports. DA1054 eliminates
most cabling inconvenience. One WAN port, 10/100/1000Base-T is connected to your DSL or
Cable modem. The other 4 LAN ports, 10/100/1000Base-T are used to connect to local LAN.

+ Shared Internet Access. All users on the LAN can access the Internet through the DA1054 using
only a single external IP Address. The local (invalid) IP Addresses are hidden from external
sources. This process is called NAT (Network Address Translation).

* Fixed, PPPoE, Dynamic, and Direct Connection Support. VVarious WAN connections are
supported by DA1054.

[ ] Advanced Internet Functions

+ Internet Communication Applications. DA1054 supports Internet communication applications,
such as interactive Games, Telephony, and Conferencing applications, which are often difficult to
use when behind a Firewall

+ Special Internet Applications. Using non-standard connections or port numbers are normally
blocked by the Firewall. The ability to define and allow such applications is provided, to enable
such applications to be used normally.

+ Virtual Servers Support. This feature allows Internet users to access Internet servers on your
LAN. The required setup is quick and easy.

¢ DMZ. Support. DA1054 can translate public IP addresses to private IP address to allow
unrestricted 2-way communication with Servers or individual users on the Internet. This provides
the most flexibility to run programs, which are incompatible with Firewalls.

* URL Filter. Keyword based URL Filter to block access to undesirable Web sites by LAN users.

+ Firewall. It supports Stateful Packet Inspection firewall for DoS (Denial of Service) attacks.

+ Dynamic DNS Support. When used with the Virtual Servers feature, allows users to connect to
Servers on your LAN using a Domain Name, even if you have a dynamic IP address which
changes every time you connect.

+ VPN Pass through Support. PCs with VPN (Virtual Private Networking) software using PPTP,
L2TP and IPSec are transparently supported - no configuration is required.

+ Access Control .Using the Access Control feature, you can assign LAN users to different
groups, and determine which Internet services are available to each group.

+ Password protected Configuration. Optional password protection is provided to prevent
unauthorized users from modifying the configuration data and settings.

[ LAN Features

¢ DHCP Server Support. Dynamic Host Configuration Protocol provides a dynamic IP address to
PCs and other devices upon request. DA1054 can act as a DHCP Server for devices on your local
LAN and WLAN.

+ PC database. LAN users can be added manually or discovered automatically by DA1054, through
this built-in user database, administrators are able to have a centralized networking management.

+ Routing. LANs containing one or more segments are supported via RIP1 (Routing Information
Protocol) support and built-in static routing table.

[ ] Configuration & Management

¢ Easy Setup. Built-In configuration wizard helps users to complete network installation in a very
short time via standard Internet browsers such as Microsoft Internet Explorer, Firefox,
Chrome...etc.

+ Remote Management. DA1054 can be managed from any PC on LAN or via Internet anywhere
around the world.

¢ UPnP Support. UPnP (Universal Plug and Play) allows automatic discovery and configuration of

the DA1054. UPnP is by supported by Windows ME, XP, or later.

Logs. It provides system log and security log, and log can be saved or mail to a specific account.

Configuration File Upload/Download. Save (download) the configuration data from the

Broadband Router to your PC and restore (upload) a previously-saved configuration file to the

Broadband Router.

* o
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1.2 Minimum Requirements

B One External xDSL or FIOS or Cable modem with an Ethernet port (RJ-45)
B Network Interface Card (NIC) for each Personal Computer (PC)
B PCs with a Web-Browser (Internet Explorer 7.0 or higher, or Firefox 3.6 or higher)
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1.3 Detailed Physical Description

Router/Switch Module Connection Area
Figure 2 shows the Router/Switch connection area including:
DC Input connector — from power supply
WAN (Internet) Port — 8 position RJ-45 jack (to Cable, FIOS or DSL modem)
Local Switch Ports — 8 position RJ-45 jacks (from outlets in rooms)
Routing Switch — Disconnects router from 4-port switch when an external router is used
and converts WAN port to 5™ switch port (power re-cycle required).
Reset Button - A button press cycles the power, while a ten (10) second press and hold
resets the Router/Switch unit to the factory default settings. This clears all user settings,
including User Name, Password, IP Address, and Subnet Mask.
NOTE: Refer to Section IV Configuration for instructions on re-configuring the
Router/Switch.

o

o Routing

4-Port Gigabit Ethernet Router/Switch Switch
DA1054
oty Reset
ek Button
Switch Mode
WAN
Port

12vVDC /6W

Figure 2
DC Input

Router/Switch Status LEDs next to each RJ45 connector(see Figure 2)

Power — On solid green when power is supplied.
Link/Act and 1000 Local Port and WAN Port LEDs
Link/Act — On solid green indicates functional LAN or WAN link through the port with
the attached device. Off means no LAN or WAN connection.
1000 — On solid green indicates port is operating at 1000 Mbps. Off indicates otherwise.

I ® 301 Fulling Mill Road, Suite G ©Copyright 2012 by Legrand,
I egran Middletown, PA 17057 Inc All Rights Reserved.

Page 8 (800)-321-2343 www.onglegrand.com



1.4 Installation

The DA1054 4 Port Router/Switch is best installed during new construction in two steps; at “rough-
in” after the Electricians are done, but prior to drywall being installed, and at “trim-out” after the
drywall is installed and painted. These steps are detailed below:

A. “Rough-in” steps:

1. Asingle dedicated Cat 5e/6 should be run in the walls from the structured wiring
enclosure location in the home where the 4 Port Router/Switch will be installed to each
outlet location in the rooms where Internet service is required (leave extra cable at both
ends).

NOTE: Run Cat 5e/6 cable at least 12” from electrical cabling (preferably in a separate
stud cavity) and cross electrical cables at a 90° angle. Use loose Velcro-style cable ties
for bundling. If stapling is required, use specialty staples to avoid compressing the
cable.

2. At the selected outlet locations, a single gang box or low voltage bracket should be
installed, with the extra Cat 5e/6 cable in the box, or attached in such a way that it may be
fished out after the drywall is installed.

B. “Trim-out” steps:

1. The Cat 5e/6 that was secured at each of the outlets should be pulled out and terminated
with a 110 punchdown tool on an RJ45 insert and attached to a wallplate, which is then
installed in the single gang box or low voltage bracket.

2. In the structured wiring enclosure the Cat 5e from the outlets may be terminated with a
110 punchdown tool onto a Legrand Network Interface Module or with RJ-45 plugs, using
a tool such as our EZ RJ45 Modular Plug Hand Toll (P/N 364555-01) for direct connection
to the DA1054 4 Port Gigabit Router/Switch.

3. The 4 Port Gigabit Router/Switch is installed in the structured wiring enclosure by slipping
the tabs into the square holes, and using the push pin in a round hole to secure the router.

4. |If the outlet cables were punched down at a Network Interface Module, Cat 5e/6 patch
cables (available separately) are then connected from the 6 Port Network Interface
Module to the input ports on the 4-Port Gigabit Router/Switch.

5. An additional Cat 5e/6 patch cable is then connected from the network (WAN) port of the
4 Port Gigabit Router/Switch to the Cable Modem or DSL Modem housed in the
structured wiring enclosure and make sure the routing switch is in the “On” position.
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6. The 4 Port Gigabit Router/Switch is powered with an AC to DC adapter which also needs
to be plugged in to an AC source.

7. Follow the steps in the next two sections for configuring the router.

NOTE: Use proper tools and standard TIA 568A rules to prep and terminate the Cat 5e/6
cable, such as a Cat 5 Cable Stripper, an RJ45 Crimp Tool and a 110 Punchdown Tool.
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1.5 Initial Configuration

The DA1054 4 Port Gigabit Router/Switch is typically configured in one of two ways; (1) From a
portable PC connected through one of the Local Switch Ports on the Router/Switch Module in the
enclosure, or (2) From a PC in one of the rooms of the house, connected through an outlet in the
room to the enclosure where it is patched to (or directly connected to) one of the Local Switch
Ports (see Figure 3). In either case, the PC must have an Ethernet Network Interface Card to
communicate with the Router/Switch.

® ® ®
L L L
® ® (<}

o

o

4-Port Gigabit Gthernet Router/Switch

Figure 3

A. Configuring a Network Interface Card to talk to the Router/Switch

NOTE: The steps below assume that your PC’s network interface card is set to DHCP, or in
other words, to obtain IP addressing automatically. The steps also assume that the 4 Port
Gigabit Router/Switch is set to its default settings and that all the cables previously
discussed are properly connected. It is also possible to perform these steps by configuring
your computer (with installed Ethernet Network Interface Card) to talk to the Router/Switch
on its specific IP subnetwork (192.168.40.xxx). The Router/Switch’s default IP address in
that subnetwork is 192.168.40.254, so your PC’s Ethernet Card can be temporarily assigned
an IP address, (like 192.168.40.10), on that same subnetwork to talk to and configure the
Router/Switch. Giving the PC a specific IP address is also called assigning it a Static IP
address, as compared to a Dynamic IP address that is typically assigned by a service
provider when your PC’s network interface card is configured for Dynamic Host
Configuration Protocol (DHCP).
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NOTE: Before doing any PC IP Address re-configuration, make sure you first write down all
of the current IP settings. XP users can set “last known useable configuration” under

System Accessories before re-configuring.
B. Logging on to the Router/Switch

1. With your PC connected to one of the local ports on the Router/Switch and its front panel
routing switch in the “On” position, open a browser and enter the Router/Switch’s default
IP address (192.168.40.254), and click “Go” (see Figure 4) to get the login page.

A Welcome to Broadband Gateway Router - Microsoft Internet Explorer

File Edit View Favorites Tools Help '
3 x] :I‘I . / Search Favorites eMed»e {7 * 8 B
address | @) http:f/192.168. 40,254 il > z
Figure 4

2. Tologon, enter “admin” for the user name and password and just click OK (see Figure
5).

Enter Network Password 2=

Fleaze type pour uger name and paszwond,

Sikex 192.168.40.254
Realm
IJzer Mame I admin

FPazsword I .

[ Save thiz password in pour passward list

k. I Cancel

Figure 5

3. Figure 6 shows the System Status screen that you will see once you have logged on. By
clicking on the “Setup Wizard” selection in the upper left corner, the Setup Wizard will
lead you step-by-step through the initial configuration of the Router.

NOTE: You can also manually configure the Router/Switch by clicking on a function
listed on the left of the page such as “Operation Mode” or “Management” to change
your User Name or Password, perform a firmware upgrade, restore factory defaults, or

backup/restore system settings.
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= Site contents:
B Setup Wizard
B Operation Mode
B TCP/IP Settings
ila Firewall
B QoS
B Route Setup
-

VLAN

Statistics

DDNS

Time Zone Setting
Denial-of-Service
Log

Upgrade Fimmware
Save/Reload Setting
Password

=
a2
2
2
=
2
2
2
a2
2
L

ogout

Gigabit Broadband Router

Router Status

This page shows the current status and some basic settings of the device.

Uptime Oday:0h:5m:34s

Firmware Version v2.5_20120517

Build Time Thu May 17 11:30:41 CST 2012
Attain IP Protocol Fixed IP

IP Address 192.168.1254

Subnet Mask 2552552550

Default Gateway 192.168.1254

DHCP Server Enabled

MAC Address 00:30:4f:aa:bb:ed

Attain IP Protocol Getting IP from DHCP server...
IP Address 0000

Subnet Mask 0000

Default Gateway 0000

MAC Address 00:30:4f:aa:bb:ecc

SERVER

Figure 6

To start Broadband router web configuration, you must have one of these web browsers installed on
computer for management. Microsoft Internet Explorer 6.00 or higher with Java support

Lllegrand’
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2.0 Network Settings

2.1 Quick Setup

The Broaband router integrates a web-based graphical user interface that can cover most
configurations and machine status monitoring. Via standard web browser, you can configure and

check machine status from anywhere around the world.

2.2 Setup Wizard

It is easy to configure and manage the Router with web browser. After successfully login, you can click

Setup Wizard to quickly configure your Router.

Gigabit Broadband Router

*= Site contents: Setup Wizard

B Setup Wizard
Ei Operation Mode
i TCP/IP Settings The setup wizard will guide you to configure broadband router for first time. Please follow
i Fi I the setup wizard step by step.

B QoS
B Route Setup Welcome to Setup Wizard.
B Management
E Logout

The Wizard will guide you the through following steps. Begin by clicking on Next.

1. Setup Operation Mode
2. Choose your Time Zone
3. Setup LAN Interface

4. Setup WAN Time Zone

| Next>= |
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Step 1. Select the WAN Access Type

In this page, you can accord your network environment to select the Gateway mode or the Bridge

mode.

Gigabit Broadband Router

= Site contents: Operation Mode

B Setup Wizard
B Operation Mode
B TCP/IP Settings

You can see different modes to LAN and WLAN interface for NAT and bridging function.

-_ Firewall @ Gateway: In this mode, the device is supposed to connect to internet via
B QoS ADSL/Cable Modem. The NAT is enabled and PCs in four LAN ports
B Route Setup share the same IP to ISP through WAN port. The connection type can
= be setup in WAN page by using PPPOE, DHCP client, PPTP client,
BE VLAN L2TP client or static IP.
- Siat!“ﬁl ® Bridge: In this mode, all ethernet ports and wireless interface are bridged
B Statistics = together and NAT function is disabled. All the WAN related function
B DDNS and firewall are not supported.
B Time Zone Setting
B Denial-of-Service
B Log
B Upgrade Firmware
B Save/Reload Setting
B Password
B Logout
| Cancel || <<Back || MNext»> |
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Step 2. Choose the time zone

The Time Zone Settings allows your router to set up its Time Zone and Daylight Saving Time, these

will affect functions such as Log entries and Firewall settings.

Gigabit Broadband Router

“= Site contents: . .
B Setup Wizard Time Zone Setting

B Operation Mode
= TCP/IP Settings You can maintain the system time by synchronizing with a public time server over the
B Firewal ntescs
E QoS
B Route Setup || Enable NTP client update
& Automatically Adjust Daylight Saving
B VLAN
I Status Time Zone Select: | (GMT)Greenwich Mean Time: Dublin, Edinburgh, Lisbon, London
B Statistics
E DDNS
B Time Zone Setting
B Denial-of-Service
B Log
B Upgrade Firmware
B Save/Reload Setting
B Password
B Logout

NTP server : 59.124.71.8 - pool.ntp.org

| Cancel || <<Back || MNext=> |

Step 3. Setup LAN Interface

The default IP address and the subnet mask is 192.168.40.254 and 255.255.255.0, you can change

the parameter in this page.

Gigabit Broadband Router

= Sjte contents: LAN Interface Setup

B Setup Wizard

B Operation Mode

i TCP/IP Settings This page is used to configure the paramaters for local area network which connects to the
: LAN port of your broadband router. Here you may change the setting for IP addresss,

B Firewall

B QoS subnet mask, DHCP, etc..

E Route Setup

= IP Address: 152.168.40.254
VLAN

Status

Statistics

DDNS

Time Zone Setting
Denial-of-Service
Log

Upgrade Firmware l
Save/Reload Setting

Password

Subnet Mask: 255.255.255.0

Cancel | | <<Back || MNextss |

o R R O R R O O

g

301 Fulling Mill Road, Suite G ©Copyright 2012 by Legrand,

I ®
L|1 Iegrand Middletown, PA 17057 Inc All Rights Reserved.

Page 16 (800)-321-2343 www.onglegrand.com



Step 4. Setup WAN Interface

Enter the information for the selected WAN Access Type, and then click Next. If your access type is
DHCP Client, then you can get the IP address from the ISP, so you do not need to enter the

information like other modes.

Gigabit Broadband Router

= Sijte contents: WAN Interface Setup

B Setup Wizard
B Operation Mode

i TCP/IP Settings This page is used to configure the parameters for Internet network which connects to the
B Firewall WAN port of your broadband router. Here you may change the access method to static IP,
B QoS DHCP, FPPoE, FPTP or L2TP by click the item value of WAN Access type.
B Route Setup Static IP
= WAN Access Type:

B VLAN PPPOE

B Status PPTP

B Statistics L2TP

B DDNS

B Time Zone Setting

B Denial-of-Service

B Log | cancel || <<Back | | Finished |

B Upgrade Firmware
B SavelReload Setting
B Password

B Logout

Step 5. Click the Finished button. You will then see the Finish page as shown below.

The Router will reboot automatically to make your configuration to take effect and finish the Setup.

Gigabit Broadband Router

te contents: Change setting successfully!

A
B Setup Wizard
B Operation Mode Do not turn off or reboot the Device during this time.
& TCP/IF Settings
B LAN Interface Flease wait 20 seconds ...
B WAN Interface
= Firewall
i Port Filtering
| IP Filtering
i MAC Filtering
i Port Forwarding
i URL Filtering

B Route Setup
B Management
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2.3 Network Operation Mode

You can setup different modes to WAN and LAN interface for NAT, Bridging.

Gigabit Broadband Router

= Site contents: Operation Mode
B Setup Wizard

B Operation Mode
B TCP/IP Settings
| REIEEL

B Qos

You can setup different modes to LAN and WLAN interface for NAT and bridging function.

In this mode, the device is supposed to connect 10 intemet via ADSL/Cable

@] Gateway:

B Route Setup Modem. The NAT is enabled an in LAN ports share the same IP to ISP
im Management through WAN port. The con /pe can be setup in WAN page by using
PPPOE, DHCP client, FFTP ¢ , L2TP client or static IP.
® Bridee- In this mode, all ethernet ports are bridged and NAT function is disabled. All
mge: the WAN related function and firewall are not supported.
Apply Change ] ’Reset ]

Object Description

In this mode, all Ethernet ports are bridged together and the client will
Bridge connect to ISP access point. The NAT is enabled and PCs in
Ethernet ports share the same IP to ISP through LAN.

In this mode, the device is supposed to connect to internet via
ADSL/Cable Modem. The NAT is enabled and your PC in LAN port
Gateway shares the same IP to ISP through WAN port. The connection type
can be setup in WAN page by using Static, DHCP Client, PPPOE,
PPTP or L2TP.
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2.3.1 TCPI/IP Setting

This page allows you to change the parameter for LAN and WAN interface.
2.3.1.1 LAN Interface Setup

Choose menu “TCP/IP Settings—LAN Interface”, you can configure the parameters for local area

network which connects to the LAN port of your Gateway. Here you may change the IP settings.

Gigabit Broadband Router

*= Site contents: LAN Interface Setup
B Setup Wizard
B Operation Mode This page is used to configure the parameters for local area network which connects to the LAN port of your
= broadband router. Here you may change the setting for IP addresss, subnet mask, DHCP, etc..
B LAN Interface
B WAN Interface
B Firewall IP Address: 192.168.1.254
B QoS Subnet Mask: 255.255.255.0
B Route Setup
& Management Default Gateway: 192.168.1.254
B VLAN DHCP: [server ¢ |
B Status
B Statistics DHCP Client Range: 192.168.1.10C = |192.168.1.20C, | Show Client |
B DDNS _ —_— i
. Time Zone Setting DHCP Lease Time: 6 (1 ~ 10080 minutes)
B Denial-of-Service Static DHCP: | Set Static DHCP |
L e
.. i) Domain Name: Legrand
802.1d Spanning Tree: | Disabled * |
Clone MAC Address: 000000000000

| Apply Changes | | Reset |

Object Description

IP Address LAN IP Address of the Access Point
Default : 192.168.40.254
Subnet Mask LAN mask of the Access Point
Default : 255.255.255.0
Default Gateway Gateway IP Address
Default : 192.168.40.254
DHCP Server You can select Server or Disable. If you select Disable, the DHCP

service of LAN port is disabled.
Default : Server

DHCP Client Range The first and last IP address that DHCP server assigns.
Default : 192.168.40.100 — 192.168.40.200
Static DHCP It allows you reserve IP addresses, and assign the same IP address to

the network device with the specified MAC address any time it requests
an |IP address
Default : Disable

Domain Name Set three alternatives Domain Name Server for LAN interface.
Default : Null
802.11d Spanning Tree Spanning Tree Protocol. You can select Enable or Disable.

Default : Disable

Your ISP may require a particular MAC address in order for you to
connect to the Internet. This MAC address is the PC’s MAC address
Clone MAC Address that your ISP had originally connected your Internet to. Type in this
section to replace the WAN MAC address with the MAC address of that
PC.
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2.3.1.2 WAN Interface Setup

Choose menu “TCP/IP Settings—WAN Interface”, you can configure the IP parameters of the WAN

on the screen below when router mode is enabled.

Gigabit Broadband Router

*= Site contents: WAN Interface Setup
B Setup Wizard
B Operation Mode This page is used to configure the parameters for Internet network which connects to the WAN port of your broadband
- router. Here you may change the access method to static IP, DHCP, PPPoE, PPTP or L2TP by click the item value of
B LAN Interface WAN Access type.
B WAN Interface
B Fwust WAN Access T [ DHCP Client ¢ |
B QoS ype: ient *
B Route Setup
& Management Higsk N
B VLAN MTU Size: 1492 (1400-1492 bytes)
B Status
B Statistics Clone MAC Address: 000000000000
B DDNS (] Enable uPNP

Ei Time Zone Setting @ Enable IGMP Proxy

B Denial-of-Service
B Log |_| Enable Ping Access on WAN

B Upgrade Firmware || Enable Web Server Access on WAN
B Save/Reload Setting # Enable IPsec pass through on VPN connection
B Pass # Enable PPTP pass through on VPN connection

B Logout @ Enable L2TP pass through on VPN connection
|| Enable IPv6 pass through on VPN connection
(=) Attain DNS Automatically
(_)Set DNS Manually

DNS 1:

DNS 2:

DNS 3:

| Apply Changes | | Reset |

® DHCP Client

If your ISP provides the DHCP service, please choose DHCP Client type, and the Router will

automatically obtain IP parameters from your ISP. You can see the page as follows.

The page includes the following fields:

Object ‘ Description
Host Name This option specifies the Host Name of the Router.
MTU Size The default MTU (Maximum Transmission Unit) value is 1492
Bytes. It is not recommended that you change the default MTU
Size unless required by your ISP.
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Object Object

WAN Access Type

DHCP Client Connections which use dynamic IP address
assignment “Typical”.
Static IP Connections which use static IP address assignment.
Connections which use PPPoE that requires a user
PPPoE
name and password.
PPTP Connections which use a Point-to-Point Tunneling
Protocol (PPTP) connection.
Connections which use a Layer2 Tunneling Protocol
L2TP .
(L2TP) connection.

Attain DNS Automatically

Select to attain DNS automatically from your ISP.

Set DNS Manually

Select to specify your own preferred DNS Server IP address.
The DNS 2 or DNS 3 is optional. You can enter the secondary and the

third DNS Server’s IP address as an alternative of DNS 1.

Clone MAC Address

Your ISP may require a particular MAC address in order for you to
connect to the Internet. This MAC address is the PC’s MAC address
that your ISP had originally connected your Internet to. Type in this
section to replace the WAN MAC address with the MAC address of|
that PC.

Enable IGMP Proxy

Check to enable the IGMP Proxy function.

Enable Ping Access on
WAN

Check to enable the Ping Access on WAN function.

Enable Web Server
Access on WAN

Check to enable the Web Server Access on WAN function.

Enable IPsec pass
through on VPN
connection

Check to enable the IPsec pass through on VPN connection
function.

Enable PPTP pass
through on VPN
connection

Check to enable the PPTP pass through on VPN connection
function.

Enable L2TP pass through
on VPN connection

Check to enable the L2TP pass through on VPN connection
function.

Enable IPv6 pass through
on VPN connection

Check to enable the IPv6 pass through on VPN connection function.

Apply Changes

After completing the settings on this page, click Apply changes
button to save the settings.

Reset

Click Reset to restore to default values.

Lllegrand’
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B StaticIP

If your ISP provides a static or fixed IP Address, then you have to setup the IP address, Subnet Mask,

Gateway and DNS setting. You can see the page as follows.

Gigabit Broadband Router

WAN Access Type:

IP Address: 1011224 |
Subnet Mask: |255.255.255.0 |
Default Gateway: |10.1.1.254 |
MTU Size: (1400-1500 bytes)
DNS 1: B854 |
DNS 2: | |
DNS 3: | |
|

Clone MAC Address: |CCCC(II‘£CCCO

Enable uPNP

Enable IGMP Proxy

Enable Ping Access on WAN
Enable Web Server Access on WAN

Enable IPsec pass through on WPN connection

Enable PPTP pass through on VPN connection
Enable LZTP pass through on VPN connection

e - Y R L B B B

Enable IPv6 pass through on VPN connection

[ Arrly Changes | | Reset |

The page includes the following fields:

Object ‘ Description
IP Address Enter the IP address in dotted-decimal notation provided by your ISP.
Subnet Mask Enter the subnet Mask in dotted-decimal notation provided by your

ISP, usually is 255.255.255.0

Default Gateway (Optional) Enter the gateway IP address in dotted-decimal notation
provided by your ISP.

MTU Size The normal MTU (Maximum Transmission Unit) value for most
Ethernet networks is 1500 Bytes. It is not recommended that you
change the default MTU Size unless required by your ISP.

DNS 1 Enter the DNS server IP address provided by your ISP, or you can

specify your own preferred DNS server IP address.

Pl el s You can enter another DNS server’s IP address as a backup. DNS 2

and 3 servers will be used when the DNS 1 server fails.
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®  PPPoE

If your ISP provides a PPPoE connection, select PPPoE option. User has to setup the user name and

password according to the ISP that provided the related information. You can see the page as follows.

Gigabit Broadband Router

= Site contents: WAN Interface Setup
| Setup Wizard
& OF_' tion Mode This page 15 nsed o oonfigure the parameters for Intenet networl which connerts o the WAN pert of gour Aovess
B \Vireless Point, Here yom may chimge the access method o static IF, DHCF, FEPGE, PPTP or LITP by click the item vilue
- of WAN Arress type.
B LAN Interface
B WAN Interface
B Firewall WAN Access Type: FFF:E v
B Qos
B Route Setup User Name: l:l
B M\anagement
B Logout Phoessl [ ]
T —
Comecion T
Mle Time: F Ji-1000 minmes
MTU Size: 1452 [1360- 1452 bytes)
C Attain DNS Automatically

© Set DNS Manually
DHNS 1:
DHS 2:
DHS 3

Clon MAC s

Enable I[GMP Proxy

Enable Ping Access on WAN

Enable Web Server Access on WAN

Enable [Psec pass throngh on ¥PN connection
Enable PPTF pass through on VPN connection
Enable L2TP pass through on VPN comnection
Enable [Pv6 pass through on VPN connection

l

OEEOO0ON

The page includes the following fields:

Object ‘ Description
User Name Enter the User Name provided by your ISP. This field is case-
sensitive.
Password Enter the Password provided by your ISP. This field is case-sensitive.
Service Name Enter the Internet service provider name in this field.

(SIS I L0 Select the connection type Continuous, Connect on Demand or

Manual from the drop-down menu. If selected Manual, user can click
Connect button to make a connection.

Idle Time It represents that the device will idle after the minutes you set. The
time must be set between 1~1000 minutes. Default value of idle time
is 5 minutes. This function will be available when the Connection
Type is selected to Connect on Demand.

MTU Size The default MTU (Maximum Transmission Unit) value is 1452 Bytes. It

is not recommended that you change the default MTU Size unless
required by your ISP.
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= PPTP

If your ISP provides PPTP connection, please select PPTP option. And enter the following

parameters. You can see the page as follows.

Gigabit Broadband Router

= Site contents: WAN Interface Setup

B Setup Wizard

B Operation Mode This page is used o configure the parametess for Intemet network which connerts to the W AN port of your Access
M Wircless Point. Here you may chinge fhe access method 0 sttic [P, DHCF, PPPOE, PPTP or LITP by click the item vahue
= of WAN Aooess re.

B LAN Interface

B WAN Interface

e WAN ot Tz

B Qos

B Route Setup IP Address: miis

M/ Managunent Subnet Mask 2552552550

B Logout

Server P Address: 122111

Dok ]
P
Comecton e

Idle Time: E 100y
MU SE= (1400-1460 byes)
[ Request MPPE Encryption [ Request MPPC Compression
© Attain DNS Automatically
(@ Set DNS Manually
s —
s > —

Clone MAC Address:
Enable IGMP Proxy

[ Enable Ping Access on WAN

[ Enable Web Server Access on WAN

Enable [Psec pass through on VPN connection
Enable PPTP pass through on ¥PN connection
Enable L2TP pass through on VPN connection
[ Enable [Pv6 pass through on VPN connection

s ] =)

The page includes the following fields:

Object ‘ Description
IP Address Enter the IP address in dotted-decimal notation provided by your ISP.
Subnet Mask Enter the subnet Mask in dotted-decimal notation provided by your
ISP, usually is 255.255.255.0
Server IP Address Enter the PPTP Server IP address in dotted-decimal notation provided
by your ISP.
User Name Enter the User Name provided by your ISP. The Maximum input is 20

alphanumeric characters (case-sensitive).

Password Enter the Password provided by your ISP. The Maximum input is 32
alphanumeric characters (case-sensitive).

CEIEEIEN LR Select the connection type Continuous, Connect on Demand or

Manual from the drop-down menu. If selected Manual, user can click
Connect button to make a connection.

Idle Time It represents that the device will idle after the minutes you set. The

time must be set between 1~1000 minutes. Default value of idle time
is 5 minutes. This function will be available when the Connection
Type is selected to Connect on Demand.

MTU Size The default MTU (Maximum Transmission Unit) value is 1460 Bytes. It
is not recommended that you change the default MTU Size unless
required by your ISP.
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m  L2TP

If your ISP provides L2TP connection, please select L2TP option. And enter the following parameters.

You can see the page as follows.

Gigabit Broadband Router

*= Site contents ‘WAN Interface Sctup

B Setup Wizard

B Operation Mode This page &5 vaed 1 configure the parameters for Intemet network which connects 1o the WAN port of your decess
B Wireless Foint, Here youmas change the acoess method o static [F, DHCP, PPROE, PFTP or LITP by click the e value
= S WAN Ancess type

B LAN Interface

B WAN Interface
i Firewall WAN Access Type: L2TP -

B Qos

B Route Setup P Address:

M Management Subnet Mask: 55285 3550

B Logout

Server IP Address:  [[72111

o —
e
S

e Time: L rommm

MU Size: (1400 1460 ytes)
© Attain DNS Automatically
() Set DNS Manually

Clone AC s

Enable IGMP Proxy

[ Enable Ping Access on WAN

] Enable Web Server Access on WAN

Enable IPsec pass through on VPN connection
Enable PPTP pass through on VPN connection
Enable L2TP pass through on VPN connection
[ Enable IPv6 pass through on VPN connection

The page includes the following fields:

Object ‘ Description
IP Address Enter the IP address in dotted-decimal notation provided by your ISP.
Subnet Mask Enter the subnet Mask in dotted-decimal notation provided by your
ISP, usually is 255.255.255.0
Server IP Address Enter the L2TP Server IP address in dotted-decimal notation provided
by your ISP.
User Name Enter the User Name provided by your ISP. The Maximum input is 20

alphanumeric characters (case-sensitive).

Password Enter the Password provided by your ISP. The Maximum input is 32
alphanumeric characters (case-sensitive).

CEIEEIEN LR Select the connection type Continuous, Connect on Demand or

Manual from the drop-down menu. If selected Manual, user can click
Connect button to make a connection.

Idle Time It represents that the device will idle after the minutes you set. The

time must be set between 1~1000 minutes. Default value of idle time
is 5 minutes. This function will be available when the Connection
Type is selected to Connect on Demand.

MTU Size The default MTU (Maximum Transmission Unit) value is 1460 Bytes. It
is not recommended that you change the default MTU Size unless
required by your ISP.
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3.0 Advance Settings

3.1 Firewall

3.1.1 Port Filtering

Entries in this table are used to restrict certain types of data packets from your local network to
Internet through the Gateway. Use of such filters can be helpful in securing or restricting your local
network.

Gigabit Broadband Router

= Site contents: Port Filtering
B Setup Wizard

s TCP/IP Setti Entries in this table are used to restrict certain types of data packets from your local
ngs network to Internet through the Gateway . Use of such filters can be helpful in securing or
- F_iMI restricting your local network.

E IP Filtering

B MAC Filtering || Enable Port Filtering
B Port Forwarding Port Range: - Protocol: Both ©  Comment:
B URL Filtering B
B DMZ | Apply Changes | | Reset |
B QoS
: M esat::t Current Filter Table:
B VLAN ~ PortRamge  Protocol  Commemt  Select

B Status
. Statistics Delete Selected Delete All !_Reset |

E DDNS

Object Description
Enable Port Filtering Check to enable Port Filtering function.
Enter the beginning of the range of port numbers used by the service. If
Port Range the service uses a single port number, enter it in both the start and finish
fields.
Select the protocol (TCP, UDP or Both) used to the remote system or
Protocol :
service.
Comment You may key in a description MAC address.
Apply Changes After completlng the settings on this page, click Apply Changes button to
save the settings.
Reset Click Reset button to restore to default values.
Current Filter Table Shows the current Port Forwarding information.
Delete Selected Click Delete Selected button to delete items which are selected.
Delete All Click Delete All button to delete all the items.
Reset Click Reset button to reset.
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3.1.2 IP Filtering

Entries in this table are used to restrict certain types of data packets from your local network to

Internet through the Gateway. Use of such IP filters can be helpful in securing or restricting your local

network.

Gigabit Broadband Router

IP Filtering

= Site contents:
B Setup Wizard

I Operaﬁm Mode Entries in this takle ame nsed to mstict certain types of data packets fromn your local network 40 Intemet
: theggh the Gateway, Use of such files can be helpful in secing or mestricting wour local networ,
i TCP/IP Settings
= Firewall Bl foiiie T Filicd
B Por Filtering g .
B IP Fitering Loal [P Address: | Protocol: Comment: | |
B MAC Filtering
B Port Forwarding atace) B
B URL Filtering
I DMZ Current Filter Table:
B QoS Lol IP Address  Protocl  Commemt  Select
B Route Setup
= Management i
Object Description
Enable IP Filtering Check to enable IP filtering function.
Local IP Address Enter the local computer’s IP address.
Select the protocol (TCP, UDP or Both) used to the remote system or
Protocol .
service.
Comment You may key in a description for the port range.
Apply Changes After complet'lng the settings on this page, click Apply Changes button to
save the settings.
Reset Click Reset button to restore to default values.
Current Filter Table Shows the current IP filter information.
Delete Selected Click Delete Selected button to delete items which are selected.
Delete All Click Delete All button to delete all the items.
Reset Click Reset button to rest.
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3.1.3 MAC Filtering
Entries in this table are used to restrict certain types of data packets from your local network to

Internet through the Gateway. Use of such filters can be helpful in securing or restricting your local

network.

Gigabit Broadband Router

N - -
*= Site contents: MAC Filtering
B Setup Wizard
B Operation Mode o . .
B TCP/IP Setti Entries in this table are used to restrict certain types of data packets from your local
ngs network to Internet through the Gateway. Use of such filters can be helpful in securing or
& Firewall restricting your local network.
B Port Filtering
| IP Filteri
= pras] ([ Enable MAC Filtering
. Port Forwarding MAC Address: Comment:
B URL Filtering
B DMZ | Apply Changes | | Reset |
B QoS
B Foul Svtp Current Filter Table:
& Management
B VLAN .~ MACAddres  Comment  Select
B Status '
. Statistics Delete Selected Delete All | Reset |

B DDNS
B Time Zone Setting
B Denial-of-Service
B Log
B Upgrade Firmware
B Save/Reload Setting
B Password

B Logout

Object Description
Enable MAC Filtering Check to enable MAC filtering function.

MAC Address Enter the client MAC address in the field.

Comment You may key in a description MAC address.

Apply Changes ,:;t\z' ::r?énsp:;et’gir:lggsfhe settings on this page, click Apply Changes button to
Reset Click Reset button to restore to default values.

Current Filter Table Shows the current MAC filter information.

Deleted Selected Click Delete Selected button to delete items which are selected.

Deleted All Click Delete All button to delete all the items.

Reset Click Reset button to rest.
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3.1.4 Port Forwarding
Entries in this table allow you to automatically redirect common network services to a specific machine
behind the NAT firewall. These settings are only necessary if you wish to host some sort of server like

a web server or mail server on the private local network behind your Gateway's NAT firewall.

Gigabit Broadband Router

= Site contents: Port Forwarding
B Setup Wizard
B Operation Mode
B TCP/IP Settings
& Firewall

Entries in this table allow you to autometically redirect common network services to a specific
machine behind the NAT firewall. These settings are only necessary if you wish to host some sort of
server like a web server or mail server on the private local network behind your Gateway's NAT

E Port Filtering firewall.
B IP Filtering
._ ey || Enable Port Forwarding
B Port Forwarding
BE URL Filtering IP Address: Protocel: | Both - Port Range: - Comment:
B DMz
B Qos
| Apply Changes | | Reset |

- Current Port Forwarding Table:
B Statistics . Local [PAddress  Protocol ~ PortRange  Comment  Select
E DDNS
. Time Zone Setting Delete Selected Delete All | Reset_l
1 pnial_of Sarvieas

Object Description

Enable Port Forwarding |Check to enable Port Forwarding function.

IP Address Enter the IP address in the field.

Select the protocol (TCP, UDP or Both) used to the remote system or

Protocol :
service.

For TCP and UDP Services, enter the beginning of the range of port
Port Range numbers used by the service. If the service uses a

single port number, enter it in both the start and finish fields.

Comment You may key in a description MAC address.

After completing the settings on this page, click Apply Changes button to

e Eens save the settings.

Reset Click Reset button to restore to default values.

SR (O ORI Shows the current Port Forwarding information.

Table

Delete Selected Click Delete Selected button to delete items which are selected.
Delete All Click Delete All button to delete all the items.

Reset Click Reset button to rest.
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3.1.5 URL Filtering
URL filter is used to deny LAN users from accessing the internet. Block those URLs which contain

keywords listed below.

Gigabit Broadband Router

= Site contents: URL Filtering
B Setup Wizard

B Operation Mode
@8 TCP/IP Settings
& Firewall

i Port Filteri
= P Fﬂteﬂ'ngng || Enable URL Filtering
B MAC Filtering URL Address:
E Port Forwarding

URL filter is used to deny LAN users from accessing the internet. Block those URLs which
contain keywords listed below.

. | Apply Changes | | Reset |
B DMz
B Qos
B Route Setup Current Filter Table:
& Management ~ URLAddress  Seleet
B VLAN
B Status Delete Selected Delete All [ Reset |

B Statistics

Object Description
Enable URL Filtering Check to enable URL filtering function.
URL Address Enter the URL address in the field.

After completing the settings on this page, click Apply Changes button to

Apply Changes save the settings.

Reset Click Reset button to restore to default values.
Current Filter Table Shows the current URL address filter information.
Delete Selected Click Delete All button to delete all the items.
Reset Click Reset button to rest.
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3.1.6 DMZ
A Demilitarized Zone is used to provide Internet services without sacrificing unauthorized access to its

local private network. Typically, the DMZ host contains devices accessible to Internet traffic, such as

Web (HTTP) servers, FTP servers, SMTP (e-mail) servers and DNS servers.

Gigabit Broadband Router

2= Site contents: DMZ.
B Setup Wizard

Ei Operation Mode L . . . . il 2 .
i TCPIIP Settings A[)emlln_a.nz,ed Zon_e is used to pmwdf! [nternet services without _sacnﬁc!ng unauthan,ed
PR access to its local private network. Typically, the DMZ host contains c!ewces accessible to
= Firewall Internet traffic, such as Web (HTTP ) servers, FTP servers, SMTP (e-mail) servers and DNS
B Port Filtering servers.
B IP Filtering
B MAC Filtering (| Enable DMZ
B Port Forwarding
B URL Filtering DMEZ Host IP Address:
B DMZ
B QoS | Apply Changes | | Reset |
B Route Setup
= Management

Object \ Description

Check the box to enable DMZ function. If the DMZ Host Function is
enabled, it means that you set up DMZ host at a particular computer to
be exposed to the Internet so that some applications/software,
especially Internet / online game can have two way connections.

Enable DMZ

Enter the IP address of a particular host in your LAN which will receive

R all the packets originally going to the WAN port/Public IP address above.

After completing the settings on this page, click Apply Changes button to

Apply Changes save the settings.

Reset Click Reset button to restore to default values
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4.0 QoS

4.1 Enable QoS

Use this section to configure QoS. The QoS settings improve your online gaming experience by

ensuring that your game traffic is prioritized over other network traffic, such as FTP or Web.

= Site contents: QoS
B Setup Wizard
B Operation Mode
B TCP/IP Settings

Gigabit Broadband Router

Entries in this table improve your online gaming experience by ensuring that your game traffic is
prioritized over other network traffic, such as FTP or Web.

& Firewall
B Port Filtering B
B IP Filtering [ Enable QoS
B MAC Filtering v Automatic Uplink Speed
i Port Fi rdi "
= u;L Fﬂ:::ﬂg'“g Manual Uplink Speed (Kbps): 512
B DMz
B QoS v/ Automatic Downlink Speed
B Route Setup Manual Downlink Speed (Kbps): 512
&' Management
B VLAN
B Status QoS Rule Setting:
= gg*ﬂ;"“ Address Type: .IP  MAC
B Time Zone Setting Local IP Address: -
B Denial-of-Service
B Log MAC Address:
B Upgrade Firmware Mode: Guaranteed minimum bandwidth
B Save/Reload Setting . i
B Password Uplink Bandwidth (Kbps):
B Logout Downlink Bandwidth (Kbps):
Comment:
| Apply Changes | lml
Current (oS Rules Table:
Delete Selected Delete All | Reset |

Object Description

Enable QoS

Check the box to enable the QoS function.

Automatic
Uplink/Download Speed

Check the box to enable the automatic uplink/ download speed
function.

Manual Uplink/Download
Speed

User can manually enter the uplink/ download speed in the
blank field.

Lllegrand’
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4.2 QoS Rule Setting

Administrator can setup a QoS rule for specific user depends on IP or MAC address.

Object Description

Address Type Select IP or MAC address type.

Local IP Address Depend on the address type that selected, user can enter the IP
address or MAC address of client to set up the bandwidth of the

MAC Address

transmission.

Select Guaranteed minimum bandwidth or Restricted maximum
Mode .
bandwidth modes.

Enter the Uplink Bandwidth (Kbps) in the column.

Uplink Bandwidth

(Kbps)
?;;:,r:)mk Bandwidth Enter the Downlink Bandwidth (Kbps) in the column.
Comment Enter the note for the setting.
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5.0 Route Setup

5.1 Dynamic Route

Dynamic routing performs the same function as static routing except it is steadier. Dynamic routing
allows routing tables in routers to change as the possible routes change. There are several protocols

used to support dynamic routing including RIP and OSPF.

Gigabit Broadband Router

_ Routing Setup
B Setup Wizard
B Operation Mode

i TCP/IP Settings This page is used to setup dynamic routing protocol or edit static route entry.

B Firewall

B QoS |_| Enable Dynamic Route

B Route Setup NAT: + Enabled | Disabled

_—

o :‘aVLA N ot Transmit: + Disabled RIP1 | RIP2
B Status Receive: +» Disabled RIP1 RIP2
B Statistics | Apply Changes | | Reset |
E DDNS
W Tims Seiting || Enable Static Route

B Denial-of-Service
B Log IP Address:
B Upgrade Firmware

Subnet Mask:

Gateway:

Metric:

Interface: LAN ¢

| Apply Changes | | Reset | | Show Rcute Table |

Static Route Tahble:

Delete Selected Delete All | Reset |

Object Description

Enable Dynamic Route [Check the box to enable the Dynamic Route function.

Network Address Translation (NAT) selects to enable or disable
NAT ; .

this function.
Transmit Select to enable or disable RIP protocol for transmit.
Receive Select to enable or disable RIP protocol for receive.

301 Fulling Mill Road, Suite G ©Copyright 2012 by Legrand,

I ®
L|1 Iegrand Middletown, PA 17057 Inc All Rights Reserved.

Page 34 (800)-321-2343 www.onglegrand.com



5.2 Static Route

To set static routers, enter the settings including route IP address, route mask, route gateway and the
route Interface from LAN or WAN.

Object Description

Enable Static Route Check the box to enable the Static Route function.

IP Address Set up the IP address that would like to send the packets pass
through.

Subnet Mask Set up the Subnet Mask that would like to send the packets
pass through.

Gateway Set up the gateway that would like to send the packets pass
through.

It is used by a router to make routing decisions.

The metrics used by a router to make routing decisions. It is
typically one of many fields in a routing table. Router metrics
can contain any number of values that help the router determine

Metric the best route among multiple routes to a destination. A router
metric typically based on information like path length,
bandwidth, load, hop count, path cost, delay, Maximum
Transmission Unit (MTU), reliability and communications cost.

Interface Select the interface of the setting path.
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6.0 Management

6.1. VLAN

By default, the VLAN setting is disabled, however, you can turn it on for purpose, or setup the port

based priority base on the VLN setting here.

= Site contents:
B Setup Wizard
B Operation Mode
B TCP/IP Settings
B Firewall
B QoS
B Route Setup
-

|
B Status
B Statistics

E DDNS
B Time Zone Setting
B Denial-of-Service
B Log
B Upgrade Firmware
B Save/Reload Setting
B Password

B Logout

Gigabit Broadband Router
VLAN Settings

Entries in below table are used to config vlan settings. VLANs are created to provide the
segmentation services traditionally provided by routers. VLANs address issues such as scalability,
security, and network management.

[ Enable VLAN
2 LAN 1 ) 3022 {0 2]
[ ] LAN2 [ ) 3030 {7z 2]
O] LAN2 ] 500 |0 =]
® LAN 4 m| 1 (3 2]

| Apply Changes | | Reset |

Object

Enable VLAN

\ Description

VLAN (Virtual Local Area Network) refers to a group of logically
networked devices on one or more LANs that are configured so that
they can communicate as if they were attached to the same wire, when
in fact they are located on different LAN segments. Because VLANs
are based on logical instead of physical connections, it is very flexible
for user/host management.

Tag

Ports with tagging enabled will put the VID number, priority and other
VLAN information into the header of all packets that flow into those
ports. If a packet has previously been tagged, the port will not alter the
packet, thus keeping the VLAN information intact. The VLAN
information in the tag can then be used by other 802.1Q compliant
devices on the network to make packet-forwarding decisions.

VID

Provide a number between 1 and 4090 for VLAN. This will cause the
router to send packets with VLAN tags. The switch connecting with the
router must support VLAN IEEE802.1Q frames.

Priority

The priority of the selected port.

Lllegrand’
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6.2 Status

In this page can show the current status and some basic settings of the Access Point.

Gigabit Broadband Router

*= Site contents: Router Status
B Setup Wizard

B Operation Mode
B TCP/IP Settings

This page shows the current status and some basic settings of the device.

B Firewall
B QoS
B Route Setup Uptime Oday:Oh:5m:34s
= ; Firmware Version v2.5_20120517
= v Build Time Thu May 17 11:30:41 CST 2012
.
B DDNS Attain I[P Protocol Fixed IP
B Time Zone Setting IP Address 192.168.1.254
B Denial-of-Service Subnet Mask 2552552550
B Log Default Gateway 192.168.1254
B Upgrade Firmware DHCP Server Enabled
B Save/Reload Setting MAC Address 00:30:4f:aa:bb:cd
B Pessword
B Logout Attain IP Protocol Getting IP from DHCP server...
IP Address 0000
Subnet Mask 0000
Default Gateway 0000
MAC Address 00:30:4f:aa:bb:cc

SERVER
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6.3 Statistics

This page shows the packet counters for transmission and reception regarding to Ethernet networks.

B Setup Wizard
B Operation Mode
I TCP/IP Settings
| Firewall

B Qos

B Route Setup

= Management
B VLAN
B Status
B Statistics
B DDNS

Lllegrand’

Statistics

Gigabit Broadband Router

This page shows the packet counters for transmission and reception regarding to Ethemet networks.

Sent Packets ||1024
Ethernet LAN 3
(Received Packets 1238
|Sent Packets o |
Ethernet WAN 1
[Received Packets || |
| Refresh |
301 Fulling Mill Road, Suite G
Middletown, PA 17057
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6.4 DDNS

Choose menu “Dynamic DNS”, and you can configure the Dynamic DNS function when enabled

router mode.

The Router offers the DDNS (Dynamic Domain Name System) feature, which allows the hosting of a
website, FTP server, or e-mail server with a fixed domain name (named by yourself) and a dynamic IP
address, and then your friends can connect to your server by entering your domain name no matter
what your IP address is. Before using this feature, you need to sign up for DDNS service providers

such as www.comexe.cn, www.dyndns.org, or www.no-ip.com. The Dynamic DNS client service

provider will give you a password or key.

Gigabit Broadband Router

Dynamic DNS Setting

Dynamic DNS is a service, that provides you with a valid, unchanging, internet domain name (an URL) to go with that
(possibly everchanging) IP-address.

[ Enable DDNS

Service Provider : DynDNS ¢

Domain Name : host.dyndns.org
B Statistics User Name/Email:
E DDNS
B Time Zone Setting Baswrd/Key:
B Denial-of-Service Sai
B Log For TZ0, you can have a 30 days free trial here or manage your TZ0 account in control panel
B Upgrade Firmware For DynDNS, you can create your DynDNS account here
B Save/Reload Setting S
B Password | Apply Change | | Reset |

B Logout

To set up for DDNS, follow these instructions:
Step 1. Check Enable DDNS.
Step 2. Select the Service Provider from the drop-down menu.
Step 3. Type the Domain Name received from your dynamic DNS service provider.
Step 4. Type the User Name/Email for your DDNS account.
Step 5. Type the Password/Key for your DDNS account.

Step 6. Click the Apply Change button to apply the settings.
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6.5 Time Zone Setting

You can maintain the system time by synchronizing with a public time server over the Internet.

Gigabit Broadband Router

Time Zone Setting

B Setup Wizard
: TC Pfll;u;ezdl'ode You can maintain the system time by synchronizing with a public time server over the Internet.
ings
B Firewall
B Qos Current Time :
B Route Setup 19
-
B VLAN
B Status Time Zone Select : [ (GMT-05:00)Eastern Time (US & Canada)
B Statistics
B DDNS # Enable NTP client update
B Time Zone Setting @ Automatically Adjust Daylight Saving
- Denial-of-Service NTP server : (® | 192.5.41.41 - North America 3
B Log = ;
B Upgrade Firmware @ (Manual IP Setting)
B Save/Reload Setting ) ]
B Password | Apply Change | | Reset | | Refresh |

B Logout

Yr 2012 Mon 5 Day (22 Hr 20 | Mn|6 Sec

| " Copy Computer Time . |

ar
-

bject \ Description \

Current Time Input current time manually.

Time Zone Select Select local time zone according to location.

Enable NTP client Check to enable NTP update. Once this function is enabled,

update Broadband router will automatically update current time from
NTP server.

NTP server User may select prefer NTP sever or input address of NTP
server manually.
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6.6 Denial-of-Service

DoS (Denial of Service) attacks can flood your Internet connection with invalid packets and connection
requests, using so much bandwidth and so many resources that Internet access becomes unavailable.
The Router incorporates protection against DoS attacks. This screen allows you to configure DoS

protection.

Gigabit Broadband Router

== Site contents:
B Setup Wizard
B Operation Mode
B TCP/IP Settings

Denial of Service

A "denial-of-service" (DoS) attack is characterized by an explicit attempt by hackers to prevent legitimate users of a

service from using that service.

i Firewall
B QoS
E Route Setup | Enable DoS Prevention
- Whole System Flood: SYN 0 Packets/Second
B VLAN
B Status ‘Whole System Flood: FIN 0 Packets/Second
B Statistics Whole System Flood: UDP 0 Packets/Second
B DDNS
B Time Zone Setting ‘Whole System Flood: ICMP 0 Packets/Second
B Denial-of-Service Per-Source IP Flood: SYN 0 Packets/Second
B Log
B Upgrade Fimware Per-Source IP Flood: FIN 0 Packets/Second
Ei Save/Reload Setting Per-Source IP Flood: UDP 0 Packets/Second
B Password
B Logout Per-Source IP Flood: ICMP 0 Packets/Second
TCP/UDP PortScan Low +  Sensitivity
ICMP Smurf
IP Land
IP Spoof
IP TearDrop
PingOfDeath
TCP Scan
TCP SynWithData
UDP Bomb
UDP EchoChargen
| Select ALL | | Clear ALL |

Enable Source IP Blocking

| Apply Changes |

0 Block time (sec)

Lllegrand’
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6.7 Log

This page can be used to set remote log server and show the system log.

Gigabit Broadband Router

*= Site contents: System Log
B Setup Wizard

B Operation Mode
im TCP/IP Settings

This page can be used to set remote log server and show the system log.

™ Enable Log
) system all DoS
|| Enable Remote Log Log Server IP Address:
B Statistics (e2nnpiiGtinnges;|
B DDNS
B Time Zone Setting May 17 11:37:32 klogd started: BusyBox v1.13.4 (2012-05-17 11:26:52 CST)
3 ial-of-Servi May 17 11:37:32 Probing RTLE186 10/100 NIC-kenel stack size order{3]...
._ Deni e May 17 11:37:32 chip name: 8196C, chp revid: O
B Log May 17 11:37:32 NOT YET
i Upgrade Firmware May 17 11:37:32 eth0 added. vid=9 Member port Ox1...
.. z May 17 11:37:32 ethl added. vid=8 Member port 0x10...
B Save/Reload Setting May 17 11:37:32 eth2 added. vid=9 Member port 0x2...

May 17 11:37:32 eth3 added. vid=9 Member port Ox4...
May 17 11:37:32 eth4 added. vid=9 Member port Ox8...
May 17 11:37:32 [peth0] added, mapping to [eth1]...

Object Description

Enable Log Check to enable log function.

System all Activates all logging functions.

DoS Only logs related to the DoS protection will be recorded.
Enable Remote Log Only logs related to the Remote control will be recorded.
Log Server IP Address |Only logs related to the server will be recorded.
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6.8 Upgrade Firmware

This page allows you upgrade the Broadband router firmware to new version. Please note, do not

power off the device during the upload because it may crash the system.

Gigabit Broadband Router

= Site contents: Upgrade Firmware
B Setup Wizard

B Operation M'I")da This page allows you upgrade the broadband router firmware to new version. Please note, do not power off the device
B TCP/IP Settings during the upload because it may crash the system.
= Firewall
B Qos A :
. Route Setup Firmware Version: v2.5_20120517
= Management Select File: |Q&_JgSE_FiIe_! no file selected
B VLAN
B Status [Upload | | Reset |
B Statistics S TR
E DDNS
| Object | Description |
Firmware Version The current version is shown in this field.
Browse and select file you want to upgrade and press Upload
. to perform upgrade.
Select File P uPg . .
Please wait till on screen shows related information after
upgrade finished.
Upload Click the Upload button to perform the upgrade process.
Click Reset will clean all current configurations and return to
Reset
default values.

6.9 Save / Reload Settings

This page allows you save current settings to a file or reload the settings from the file which was saved

previously. Besides, you could reset the current configuration to factory default.

Gigabit Broadband Router

*= Site contents: Save/Reload Settings
B Setup Wizard
B Operation Mode
B TCP/IP Settings

This page allows you save current settings to a file or reload the settings from the file which was saved previously.
Besides, you could reset the current configuration to factory default.

Save Settings to File: | save... |
Load Settings from File: | Chooi.e Fl-\en_l no file selected EIUD\DBU |

Reset Settings to Default: | Reset |

B Statistics

& DDNS

B Time Zone Setting
B Denial-of-Service
B Log

B Upgrade Firmware

El
Object Description
Save Settings to File Save current settings to a file.

Load Settings from File Browse a file and upload to reload settings.
Reset Settings to Default |Click Reset button to restore to factory default values.
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6.10 Password Setup

This page is used to set the account to access the web server of Access Point. Empty user name and

password will disable the protection.

Gigabit Broadband Router

= Site contents: Password Setup
B Setup Wizard

B Operation Mf)de This page is used to set the account to access the web server of broadband router. Empty user name and password will
B TCP/IP Settings disable the protection.
B Firewall
B Qos
B Route Setup User Name:
& Management
3 New Pa. rd:

. VLAN EW SSWO!

B Status Confirmed Password:

B Statistics

B DDNS | Apply Changes | | Reset |

B Time Zone Setting
B Denial-of-Service
B Log

B Upgrade Firmware
B Save/Reload Setting
E]
B Logout

Object Description

User Name Enter user name.
New Password Input password for this user.
Confirmed Password Confirm password again.
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Appendix A Frequently Asked Questions List

If your Broadband routers not functioning properly, you can refer to this chapter first for sample
troubleshooting before contacting your dealer. This can save your time and effort but if the symptoms
persist, please consult your dealer.

Q1: | forget my Broadband router login username and / or password

A1:

1.) Restore Broadband router to its factory default settings by pressing the “Reset” button which is at the
side panel of the device for 5 seconds or more.
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Appendix B Broadband Router Specifications

Product
Model

Internet Gigabit Broadband Router
DA1054

Standard IEEE 802.3, IEEE 802.3u 10/100/1000Base-TX standard

Ports WAN 1 x 10/100/1000 Base-TX ,Auto-Negotiation, Auto MDI/MDI-X
LAN 4 x 10/100/1000 Base-TX ,Auto-Negotiation, Auto MDI/MDI-X

LED Indicators PWR, WAN, LAN1-4

Button 1 x RESET button

Protocols and Features

TCP/IP, UDP/RTP/RTCP, HTTP, ICMP, ARP, DNS, DHCP,
NTP/SNTP

Network Feature

Router and Bridge mode

Static Routing and RIPv1/2

DMZ and Port Forwarding(Virtual Server)
QoS (Bandwidth limit by IP or MAC)
IGMP v1/v2

VLAN

SNTP

DHCP Server / Client

UPnP and DDNS

VPN pass-through

IPSec / PPTP / L2TP VPN Pass-Through

Security

Built-in NAT Firewall
Client / URL / MAC Filtering

Password protection for system management

Configuration &
Management

Web-Based Graphical User Interface
Remote management over the IP Network
Web-Based firmware upgrade

Backup and Restore Configuration file

Environment Specification

Dimension (W x D x H)
Operating Environment

Power Requirement
EMC/EMI

Lllegrand’

Operating: 0~50 degree C, 5%~ 90% (non-condensing),

Storage: -10~70 degree C, 0~95% (non-condensing)
12V DC, 1A

301 Fulling Mill Road, Suite G ©Copyright 2012 by Legrand,
Middletown, PA 17057 Inc All Rights Reserved.
Page 2 (800)-321-2343 www.onglegrand.com



Appendix C Glossary of Terms

Default Gateway (Router): Every non-router IP device needs to configure a default
gateway’s IP address. When the device sends out an IP packet, if the destination is not
on the same network, the device has to send the packet to its default gateway, which
will then send it out towards the destination.

DHCP: Dynamic Host Configuration Protocol. This protocol automatically gives every
computer on your home network an IP address.

DNS Server IP Address: DNS stands for Domain Name System, which allows Internet
servers to have a domain name (such as www.Broadbandrouter.com) and one or more
IP addresses (such as 192.34.45.8). A DNS server keeps a database of Internet servers
and their respective domain names and IP addresses, so that when a domain name is
requested (as in typing "www.legrand.us/ong" into your Internet browser), the user is
sent to the proper IP address. The DNS server IP address used by the computers on
your home network is the location of the DNS server your ISP has assigned to you.

DSL Modem: DSL stands for Digital Subscriber Line. A DSL modem uses your existing
phone lines to transmit data at high speeds.

Ethernet: A standard for computer networks. Ethernet networks are connected by
special cables and hubs, and move data around at up to 10/100 million bits per second
(Mbps).

Idle Timeout: Idle Timeout is designed so that after there is no traffic to the Internet for
a preconfigured amount of time, the connection will automatically be disconnected.

IP Address and Network (Subnet) Mask: IP stands for Internet Protocol. An IP
address consists of a series of four numbers separated by periods, that identifies a
single, unique Internet computer host in an IP network. Example: 192.168.0.1. It
consists of 2 portions: the IP network address, and the host identifier.

The IP address is a 32-bit binary pattern, which can be represented as four cascaded
decimal numbers separated by “ aaa.aaa.aaa.aaa”, where each “aaa” can be anything
from 000 to 255, or as four cascaded binary numbers separated by
“bbbbbbbb.bbbbbbbb.bbbbbbbb.bbbbbbbb”, where each “b” can either be 0 or 1.

A network mask is also a 32-bit binary pattern, and consists of consecutive leading

1’s followed by consecutive trailing 0’s, such as
11111111.11111111.11111111.00000000. Therefore sometimes a network mask can
also be described simply as “x” number of leading 1’s.

When both are represented side by side in their binary forms, all bits in the IP address
that correspond to 1’s in the network mask become part of the IP network address, and
the remaining bits correspond to the host ID.

For example, if the IP address for a device is, in its binary form,11011001.10110000.
10010000.00000111, and if its network mask is,
11111111.11111111.11110000.00000000

301 Fulling Mill Road, Suite G ©Copyright 2012 by Legrand,
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It means the device’s network address is 11011001.10110000.10010000.00000000,
and its host ID is, 00000000.00000000.00000000.00000111. This is a convenient and
efficient method for routers to route IP packets to their destination.

ISP Gateway Address: (see ISP for definition). The ISP Gateway Address is an IP
address forthe Internet router located at the ISP's office.

ISP: Internet Service Provider. An ISP is a business that provides connectivity to the
Internet for individuals and other businesses or organizations.

LAN: Local Area Network. A LAN is a group of computers and devices connected
together in a relatively small area (such as a house or an office). Your home network is
considered a LAN.

MAC Address: MAC stands for Media Access Control. A MAC address is the hardware
address of a device connected to a network. The MAC address is a unique identifier for
a device with an Ethernet interface. It is comprised of two parts: 3 bytes of data that
corresponds to the Manufacturer ID (unique for each manufacturer), plus 3 bytes that
are often used as the product’s serial number.

NAT: Network Address Translation. This process allows all of the computers on your
home network to use one IP address. Using the DA1004’s NAT capability, you can
access the Internet from any computer on your home network without having to
purchase more IP addresses from your ISP.

Port: Network Clients (LAN PC) uses port numbers to distinguish one network
application/protocol over another. Below is a list of common applications and
protocol/port numbers:

Telnet TCP 23
FTP TCP 21
SMTP TCP 25
POP3 TCP 110
H.323 TCP 1720
SNMP UCP 161
SNMP Trap UDP 162
HTTP TCP a0
PPTP TCP 1723
PC Anywhere [TCP 5631
PC Anywhere [UDP 5632

1 ® 301 Fulling Mill Road, Suite G ©Copyright 2012 by Legrand,
I egran Middletown, PA 17057 Inc All Rights Reserved.

Page 4 (800)-321-2343 www.onglegrand.com



PPPoE: Point-to-Point Protocol over Ethernet. Point-to-Point Protocol is a secure data
transmission method originally created for dial-up connections; PPPoE is for Ethernet
connections. PPPoE relies on two widely accepted standards, Ethernet and the Point-
to-Point Protocol. It is a communications protocol for transmitting information over
Ethernet between different manufacturers

Protocol: A protocol is a set of rules for interaction agreed upon between multiple
parties so that when they interface with each other based on such a protocaol, the
interpretation of their behavior is well defined and can be made objectively, without
confusion or misunderstanding.

Router: A router is an intelligent network device that forwards packets between different
networks based on network layer address information such as IP addresses.

Subnet Mask: A subnet mask, which may be a part of the TCP/IP information provided
by your ISP, is a set of four numbers (e.g. 255.255.255.0) configured like an IP address.
It is used to create IP address numbers used only within a particular network (as
opposed to valid IP address numbers recognized by the Internet, which must be
assigned by InterNIC).

TCP/IP, UDP: Transmission Control Protocol/Internet Protocol (TCP/IP) and Unreliable
Datagram Protocol (UDP). TCP/IP is the standard protocol for data transmission over
the Internet. Both TCP and UDP are transport layer protocol. TCP performs proper error
detection and error recovery, and thus is reliable. UDP on the other hand is not reliable.
They both run on top of the IP (Internet Protocol), a network layer protocol.

WAN: Wide Area Network. A network that connects computers located in
geographically separate areas (e.g. different buildings, cities, countries). The Internet is
a wide area network.

Web-based management Graphical User Interface (GUI): Many devices support a
graphical user interface that is based on the web browser. This means the user can use
the familiar Netscape or Microsoft Internet Explorer to Control/configure or monitor the
device being managed.

301 Fulling Mill Road, Suite G ©Copyright 2012 by Legrand,

I ®
| egran Middletown, PA 17057 Inc All Rights Reserved.

Page 5 (800)-321-2343 www.onglegrand.com




<<
  /ASCII85EncodePages false
  /AllowTransparency false
  /AutoPositionEPSFiles true
  /AutoRotatePages /None
  /Binding /Left
  /CalGrayProfile (Dot Gain 20%)
  /CalRGBProfile (sRGB IEC61966-2.1)
  /CalCMYKProfile (U.S. Web Coated \050SWOP\051 v2)
  /sRGBProfile (sRGB IEC61966-2.1)
  /CannotEmbedFontPolicy /Error
  /CompatibilityLevel 1.4
  /CompressObjects /Tags
  /CompressPages true
  /ConvertImagesToIndexed true
  /PassThroughJPEGImages true
  /CreateJobTicket false
  /DefaultRenderingIntent /Default
  /DetectBlends true
  /DetectCurves 0.0000
  /ColorConversionStrategy /CMYK
  /DoThumbnails false
  /EmbedAllFonts true
  /EmbedOpenType false
  /ParseICCProfilesInComments true
  /EmbedJobOptions true
  /DSCReportingLevel 0
  /EmitDSCWarnings false
  /EndPage -1
  /ImageMemory 1048576
  /LockDistillerParams false
  /MaxSubsetPct 100
  /Optimize true
  /OPM 1
  /ParseDSCComments true
  /ParseDSCCommentsForDocInfo true
  /PreserveCopyPage true
  /PreserveDICMYKValues true
  /PreserveEPSInfo true
  /PreserveFlatness true
  /PreserveHalftoneInfo false
  /PreserveOPIComments true
  /PreserveOverprintSettings true
  /StartPage 1
  /SubsetFonts true
  /TransferFunctionInfo /Apply
  /UCRandBGInfo /Preserve
  /UsePrologue false
  /ColorSettingsFile ()
  /AlwaysEmbed [ true
  ]
  /NeverEmbed [ true
  ]
  /AntiAliasColorImages false
  /CropColorImages true
  /ColorImageMinResolution 300
  /ColorImageMinResolutionPolicy /OK
  /DownsampleColorImages true
  /ColorImageDownsampleType /Bicubic
  /ColorImageResolution 300
  /ColorImageDepth -1
  /ColorImageMinDownsampleDepth 1
  /ColorImageDownsampleThreshold 1.50000
  /EncodeColorImages true
  /ColorImageFilter /DCTEncode
  /AutoFilterColorImages true
  /ColorImageAutoFilterStrategy /JPEG
  /ColorACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /ColorImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000ColorACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000ColorImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasGrayImages false
  /CropGrayImages true
  /GrayImageMinResolution 300
  /GrayImageMinResolutionPolicy /OK
  /DownsampleGrayImages true
  /GrayImageDownsampleType /Bicubic
  /GrayImageResolution 300
  /GrayImageDepth -1
  /GrayImageMinDownsampleDepth 2
  /GrayImageDownsampleThreshold 1.50000
  /EncodeGrayImages true
  /GrayImageFilter /DCTEncode
  /AutoFilterGrayImages true
  /GrayImageAutoFilterStrategy /JPEG
  /GrayACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /GrayImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000GrayACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000GrayImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasMonoImages false
  /CropMonoImages true
  /MonoImageMinResolution 1200
  /MonoImageMinResolutionPolicy /OK
  /DownsampleMonoImages true
  /MonoImageDownsampleType /Bicubic
  /MonoImageResolution 1200
  /MonoImageDepth -1
  /MonoImageDownsampleThreshold 1.50000
  /EncodeMonoImages true
  /MonoImageFilter /CCITTFaxEncode
  /MonoImageDict <<
    /K -1
  >>
  /AllowPSXObjects false
  /CheckCompliance [
    /None
  ]
  /PDFX1aCheck false
  /PDFX3Check false
  /PDFXCompliantPDFOnly false
  /PDFXNoTrimBoxError true
  /PDFXTrimBoxToMediaBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXSetBleedBoxToMediaBox true
  /PDFXBleedBoxToTrimBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXOutputIntentProfile ()
  /PDFXOutputConditionIdentifier ()
  /PDFXOutputCondition ()
  /PDFXRegistryName ()
  /PDFXTrapped /False

  /CreateJDFFile false
  /Description <<

    /BGR <>
    /CHS <FEFF4f7f75288fd94e9b8bbe5b9a521b5efa7684002000410064006f006200650020005000440046002065876863900275284e8e9ad88d2891cf76845370524d53705237300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c676562535f00521b5efa768400200050004400460020658768633002>
    /CHT <FEFF4f7f752890194e9b8a2d7f6e5efa7acb7684002000410064006f006200650020005000440046002065874ef69069752865bc9ad854c18cea76845370524d5370523786557406300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c4f86958b555f5df25efa7acb76840020005000440046002065874ef63002>
    /CZE <>
    /DAN <>
    /DEU <>
    /ESP <>
    /ETI <>
    /FRA <>
    /GRE <>

    /HRV (Za stvaranje Adobe PDF dokumenata najpogodnijih za visokokvalitetni ispis prije tiskanja koristite ove postavke.  Stvoreni PDF dokumenti mogu se otvoriti Acrobat i Adobe Reader 5.0 i kasnijim verzijama.)
    /HUN <>
    /ITA <>
    /JPN <FEFF9ad854c18cea306a30d730ea30d730ec30b951fa529b7528002000410064006f0062006500200050004400460020658766f8306e4f5c6210306b4f7f75283057307e305930023053306e8a2d5b9a30674f5c62103055308c305f0020005000440046002030d530a130a430eb306f3001004100630072006f0062006100740020304a30883073002000410064006f00620065002000520065006100640065007200200035002e003000204ee5964d3067958b304f30533068304c3067304d307e305930023053306e8a2d5b9a306b306f30d530a930f330c8306e57cb30818fbc307f304c5fc59808306730593002>
    /KOR <FEFFc7740020c124c815c7440020c0acc6a9d558c5ec0020ace0d488c9c80020c2dcd5d80020c778c1c4c5d00020ac00c7a50020c801d569d55c002000410064006f0062006500200050004400460020bb38c11cb97c0020c791c131d569b2c8b2e4002e0020c774b807ac8c0020c791c131b41c00200050004400460020bb38c11cb2940020004100630072006f0062006100740020bc0f002000410064006f00620065002000520065006100640065007200200035002e00300020c774c0c1c5d0c11c0020c5f40020c2180020c788c2b5b2c8b2e4002e>
    /LTH <>
    /LVI <>
    /NLD (Gebruik deze instellingen om Adobe PDF-documenten te maken die zijn geoptimaliseerd voor prepress-afdrukken van hoge kwaliteit. De gemaakte PDF-documenten kunnen worden geopend met Acrobat en Adobe Reader 5.0 en hoger.)
    /NOR <>
    /POL <>
    /PTB <>
    /RUM <>
    /RUS <>
    /SKY <>
    /SLV <>
    /SUO <>
    /SVE <>
    /TUR <>
    /UKR <>
    /ENU (Use these settings to create Adobe PDF documents best suited for high-quality prepress printing.  Created PDF documents can be opened with Acrobat and Adobe Reader 5.0 and later.)
  >>
  /Namespace [
    (Adobe)
    (Common)
    (1.0)
  ]
  /OtherNamespaces [
    <<
      /AsReaderSpreads false
      /CropImagesToFrames true
      /ErrorControl /WarnAndContinue
      /FlattenerIgnoreSpreadOverrides false
      /IncludeGuidesGrids false
      /IncludeNonPrinting false
      /IncludeSlug false
      /Namespace [
        (Adobe)
        (InDesign)
        (4.0)
      ]
      /OmitPlacedBitmaps false
      /OmitPlacedEPS false
      /OmitPlacedPDF false
      /SimulateOverprint /Legacy
    >>
    <<
      /AddBleedMarks false
      /AddColorBars false
      /AddCropMarks false
      /AddPageInfo false
      /AddRegMarks false
      /ConvertColors /ConvertToCMYK
      /DestinationProfileName ()
      /DestinationProfileSelector /DocumentCMYK
      /Downsample16BitImages true
      /FlattenerPreset <<
        /PresetSelector /MediumResolution
      >>
      /FormElements false
      /GenerateStructure false
      /IncludeBookmarks false
      /IncludeHyperlinks false
      /IncludeInteractive false
      /IncludeLayers false
      /IncludeProfiles false
      /MultimediaHandling /UseObjectSettings
      /Namespace [
        (Adobe)
        (CreativeSuite)
        (2.0)
      ]
      /PDFXOutputIntentProfileSelector /DocumentCMYK
      /PreserveEditing true
      /UntaggedCMYKHandling /LeaveUntagged
      /UntaggedRGBHandling /UseDocumentProfile
      /UseDocumentBleed false
    >>
  ]
>> setdistillerparams
<<
  /HWResolution [2400 2400]
  /PageSize [612.000 792.000]
>> setpagedevice


