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Preface

Important Notice About Computer Viruses

GE Security strongly recommends that Anti Virus protection software be installed and frequently
updated on all GE Security servers and workstations before connecting them to any network.
GE Security assumes no responsibility for damage caused by computer viruses, protecting your
GE Security system from viruses or installing anti virus protection software required by your IT
department.

Contact your IT Department about installing the proper Anti Virus software before connecting the
systems to a network.

Warranty

The information in this publication is believed to be accurate in all respects. No liability is assumed
for errors contained herein or for incidental damages in connection with the furnishing, perfor-
mance, or use of this material. GE Security cannot assume responsibility for any consequences
resulting from the use thereof. The information contained herein is subject to changes without
notice. Revisions to this publication or new additions to it may be issued to incorporate such
changes.

The GE Security’s warranty is one (1) year from date of shipment for both material and labor. Soft-
ware packages must be used in an GE Security recommended manner and on GE Security rec-
ommended computer for the warranty to be valid. All service under warranty is to be performed at
Garden Grove, California.

Copyright

Copyright © 2000 InfoGraphic Systems all rights reserved. No part of this publication may be
reproduced by any means without permission from GE Security.

The original user is hereby granted license to copy the software only for the purpose of normal
system maintenance and backup, and only for the same system sold by GE Security.

Trademarks
Name Trademark of
Interlogix GE Security
Intel, Pentium Intel Corporation
IBM International Business Machines
Microsoft Windows, MS-DOS, Microsoft Corporation
Windows 2000, Windows XP &
Internet Explorer

All other trademark names are the property of their respective owners.
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Proprietary Statement

Material contained within this document and all associated hardware, software, and firmware are
proprietary and are subject to U.S.A. patent and copyright laws. No reproduction or disclosure by
any means, in part or in whole, is permitted without the express written consent of GE Security.
The information in this manual is for informational use only, is subject to change without notice,
and should not be construed as a commitment by GE Security. GE Security assumes no responsi-
bility or liability for any errors or inaccuracies that may appear in this book.

Use of the software and firmware is granted by license and does not transfer ownership from GE
Security. Use of these materials is only permitted for the location and purpose of the original sale
and with the equipment sold by GE Security or its predecessors. Permission to relocate the equip-
ment must be obtained by contacting GE Security in Garden Grove, California. However, certain
fees may be in effect. GE Security is also referred to as Interlogix in this manual.

Modems

The Part 68 rules require the following or the equivalent information be provided to the end user of
equipment containing a pre-approved modem module.

Type of Service

The TOPAZ System operates on an GE-Security’s ACU field panel and is designed to be used on
standard device telephone lines. It connects to the telephone line by means of a standard jack
called the USOC RJ-11C (or USOC FJ45S.) Connection to the telephone company provided COIN
service (central office implemented systems) is prohibited. Connection to party line services is
subject to state tariffs.

Telephone Company Procedures

The goal of the telephone company is to provide you with the best service it can. In order to do
this, it may occasionally be necessary for them to make changes in their equipment, operations, or
procedures. If these changes might affect your service or the operation of your equipment, the
telephone company will give notice, in writing, to allow you to make any changes necessary to
maintain uninterrupted service.

In certain circumstances, it may be necessary for the telephone company to request information
from you concerning what equipment you have connected to your telephone line. Upon request
from the telephone company, provide the FCC registration number and the ringer equivalence
number (REN); both of these items are listed on the equipment label. The sum of all the RENs on
your telephone line should be less than five in order to assure proper service from the telephone
company. In some cases, five may not be usable on a given line.

Radio Frequency

This equipment generates, uses, and can radiate radio frequency energy and if not installed and
used in accordance with the instructions manual, may cause interference to radio communica-
tions. It has been tested and found to comply with the limits for a Class A computing device pursu-
ant to Subpart J of Part 15 of FCC Rules, which are designed to provide reasonable protection
against such interference when operated in a commercial environment. Operation of this equip-
ment in a residential area is likely to cause interference; in which case the owners will be required
to take whatever measures may be required to correct the interference at their own expense.

NOTE: The use of shielded interface cables with this equipment is required.
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If Problems Arise

If any of your telephone equipment is not operating, you should immediately remove it from your
telephone line, as it may cause harm to the telephone network. If the telephone company notes a
problem, they may temporarily discontinue service. When practical, they will notify you in advance
of this disconnection. If advanced notice is not feasible, you will be notified as soon as possible.
When you are notified, you will be given the opportunity to correct the problem and informed of
your right to file a complaint with the FCC. Contact your telephone company if you have any ques-
tions about your phone line. In the event repairs are ever needed on the GE Security’s ACU field
panel they should be performed by your authorized representative.

Contact Us
GE Security Address

Correspondence should be sent to the following address:

GE Security

12345 SW Leveton Drive
Tualatin, OR. 97062
USA

800-547-2556

Electronic E-mail Addresses

Customer Service domestic_sales@ge-interlogix.com

Technical Support tech_support@ge-interlogix.com

Applications Engineering  App.ilx.infographics@ge.com

Sales

domestic_sales@ge-interlogix.com

Training domestic_sales@ge-interlogix.com

Web Site

http://www.GESecurity.com/
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About Help

Welcome to GE Security’ latest program in access control management, the GE Security Auto Configuring,
browser-based TOPAZ System. The TOPAZ System incorporates the reliability of GUI-based access
control with the convenience of the common Internet browser architecture. This system will provide
complete security and access control for any location or building.

The Help System

Help is intended for anyone operating the system software, whether you are a beginner or a whiz at access
security software. It contains all the information you need, when you need it, to get answers quickly and
easily.

Use Help for an overview or as a reference for all the features available in the software. Our intention with
Help is to assist you at anytime with answers you need during use of the system. Help will always be just a
mouse click away. Help can also be used as a tutorial or teaching aid.

Accessing The Help System

There are two Help buttons on each page located at the top of the window.

Help Index button IM will give you immediate access to the complete Help system and allow you to
look up any questions you have about the system through the Contents, Index, and Search tabs.

Page Help button F';_ will give you immediate help on the current page you are working with.
Conventions

Throughout this manual, the following conventions are used.

Messages

The text of message and dialog boxes is displayed in bold. For example:

A message Operation Started will display.
Screens or Fields

Words in Bold Face identify screens or fields that are instrumental to the operation of the software. For
example:

Anti-Passback: This field indicates whether ...
References

References to features in the software are in bold:
See Hardware — Auto Configuration.
References to sections in the manual are in quotes:

See “Hardware - Auto Configuration” on page 8-57.

P-8 460932001 GE Security



Conventions

Warning

Warning:
This heading marks a critical step that could result in serious personal injury if the
instructions are not STRICTLY followed.

Caution

Caution:
This heading marks a critical step that could result in damage to equipment if the
instructions are not STRICTLY followed.

Note

NOTE: This is an example of a note. Notes provide useful information and should be
read immediately before proceeding.

GE Security February 2, 2005 P-9



TOPAZ Software User Guide

This Page Intentionally Left Blank

P-10 460932001 GE Security



Table of Contents

e 3 O P-5
Important Notice About Computer Viruses . . . . ... ... e P-5
Varranty . . . P-5
Copyright . . P-5
Trademarks . ... ... e P-5
Proprietary Statement. . .. ... .. P-6
If Problems Arise . ... .. . e P-7
Contact Us . .. .. P-7
GE Security AdAress . .. ...t P-7
Electronic E-mail Addresses. . . .. ... . e P-7
Web Site. . . P-7
AboUt Help ... P-8
CoNVENtiONS . . . .. e P-8
TABLE OF CONTENT S .. ... ittt ittt ittt a e s et s e e aa s aaaaassaaannsnnannans T-1
CHAPTER 1
GETTING STARTED . ...t et e ettt a et aa e aa e aaneeaanennneenn 1-1
Aboutthe TOPAZ System. . . .. ... 1-1
TOPAZ QUICK Start . . ... e 1-2
Auto Configuration .. ... ... .. 1-4
Initiation of the Auto Configuration Feature .. ........ ... . ... .. .. ... . . . ... 1-4
System Requirements. . . .. ... . 1-7
Software Installation . . . .. ... . .. 1-8
Setup for Internet EXplorer: ... ... . e 1-8
Installing Virtual Machine . . ... ... . . e 1-9
Setting XP sp2 Firewall. . . ... ... 1-11
Installing @a Host PC Server. . .. ... . e e e 1-14
USING SOFTWARE . . . ... it ettt et e a et aa e aae e aaenaanenanennn 1-25
Start Up .. 1-25
Help .o 1-25
Startup, Log-on, & Navigating . .. ....... .. e 1-27
The Server/Workstation Display . . ... ... e 1-27
The First Time Topazis Started . . . . ... ... ... . . . . i 1-29
Alarm Queue WINdOW. . . . ... e 1-30
System Control BUttons . . .. .. ... 1-36
Main Browser Window . . . .. ... e 1-37
Navigating Sections Of The System. ... ... ... .. . . . i 1-37
Navigation Bar Structure .. ........ .. . 1-37
Shutting Down the Software. . ... ... ... . . . . 1-38
CHAPTER 2
EVENTS BUTTON ... .. et st a et aat s ae e aa e saanesnaneranennns 21
Events Page . . ... e 2-1
CHAPTER 3
CARDS BUTTON . ...ttt ittt et s et e e s e e a e sassasaansaraaneanannannsnns 3-1
Card Setup Page. . . . ... 3-2

GE Security February 2, 2005 T-1



TOPAZ Software User Guide

ACCESS Page . . . ..o 3-7
Photo ID Page. . . . ... 3-10
Introduction to Photo Badging . .. ... . e 3-10
The Photo ID Page . . . . ... e 3-11
Masking Page . . . . ... 3-16
Information Page. . . . ... e 3-20
Custom Fields Page . . . . ... 3-22
Batch Add Page . . . . ... 3-24
Batch Delete Page . . ... ... 3-28
CHAPTER 4
CONTROL BUTTON ...ttt it st a i e et e s e et s a et aaaeaanesannenaneenn 4-1
Reader Control Page .. ... e 4-2
Alarm Point Control Page . .. .. ... .. e 4-4
Relay Control Page. . .. ... . e e 4-6
ACCESS Trace Page. . . . ... 4-8
Reset APB Page (Anti-Passback). . . ... ... ... 4-11
SBIVICE . . o 4-13
Panel Page. . . ... 4-13
Database Page. . . ... .. 4-15
Back Up \Restore Database Page. .. ........ ... . . e i 4-18
CHAPTER 5
STATUS BUTTON ... ittt ettt ea et e aa s aa s aanesaanesannesaneennnennn 5-1
Field Panel Status Page . . .. .. ... e 5-2
Reader Status Page . . . ... .. e 5-3
Alarm Point Status Page. . . . . ... 5-4
Relay Status Page . . ... .. 5-5
CHAPTER 6
REPORTS BUTTON ... . it ettt et st a et ae et aae e aanenaanenanennns 6-1
Cardholder Database Reports Page. . . .. ... .. 62
System Setup Report Page. . . . ... . . 6-5
Field Panel Setup Report . . ... ... e 6-6
Reader Setup Report . . . ... 6-8
Alarm Point Setup Report. . ... . 6-10
Relay Setup Report . ... 6-12
Serial Port Setup Report. . . ... .. 6-14
Security Area Setup Report . . . ... 6-16
Access Groups Setup Report. . ... ... e 6-18
Time Schedule Setup Report . . ... ... . e 6-20
Holiday Setup Report . . .. ... 6-22
Instruction Message Setup Report. . . ... ... . 6-24
Access Event Reporting Options Setup Report . .. ... .. . . i 6-26
Elevator Control Setup Report . . ... .. . . 6-28
Operator Type Report. . . .. .o o 6-30
Capabilities Report. . . ... 6-32
Recall Event Reports Page. . . . .. ..o 6-34
Recall All Events Report. . . ... 6-35
Recall By Event Number Report. . . ... ... 6-37
Recall User Actions Report . ... ... . 6-40

T-2 460932001 GE Security



Table of Contents

Recall System Device Events Report. ... ... .. . 6-43
Recall Other Events Report . .. ... ... e e 6-46
Recall Access Events Report. . .. ... e 6-50
Recall Alarm Events Report . . . .. .. e 6-53
Alarm History Reports Page . . . .. ... e 6-56
Employee Reports Page. . . ... ... 660
CHAPTER 7
SETUP BUTTON ... it ettt a e e et e s aa s aaae s aanesannrannnenn 7-1
Setup Button Page . ... ... 7-1
Operators Setup Page . . ... .. 7-2
Operator Type Page. . . ... e e 7-4
Time Schedule Page. . . ... ... e 7-7
Security Area Page . . ... ... e 7-10
ACCESS GroUP Page . . ..o 7-13
Site Settings Page. . . ... ... e 7-16
Custom Fields Page . . .. ... . 7-19
Facility Code Page . ... ... e 7-21
Variable Card Page. . . .. ... e 7-23
Reader Event Page. . ... .. 7-27
Alarm OptiONS . . . . o e 7-28
Alarm Instruction Page . . . ... ... 7-29
Alarm Categories Page .. ... e 7-31
Holidays Page. . .. ... 7-33
CHAPTER 8
HARDWARE BUTTON ... ...ttt ettt ee s eae e aa e aanenaanannaeennnnanns 8-1
Serial Port Page . ... ... 8-2
LAN Communication Page . . .. .. ... e 84
Workstation Page . . ... ... 8-6
Install a Workstation . . . ... ... e 8-7
Modify a Workstation . .. ... . . 8-17
Field Panel Page. . . .. ... 8-23
Dial-up Page. . . . .o 8-27
Elevator Control . ... .. e 8-30
Elevator Cab Setup . ... ... 8-32
Elevator Floor Definition Page . . . ... ... . 8-34
Elevator PUbliC ACCESS . . . . ..o oo e 8-36
Readers. . . e e 8-39
Reader Setup Page . . ... 8-39
Reader Options Page. . .. ... .. 8-45
Alarm Point Setup Page . . . .. ... 847
Alarm Point Options Page . .. ... ... 8-51
Relay Page . . ... 8-54
Auto Configuration Setup Page. . .. ... .. 8-57
DEVICE TrEE . . oo e 8-62
Video ReCOrder. . . .. e 863
Add anew Video Recorder. . . ... . e 863
Video Camera . . . ... e e 8-65

GE Security February 2, 2005 T-3



TOPAZ Software User Guide

CHAPTER 9
BADGE DESIGN . ... ..ttt e it et et e ettt e 9-1
INtrOdUCHION. . . .. e e 91
Accessing Badge Design . ... ... 9-3
Entering Information . . .. ... . 9-5
Photo and Signature. . . .. ... . e 9-5
Textand Database . . .. ... .. 9-6
BitMaD . .o 9-12
LiNE . . e e 9-14
Triangle, Rectangle, Circle, & Ellipse. . .. ... ... e 9-14
Chroma Cut, Chroma Key, Ghosting, Black & White, and Allow Rescale . .............. 9-16
Editing Facilities . . ... .. 9-17
File MenuU . ... e 9-21
OptioNS MENU . . ..o 9-22
CHAPTER 10
Y o = 0 10 ] 10-1
Color Graphics Maps . . . ... e 10-1
Operating TOPAZ Color GraphiCs . . . ... .. . e 10-2
Activating Map Screen . . ... . 10-2
Operatingthe Map Screen . . .. .. ... 10-3
Map Tree and Devices Window . . . .. ... ... 10-16
Configuring Color GraphiCs. . .. . ... 10-18
AddiNg Maps. . .o 10-18
Adding Pointsto Map . . . .. .o 10-24
Adding Camerato Map. . . ... .. e 10-36
Add Map Links . . ... 10-37
Custom ICON GrouUpS . . .. oottt e e 10-39
APPENDIX A
TROUBLESHOOTING . ...ttt it ittt e it s et a et a s a i a e n e aanransns A-1
Frequently Asked Questions . . ... ... . . A-1
TOPAZ System Error Codes. . . . ..o v it e e e e A-5
APPENDIX B
ACCESS CODE DEFINITIONS . ... ... i i et et e et a e a e aeaannennss B-1
Alarm Input NUMbers . .. .. B-6
Reader Physical Alarm Zone Numbers .. ... ... .. . B-6
Reader Logical Alarm Zone Numbers ... ... ... . . . . B-6
RIM Zone Input Numbers . . . ... . B-6
Relay NUmbers . . ... e B-8
ACU2RT and ACU2RT4 Relay Numbers. . .. ... ... .. B-8
APPENDIX C
OPERATOR TYPE FUNCTIONS . ... ... ittt a s n e et na s a s a s aansnnannans C-1
APPENDIX D
Anti-Passback Overview . . . ... D-1
Setup — Site Settings. . . . ... . D1
Setup — SeCUNity Ara. . . ... D-1

T-4 460932001 GE Security



Table of Contents

Control — Reset APB. . ... . D-2
APPENDIX - E
CARD FIELD DEFINITIONS . . . ..ottt et ittt et s e et a e a e a i a e nnnns E-1
APPENDIX - F
USB CAMERA ... i et et s et a e e e s F—1
Installing USB Camera Driver. . .. ... . F—1
Camera Setup. . ... F-2
Camera Select . . ... ... F—4
GLOS S ARY ...ttt i e e G—1
Glossary Of TermMS. . . .. e G-1
INDE X . ittt ittt ittt i e -1

GE Security February 2, 2005 T-5



TOPAZ Software User Guide

This Page Intentionally Left Blank

460932001

GE Security



Chapter 1

Getting Started

About the TOPAZ System

The GE Security’s TOPAZ Security System is a PC-based Facility Security System for access control,
alarm monitoring, interactive color graphics, photo badging, and CCTV (Closed Circuit TV) Control. The
system uses the Windows 2000 Professional or XP Professional operating system and employs the use of
an Internet browser interface technology along with a unique self-configuring software package called Auto
Configuration. This allows you to easily set up standard input devices. The TOPAZ System integrates
alarm monitoring, access control, and remote control capabilities throughout a site.

TOPAZ consists of the file server computer, one (1) additional workstation, ACURT Intelligent Controllers,
card readers, alarm sensors, and door locking hardware. To communicate with card readers, alarm points,
and the workstation, the system uses Secure Communications Protocol (SCP) through Dial-up, RS-232 /
RS-485 hardwire connections, or TCP/IP on LAN / WAN networks.

The basic concept behind TOPAZ is a central monitoring system that can monitor or control movement
within a building or throughout multiple facilities. The system is modular and easily customized to fit almost
any building's security and access control needs for up to 64 readers and 2,000 cardholders.

All data entry is performed at a file server or workstation using a computer mouse and keyboard through
the Internet browser Interface.

The TOPAZ System continuously polls the remote panels; checking communication protocols, tamper
switches, alarm inputs, and cardholder access events. Events are displayed on workstation monitors and
logged to the PC.

The system performs three major functions:

* Facilitates communications between the server and remotely located control panels.

»  Supervises and reports changes in the status of alarm and access devices that are
connected to the control panels. Changes are reported as alarms, troubles, or event
occurrences. Alarm devices are sensing devices such as motion detectors, door
contacts, temperature gauges, etc. Access devices are card readers, or keypads that
control doorways and other access locations like elevators and parking lot gates.

+ Performs remote control activities. Remotely located devices are controlled through
manual operator commands, automatically according to events, or time schedules
stored in the computer.

GE Security February 2, 2005 1-1
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TOPAZ Quick Start

When you startup TOPAZ the QuickStart will display as shown below.

Programming Guide

QuickStart consist of seven (7) pages of information on the TOPAZ System and how to get it set up easily
and quickly.

QuickStart will stay active in the foreground even if you click a button to access a TOPAZ screen. If you
want to see more of the background TOPAZ screen, click and drag the QuickStart page by the menu bar
(at the top). You may also “minimize” QuickStart by clicking on its .= | minimize button in the upper right
corner of the QuickStart window, or click anywhere outside of the QuickStart window. Once minimized, you
can open QuickStart at any time by clicking on the @uickStart” QuickStart button in the Navigation Bar in
the left side of the main TOPAZ window.

You can navigate through QuickStart by:

¢ Click on the underlined links.
» Use the scrollbar on the right of the window.
* Click on the Next Page >> and << Previous page links.

To close QuickStart, click the ] in the upper right corner of the QuickStart window or click the Click here
link.

You can open QuickStart at any time by clicking on the Quick
in the left side of the main TOPAZ window.

All the TOPAZ buttons in the QuickStart may also be clicked to access that part of the TOPAZ software.

-~ QuickStart button in the Navigation Bar
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Subjects covered in the QuickStart are:

GE Security

Programming Guide

»  Auto Configuration

« Batch Card Entry

Suggested System Setup Flow Chart

» Setup
 Hardware
e Cards

*  Other menus you should become familiar with
An Introduction to the TOPAZ Access Control System
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Auto Configuration

Auto Configuration is a unique software feature that automates the systems setup of hardware and
cardholder programming efforts. All the installer or end-user needs to do is log-on, and TOPAZ will
automatically detect and define all the field devices connected to each port on the computer. It will also
define a default value for all device, system and cardholder data. Such pre-defined and pre-configured
data includes the creation of basic reader access groups, time intervals, time schedule, holidays, activation
date, cardholder access group assignment, reader, alarm point defaults, default alarm definitions, and
alarm message text, as well as the physical hardware hierarchy and its graphical "tree" representation.

The TOPAZ software initiates polling on demand by user command as described below, of the file server's
maximum five (5) serial communication ports and one (1) LAN port. It records an inventory of all port
communication interfaces (that is, serial card, modem, LAN card, and CCTV switcher) and all their
downstream "devices" (for example, ACUs, Readers, Alarm Points, Relay Outputs, System Alarms [device
off-line, tamper, battery low], Workstation, and CCTV Switch).

Initiation of the Auto Configuration Feature

You can start Auto Configuration by either of the following ways:

« If this is a new TOPAZ installation, without any communication ports or hardware
devices configured, and you click on the TOPAZ desktop icon to start TOPAZ, and
then enter your log-on id and password, Auto Configuration will start automatically.
You must have the proper password, since access to Auto Configuration is password
protected.

NOTE: You must start TOPAZ from the desktop icon. Logging off and logging back on
again will not start Auto Configuration.

Once you configure a port or device, Auto Configuration will no longer automatically start. How-
ever, you can still run Auto Configuration manually by the next method.

* If you are running TOPAZ and have the appropriate password level, you can click on
the Hardware button on the left and then the Auto Configuration button on the menu
on the right.

An Auto Configuration sequence may also be initiated from the Auto Configuration Home screen
for any or all selected devices listed in both the “Configured” and “Not Found” boxes.

Starting Auto Configuration will display the following dialog box:

Microzoft Internet Explorer |

——
\?f) "whould pou like to automatically configure hardware devices?

1 Cancel |

If you select Cancel, you may continue with manual programming of the system. If you select OK, you will
see the following message along with an hourglass in place of the mouse pointer:
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Auto Configuration

InfoGraphicz TOPAZ System

i ! E Fleaze be patient while we examing pour system

Click OK to continue.

TOPAZ will start the Auto Configuration process to detect and configure the hardware. The process may
take a few minutes. If you have COM ports, you will see:

Microzoft Internet E xplorer I

& Select portzs to be configured for use by Tapaz, or press 'Configure’ to uze all ports

Click OK to continue.

You may click to select one or more ports you wish to Auto Configure. You may de-select highlighted ports

by clicking the Clear button or you may leave this page without further changes being
recorded by clicking on any of the buttons in the main tool bar on the left side of the screen.

Once you have selected the ports press the Configure button, the system will
perform an automatic configuration to find new devices or changes to the system on those highlighted
ports.

The message Operation Complete will display. Click OK to continue.

The left side of the screen will display devices that have been either: (1) detected as physically connected
to the server, but have not been programmed/configured or, (2) they have been programmed but are
currently not connected.

The Auto Configuration Home screen displays the entire network of field devices: found-and-configured,
found-and-not-configured, and configured-but-not-found. On the right side of the screen, all devices are
displayed in a dynamic "Tree" formation, with Graphical Icon representations of the various device types
(for example, workstation, ACU, reader, alarm point, CCTV switch, and relay output), and with the following
text description colors:

Found - not Configured

Connected - not Found Red

Found and Configured Black

GE Security February 2, 2005 1-5
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The following is an example of what an Auto Configuration screen might look like:

ol

ELEWATOR

ACU 3-TAMPER
ACU 3-POWER

ACUI-LOW BATT

ELEWVATOR1-DC
ELEWVATOR 1-REX
ELEWVATOR 1-FO
ELEWATOR 1-HO

Not Found

Gaslite Extension Editorial Extension office 61€
Gaslite Elevator Main Building Elevator Contro

Default Device Names

B System
B COM1
B Gaslite Man

B Readers

H ACCOUNTING
B MFG OFFICE

# Alarms

B COoh2

Gaslite Extension
B Generations

Gaslite Elevator
E NewWorld

Configuration Tree Legend

Found - not configured -

Caonfigured - nat found -‘

Found and Configured -

After Auto Configuration has been completed the devices will have numeric names, for example, Reader
2-1-3 is Host Port two (2), Field Panel address one (1), Reader number three (3). You may want to rename
the devices with your own descriptive names. For more detailed information see the chart below.

Reader/
Example Type COM# | ACU Polling # Alarm# Alarm Type
Field Panel Device 1-0 Device 1 0
Reader RDR 1-0-0 RDR 1 0 0
Reader Alarm | RDR 1-0-0 FO RDR 1 0 0 FO
(Forced Open)
Alarm Alarm 1-0-0 Alarm 1 0 0
Area Area 1-0-0 Area 1 0 0
Remote
Example Type | Device # | Module Port# | Address | Alarm Type
Panel Alarms | ACU 1 -TAMPER | ACU 1 TAMPER
Input Module RIM 1-1-7-OL RIM 1 1 7 OL (Offline)
Output RRM 1-1-5-OL RRM 1 1 OL (Offline)
Module

For more details on Auto Configuration see “Auto Configuration Setup Page” on page 8-57.
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NOTE: Aside from auto configuring your system and specifically for day-to-day sys-
tem hardware navigation and editing, TOPAZ incorporates a separate device

tree page. At any time you can click on the Device Tree: Device Tree button in
the main tool bar to navigate to the stand-alone device tree.

Device Tree

The Device Tree is a dynamic “Tree” representation of the entire system’s hardware, from the server’s
communication ports, to all of the field hardware including workstation field panels (ACURT2/RT4).

System Requirements

To use the TOPAZ software, your PC must meet the following minimum requirements:

* Pentium® 4 processor or equivalent.
*  Processor speed: 1.8 GHz or Higher.
*  Windows XP (with Service Pack 1) or 2000 Professional (with Service Pack 4)

*  Microsoft Internet Explorer 6.0 or above installed (the wizard must be completed),
which must be installed from the TOPAZ CD.

+ 768 MB Random-Access Memory (RAM) on the server. 512 MB on the workstation

+  SVGA display card with 1024 X 768 screen resolution, able to support 65K colors. If
using Windows XP or 2000 Professional set at High Color (16bit).

*  Video Memory: 4 MB.

» Disk Drive Space Required: 2 GB. 100 MB for workstation
+ CD ROM Drive: 20X.

* Floppy Disk: Required for setting up workstation.

+ If using Photo Badging, a USB Camera can be used or the GE Security Video capture
card Composite Video Camera required. For a list of compatible USB cameras refer to
the software CD.

»  Serial RS-232 Ports are required if using direct communication to field panels.
+ Parallel Ports: Optional for printer.
» USB Ports: 1 minimum will be required for the Software Sentinel.

* A network card must be installed with static TCP/IP enabled. Static IP addresses are
required.

* Removable media recommend for Back-up.
System Options

« Eltron P310-C Dye Sublimation Card Printer.
* Report and Logging Printer.
« Digital Video Capabilities using the GE Security DVMRe Triplex.

The above options can be obtained through your local independent distributor.
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Software Installation

Before you Start Installing the Software

NOTE: Before starting TOPAZ make sure that “Microsoft Internet Explorer 6.0 pro-
vided by GE Security” has been installed using the TOPAZ CD and the wiz-
ard has been run to complete the installation. If you have IE 6.0 already
installed on your computer check to see if the title bar states “Microsoft Inter-
net Explorer provided by GE Security”. If not, you must install the Virtual
Machine that is located on the CD. For more information see “Installing Virtual
Machine” on page 1-9

Setup for Internet Explorer:

1. From Window’s desktop, right mouse click on the Internet Explorer Icon and select Properties.
Do not use a Short Cut Icon.

2. On the General tab, click Settings, select “Every visit to the page”, and lastly click OK to save.

3. On the Security tab, click on the Local Intranet icon. Click on the Custom Level button.
Under ActiveX controls and plug-ins change “Download signed ActiveX controls”,
“Download unsigned ActiveX controls” and “Initialize and script ActiveX controls not marked as
safe” to “Enable”. Then click OK to save.

4. Click the Internet icon, then click on the Custom Level button. Under ActiveX controls and

plug-ins change “Download signed ActiveX controls”, “Download unsigned ActiveX controls”
and “Initialize and script ActiveX controls not marked as safe” to “Enable”. Then click “OK” to
save.

5. On the Connections tab, click LAN Settings... button and make sure Use a proxy server for
your LAN is NOT selected. If it is selected, uncheck the box and click OK.

6. On the Privacy tab, move the slide bar all the way down to Accept All Cookies then, click OK
to save.

7. Click OK to save and exit Internet Explorer Properties.

This topic describes how to begin interacting with the TOPAZ System Software. The installation uses
default options so you will not have to make decisions or selections.

The Auto configuration function may also be used to assist you in setting up the system.

Whenever possible always power-up the system's peripheral devices before activating the server
computer. In this way, any errors or diagnostic messages will display at the system's monitor or printer.

NOTE: If you using a workstation, the server should be running on the network before
starting up the workstation.

The installation steps for a Server or Workstation are almost identical but are described separately. The
installation steps for a Server are described below.

The System Software comes on a CD (Compact Disk). The CD is used to load the TOPAZ application onto
the computer server and workstation.

If you are using Windows 2000 or XP log on as the Administrator.

1-8 460932001 GE Security
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Installing Virtual Machine

The installer for virtual machine is located on the TOPAZ software CD.
1. Insert the CD and when the Install window opens, select Browse CD.
2. When the folders window displays, click on the folder named 1E6 to open it.
3. Locate the msjavx86.exe file and double click on the file name. The following install window

will display.

MicrosoftyM X

@ Would you like to inskall the Microsoft Wh?

4. Click Yes. You do want to install the Virtual Machine.

=101 ]

Flease read the following license agreement. Press the PAGE DOWH key
to zee the rest of the agreement.

MICROSOFT WIRTUAL MACHINE -
END-USER LICENSE AGREEMENT FOR MICROSOFT
SOFTWARE

IMPORTANT READ CAREFULLY: This Microsoft End-User License
Agreement ["ELILA"] is a legal agreement between you [either an
individual or a zingle entity] and Microsoft Corporation for the Microzaft
software product identified above, which includes "online” or

electionic documentation and may include computer zoftware and
azsociated media and printed materials ["SOFTWARE PRODUCT" or
"SOFTWwWARE"]. By installing, copying, or othenwise using the
SOFTWARE PRODULT, you agree to be bound by the terms of this
EULA. If you do not agree to the terms of thiz ELILA, pou are not
authorized to uze the S0FTWARE PRODUCT. ;I

Do pou accept all of the terms of the preceding Licenze Agreement? If you
choose Mo, Install wil close. To install you must accept thiz agreement.

Yes | Mo |

5. Read the agreement and click Yes to begin the installation of the files.

icrosoftve iEix

o &

Extracting javabaze.cab

A progress bar will show the process of the installation.
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Microsoft vM ]

@ The installation is complete.

6. When The installation is complete displays, click OK.
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Setting XP sp2 Firewall

1. To open the Control Panel click start>Settings>Control Panel

B Control Panel

File  Edt  vew Favontes  lools  Help

l.$ /':_‘Search h Foders v

1 AU Haruware 2l ur Akt isLralive

Address |[F Centrol Panel

Remov... Toals
4 v P
See Also _,;L\‘ i
Folder Sptions Maonts Ganne Inkermet
“ ‘Windows Update Controlers Options
g) Help ard Suppork (5% % ﬁ
T E X
\-) \“in
Mouss Metweork Metwork Setup Phone and P
Conections Wizard Madem ...

@ 2 9 ¢

2. Double click on the Windows Firewall icon.

s ‘wizard Moderm ... Faxes
j @ lick this icon to open
- _ the Firewall controls
id Schedulsd Securit
Tasks Cent T

® @ W

1 UserAccounts  Whdows  Wireless Link Wieless
1 Frrewal Metwork Set...

3. When Windows Firewall opens, click the Exceptions tab.

= Windows Fi

| Genzral | Evceptiors | Advanced |

“wdfindowe Firewall iz Blocsing imeom ng network. connections, e<ceptfor the
pregrams and servizes selected below. Adding exceptions allows zone programs
ta work. Jetter but miaht horease wour security risk.

Programe and S erdces;

Hame

W File and =i
1 Remnote Assislance
O Remnote Jeskop
O UHnH Frameswork

[ addrogem. | [ addret. [ . | Deldts

Display a notification wher ‘Windows Firewall blocks & progam

what arz the risks af allcwing esceptions ?

L 0k ] l Cancel
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4. Click on Add Program to add two components of TOPAZ to the list of programs that may
pass through the Firewall.

Add a Program

To alow communicatons with & program by adding it bo the E xceptions lizt,
select the pragram, o click Browse ta search for ane bat iz not lizted.

£ &0 L S pzten Information
a MesCell
? Hearlz
i:? Internet B zckganmon
@ Irle el Checke s
18 Intemet Eplorer
? Internet Heart:
@ Irkernet Reversi
o Intemet Scades
ﬂMinesweepel v

“Program Fies\émerics Onlne 8. 1aoleve |

=

5. Using the Browse button, locate mp . exe. It will be located in the folder where TOPAZ was
installed. The default location is C: \Program Files\GE Security\Topaz folder as
shown below.

][ Carcel ]

1-12

Program Files',GE Security', Topaz ;IQILI
File Edit Miew Favorites Tools  Help ﬁ
EBack + = - | i search | Yy Falders ¢4 | e L x | E-
Address I[:I C:\Program Files\GE Security! Topaz j @GD
Folders X | | Mame 4 | Size | Type -I_Modifiedil
| NVRTemp ;I kalatelremoteclis. . 36 KE  Application 11Lfz00
B Garia [FknL exe 120KE  Application 1043201
[=E ] Pragram Files MEBCCom.dil 361 KB Application Extension  10/16/2(0
-] Accessories ﬂMp.exe 13,981 KB Application 1f24f200
-1 adobe Empuprun.exe 289 KE  Application 12f9fz00
B3 Batrvlon 9 Mice.dl 233KE Application Extension  12/26(2(0
=] B's Recorder GOLDS 9 MICECM32,DLL 65 KB Application Extension  11f27/20
-0 c-Media 9 nlogapi.dl 332KE  Application Extension  11/27(20
-1 Comman Files 9 oasis.dl 32 KB Application Extension  1/8(200:
27 ComPlus applications 9 OasisCrl.dll 65 KB Application Extension  11f21/2(
-1 Diamond 11 9 PLAYHZE3.dI 60 KE Application Extension  11f27/20
B+ o Security scrouk,err OKE ERR File 1271200
a - L | Z] serout0lbxt 3KB  Text Document 1271200
F-] Installshield Tnstallation I r% scroukz. bxt 1KB Text Document 1fzzjen
-0 Tnternet Explarer 9 Sqladrmin. dil 92 KB Application Extension  6f15/200
B0 microsaft frontpage 9 Sx32w.dll 36 KB  Application Extension  7f2f200;
B0 Microsoft Office @ sysflag.dat 1KB DAT File 1y
[ Microsaft Script Debugger SYSFLAGA.DAT 1KE DATFile 1121420
-1 Microsoft L Server SYSFLAGE.DAT 1KE DATFile 11421420
] NawNT [Fopaz.bat 2KB  MS-DOS Batch File 1/23/201
{33 HetMesting T0p323-256.ic0 3KB Icon 11130021
B3 Cfficellpdate ideomanager . dll 65 KB Application Extension  1/14/200
{27 cutloak, Express = E\fideomanager.exe 63 KE  Application Lijeor
L n I _'I_I e o | _'I_I
|?4 ohject(s) (Disk free space: 3,80 GE) |25.? ME |@‘ My Computer 4

Highlight mp . exe in the list and click Open to add it to the Add a Program window. Highlight

mp . exe in the Add a Program window and click OK.
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7. Repeat steps 4. through 6. but this time add mpuprun.exe.

= Windows Firewall

‘windows Fireaall is bloc<ing incomng network. connections, edcept for the
pregrams and servizes selected below. Adding exceptions allaws somne pragrams
to work, 2etter but might hcrease your security rizk.

Programe and Servces:

Hame

W} File ard iinte 5
¥l Renate Azsislance
[ Remote Jeskop
O UPhP Framework
F mp.exe

F mpuprun.exe

[[AddPogram.. | [ AddPor. [ Edi. Delde

[Diizplay a notification wher ‘Windows Firewall blocks & progam

Wwdhat arz the risks of allowing exception:?

[ 0k ” Cancel ]

8. The program will now appear in the Programs and Services section of the Exceptions tab.
Make certain that the check box beside it contains a checkmark. Click OK to close the
Firewall properties.
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Installing a Host PC Server

NOTE: The installation steps for a server are described below. The installation steps
for a Workstation are described under “Hardware”, then “Workstation”, and
then “Add a Workstation” elsewhere in this manual.

Make sure you are logged in as the Administrator so you have the correct rights to install software.

Insert the TOPAZ Installation CD into the CD drive. If Auto Insert Notification is enabled for your CD drive,
the Install Menu will provide a list as shown below.

If the Install Menu does not appear within one minute, follow this procedure:
1. Open Windows Explorer.
2. Double-click on the drive letter for the CD drive.
3. Inthe root directory, double-click on the file “start.bat”.

The TOPAZ Install screen will display.

NOTE: Before installing TOPAZ make sure that “Microsoft Internet Explorer 6.0
provided by GE Security” has been installed using the TOPAZ CD and the
wizard has been run to complete the installation. If you have IE 6.0 already
installed on your computer check to see if the title bar states “Microsoft Inter-
net Explorer provided by GE Security”. If not, you must install the Virtual
Machine that is located on the CD. For more information see “Installing Virtual
Machine” on page 1-9

Installation CD

1. Click Install TOPAZ to start the installation setup.
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x

The Wize |nstallabion Wizard iz estracting files to your local
computer, please wait...

4
Cancel |

2. If this is the first time TOPAZ has been installed on your computer and the Microsoft .NET
Framework is not installed, the Wise Installation Wizard dialog window shown above will

display. Extracting and installing the .NET framework may take several minutes. Please wait

while the Hourglass progress icon rotates. When the framework is completed, the TOPAZ

Installation Wizard will begin. If the .NET framework is already installed on your machine, it will

proceed directly to the The Welcome to the Topaz Installation Wizard dialog window will
display.

% Topaz Set

143

Welcome to the Topaz
Installation Wizard

It iz gtrongly recommended that you exit all \Windows programs
before running thiz zetup program.

Click Cancel to quit the setup program, then close any programs
you have running. Click Mest to continue the installation.

WARMING: This program iz pratected by copuright law and
international treaties.

Unauthorized reproduction or distibution of thiz program, or any
portion of it, may result in severe civil and ciminal penaltiez, and
will be prozecuted to the maximum extent possible under law.

) =101 ]

< Back |

Cancel |

3. Click Next> to continue.

GE Security

February 2, 2005
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i'é" Topaz Setup

License Agreement

'ou must agree with the license agreement below to proceed.

END-USER LICENSE AGREFMENT FOR
GE Infrastructure Sofiware

This GE Infrastructure, End-User License Agreement ("EULA™) is a legal agreement
between you (either an individual o a single entity) and GE Infrastraeture for GE
Infrastructure software, which includes computer software and may include associated
media, printed materialz, and "online" or electronic documentation ("SOFTWARE
PRODUCT™. By installing, copying, of otheraise using the 20FTWARE FRODUCT,

wou agree to be bound by the terms of this EULA . If you do not agree to the terms of

this EULA, do not install or use the 30FTWARE PRODUCT. LI

{* i accept the license agreement

(| do not accept the license agreement

FReset | < Back I Mext = I Cancel |

Wize Installation Wizard

The next window will be the End User License Agreement. Read it carefully then select / accept
the license agreement. The next button will become available once the agreement is accepted.
Click Next to continue.

{i¥ Topaz Setup I

User Information

Enter the following information to personalize your installation,

Full M anne: ISc:herr Henderzon

Organization; IGE Security

The settings for this application can be inztalled for the cument user or for all users that
share thiz computer. Y'ou must have administrator rights to install the settings for all
uzerz, |nstall thiz application for:

% Anwone who uses this computer
= Only for me [MarjorisE)

Wize Installation Wizard

< Back I Mext = I Cancel |

4. The next window asks you to enter User Information. Type the name of the user in to the Full
Name field and the name of the organization into the Organization field. Select the radio
button beside Anyone who uses this computer. This is used to permit the system to
communicate with and respond to the Video Recorder. Click Next> to continue.
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i'é" Topaz Setup

Destination Folder

Select a folder where the application will be installed.

The Wize Inztallation Wizard will inztall the filez for Topaz in the following folder.
Tainztall into a different folder, click the Browse buttan, and zelect anather falder.

“Y'ou can choose not to ingtall Topaz by clicking Cancel to exit the Ywise Inztallation
Wizard,

|' Destination Folder

C:4Pragram Files\GE SecuritysT opaz' Browse |

Wize Installation Wizard

< Back I Cancel |

This dialog window determines were the TOPAZ files will be stored on the system. If you do not

want to use the default directory, you may follow this procedure:

a Click on the Browse button  Browss | and the Browse for Folder window will display.

Browse for Folder EHE

Fird Directory

= 3% Floppy [&:]

A= (T

d-= (0]

tl-{=1 Removable Disk [E:]
=) Removable Disk (F:)
H-52 Apps an Tgs1' (L))
52 Common on ‘11" [M:]
H-E2 Hame on 'lgs1' [N:]
H-E2 sftwreng on igsd' (D)
1'% (]

-] Contral Panel

.71 Printers _ﬂ

Iof I Cancel |

o O e O s OO s OO oy IO o O o Y A

b If you prefer to use a different directory, such as “Program Files”, select the desired
location for the TOPAZ software (such as c:\Program Files\TOPAZ) and click OK, then

Next>.

GE Security February 2, 2005
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'iaTnpaz Setup o i) s
153

Type of Installation a
Select the type of installation. . b <]
- ™

% ez | want bo add wark stations. .

= Mo, | don't want to add workstations...

Wize Installation Wizard

< Back I Mext = I Cancel |

5. This dialog window determines the type of installation you are doing. Are you installing the
Server? Click the radio button next to Topaz Server. Also consider whether remote
workstations (those not resident on the server computer itself) will be used. If other computers
will be used as workstations, click the radio button next to Yes, | want to add workstations. If
you are installing a workstation, select Topaz Workstation. For information about installing a
workstation see “Install a Workstation” on page 8-7

NOTE: You must install TOPAZ on the server computer before installing it on any
workstation computer.

i

Ready to Install the Application
Click Mext ta begin installation.

Click the Back button to reenter the installation information or click Cancel o exit
the: wizard,

‘wize Installation ‘wizard

Cancel |

6. If you satisfied with your settings, click Next to start installing the system.
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{2 Topaz Setup N o [ =<
52

Updating System
The features you selected are cunently being installed.

Initializing...

Wize Installation Wizard

The wizard will upload the required files and install them onto the computer. During the process, a
progress bar will display.

|§ Topaz Setup
1 [ S

} =101 ]

Topaz has been successfully
installed.

Click the Finish button bo exit this installation.

< Blaok Cancel |

7. When all the files have been installed, the Topaz has been successfully installed dialog
window will display. Click Finish to continue with the installation of several video files. These
files are installed whether or not you are using Video.

N¥R Codec Installer 1 ll

This progranm will install the MYR WWavelet Codec onka your computer, During the installation pracess, some kemporary
files will be copied to CAMYRTemp, After installation wou can delete this temporary folder, Press OF to continue,

8. Click OK to install the Video files.
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warning x|

& The file Adva01.dll already exists! Crverwrite?

Replace files i x|

@ Replace all files with the same name without questions?

NOTE: If a warning window displays that certain files already exist, click Yes to con-
tinue. When the dialog window asks whether to replace all files with the same
name without questions, click YES.

Specify Directory |

@ Please press OK ko select the directory to copy the \Warkstation. hta File. ..

9. This dialog window will appear if you selected Yes, | want to add workstations back in step 5.
Click OK and another Browse window will appear. Select where the Workstation.hta file
should be saved. This file will be used when installing a workstation on another computer.
Make certain that the location selected is accessible by the workstation computers. After
selecting the location click OK.

Dperation Complete x|

@ Workstation.hta SuccessFully Written to CATOPAZ),

10. The dialog window indicates that the file was written successfully. Now wait a few seconds
and the Sentinel Driver installation wizard will start.
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i'-.‘!r" Sentinel System Driver 5.41.0 (32-bit) - InstallShield Wiza x|

Welcome to the InstallShield Wizard for
Sentinel System Driver 5.41.0 (32-bit)

The InstallShislddR) Wizard will install Sentinel System Driver
5.41.0 {32-bit) on vour computer, To continue, click Mext,

< Back Cancel |

NOTE: If this is the first time you have installed TOPAZ on this computer, you should
follow the remaining steps. If this is an update, you may cancel out of the Sen-

tinel Driver wizard.

11. Click Next > to install the sentinel drivers.

i'é" Sentinel System Driver 5.41.0 {32-bit) - Installshield Wizar

Ready to Install the Program

The wizard is ready to beqin installation,

Click Install to begin the installation.

If wou want bo review or change any of your installation settings, click Back, Click Cancel to
exit the wizard,

IMPORTANT:
Please remove all USB SuperPro keys before continuing!

Imstallshield

< Back

12. Remove all software sentinel keys from the USB port before continuing. Click Install to

continue.

GE Security February 2, 2005
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ii‘% Sentinel System Driver 5.4 1.0 (32-bit) - InstallShield Wiz

License Agreement

Please read the Following license agreement carefully,

Rainhow Technologies, Inc. License Agreement il

WP ORTATT: Read this before usmg your copy of Rambow s software.

Thiz document 12 a legal agreement between vou (etther an mdrndual or an
entity) and Eanbow Technelogies Inc.. Use of the software mdicates your
acceptance of these terms. As used m this Licensze Agreement, the term
"Software" means the Rambow software included on the media or

hardware prowvided with this Licensze Agreement.

1. PROPEIETARY RIGHTS. The Software is a proprietarv product of 7|

% I accept the terms in the license agreement

{~ I donot accept the terms in the license agreement

ImskalShield

< Back I Mext = I Cancel |

13. Select I accept the terms in the license agreement, and the Next button will become

available. Click Next > to continue.

i'\}!'" Sentinel System Driver 5.41.0 (32-bit) - InstallShield Wiz

Setup Type

Choose the setup type that best suits vour needs,

Please select a setup bype.

All program Features will be installed, (Reguires the most disk
space, )

Choose which program Features vou want installed and where they
will be installed. Recommended For advanced users.,

Inskallshield

< Back I Mext = I Cancel
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14. Select Complete, then Click Next > to continue.

{# Sentinel System Driver 5.41.0 (32-bit) - InstallShield Wizar

Ready to Install the Program

The wizard is ready to beqin installation,

Click Install to begin the installation.

If wou want bo review or change any of your installation settings, click Back, Click Cancel to
exit the wizard,

IMPORTANT:
Please remove all USB SuperPro keys before continuing!

Imstallshield

< Back Cancel |

15. Remove USB sentinel keys before continuing, then Click Install. A screen with a progress bar
will display while the Sentinel Driver files are installed.

i Sentinel System Driver 5.41.0 {32-bit) - InstallShield Wiza

InstallShield Wizard Completed

The InstallShield Wizard has successFully installed Sentinel
System Driver 5,41.0 {32-bit), Click Finish o exit the wizard,

= Back

Zancel |

16. Click Finish.
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17. You will now be returned to the desktop and the following message will display.

Warning i

[ Far proper installation of the fles, your system must be
rebooted. Click ves to reboat niow,

18. You must restart your PC for the TOPAZ software to be activated. Click Yes to reboot your
system.

This ends the installation steps for a server. If you want to add a workstation, see “Workstation Page” on
page 8-6.

To start TOPAZ, double-click on the TOPAZ icon on your desktop.
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Using Software

Start Up

NOTE: Before starting TOPAZ make sure Internet Explorer 6.0 or later was installed
from the TOPAZ CD and the wizard was run to complete the installation of
IE, or TOPAZ will not operate properly.

This topic describes how to begin interacting with the TOPAZ System Software. The installation uses
default options so you will not have to make decisions or selections.

The Auto configuration function may also be used to assist you in setting up the system.

Whenever possible always power-up the system's peripheral devices (field panels, readers, etc.) before
activating the server computer. In this way, any errors or diagnostic messages will display at the system's
monitor or printer.

NOTE: If you use a workstation, the server should be running on the network before
starting up the workstation.

Help

A major feature of TOPAZ is its Help section. Help is designed to assist you in real time on any part of
TOPAZ operations. This enhancement reduces your need to refer to written documentation and will reduce
training time for new users.

There are two Help buttons located in the top left corner of each of the browser pages.

[m Help Index - This button will open a content sub-window that will enable you to locate topics from
the whole Help system by using the Table of Contents, Index, or Search functions.

=

H@' i| Page Help - This button will open a content sub-window that will enable you to easily locate topics
covered on the currently selected browser window only. However, while using the Page Help you may also
click on the Word SHOW button in the top left corner of the help page. This will open the Global Help as a
sub-window on the left side of the help page allowing you to access all the Help topics.

Navigating the Help Table of Contents

The Table of Contents structure follows the navigation hierarchy of TOPAZ. On the left side, you will see
the Table of Contents, displayed like a Windows tree.

Each ! Closed Book represents a branch of the tree, such as the Reports — Button book shown below:
‘.‘ Control - Buttan
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When you move the pointer over a book title it will underline the Title. Clicking on the underlined title to the

right of the Book, opens that !." Book to display B Pages (such as Employee Reports) in the Book,
and possibly more Books, as shown below:

!." Reports - Buttan
Bﬂepnﬂz

B Cardholder Database Repaort

..‘ Swystem Setup Report
,f Recall Event Reports

Ftecall Events
HecanAll Events

You can click on a Page, such as [?]Resall All Events  Raca) All Events to go to the Recall All Events
Help page, as shown below:

Recall All Events Report

This procedure recalls all logged events by time period.

To navigate to the report, from any page within the Reports pages click the Recall Event
g tab button. The following All Events page will display.

E [ETSSIT PO o Hist,
E & = = o it .

Sy Device

Access EvencW Alarm Event

Hecall All Events [rispla
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Startup, Log-on, & Navigating

After the TOPAZ software has been properly installed, double-click the TOPAZ icon on the Windows
desktop to startup the TOPAZ program.

After a brief initialization period, the log-on window shown below will appear in the center of your computer
screen.

The Server/Workstation Display

Log-on Window

Following the System initialization, the Workstation Log-on Window fills the monitor.

Operator ID NN
Password NN

Topaz

The intelligent choice for access control

e Version 145
(Build 2065)

To log-on to TOPAZ, place the mouse arrow in the box labeled Operator ID, click, and type your Operator
ID. Then move the mouse arrow to the box labeled Password. Click and type your password.

NOTE: If this is a new system you may use the default Operator ID of “master” with
no password. Neither the Operator ID nor the Password is case sensitive. You
may change the default password by following the procedures under the
“Operator” section on page 7-2.
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Operator ID

Password I

Now, click on the Enter button to complete your log-on to the TOPAZ System.
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The First Time Topaz is Started

The First Time Topaz is Started

This will only apply if you are starting up the TOPAZ Software for the very first time. If this is not the first
time, and you wish to use Auto Configuration, see “Auto Configuration Setup Page” on page 8-57.

After clicking the @ Enter button the following message will display.

: Microzoft Internet Explorer

If you wish to have TOPAZ automatically configure the software and hardware for you, click the OK button.
For more details, see “Auto Configuration” on page 1-4.

If you do not wish to auto configure your system click the Cancel button and the standard workstation
browser navigation page will display as shown below.

Events

Cards

| B

Control

Status

| Reports

|k

Setup

FEEFERT

Hardware

— MFG OFFICE HFG OFFICE — Forced Open ALARM
0 — ACCOUNTIHG- — ACCOUHTING — Forced Open ALARM
T

OUNTING — SHORT CIRCUIT

HT
Zi— = — QOFELIRE BORT 1

R T 009000 .
The main Operator Screen (shown above) is divided up into 3 sections.
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System Navigation Bar

TOPAZ’s Main Navigation Bar is on the left side of the main Operator Screen.

Use the mouse pointer to click on the icons or buttons to navigate through the
system.

The main navigation buttons on the left of the Operator Screen and the Alarm
Queue window at the bottom of the screen are available at all times while any
page of the TOPAZ software displays.

The Device Tree button will display the device tree at any time. See “Device Tree”
on page 8-60.

. This Page Intentionally Left Blank i
The Quick Start will call up the quick start page to give you a short overview of

the system. See “TOPAZ Quick Start” on page 1-2.

Alarm Queue Window

The Alarm Queue window at the bottom of the main Operator Screen is shown below.

The Alarm Queue window will display alarms as they occur in RED. The color of the text for the alarm
shows its status. The list below defines the meaning of the colors.

Color Status

Red Device in alarm

Green Secure

Orange An access event, for example, access denied
Purple Trouble condition (short circuit, circuit fault, etc.)
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Alarm Queue Window

If there are currently more events in the queue than can be shown in the window at one time, a scrollbar
will appear at the right side of the window. The scrollbar will allow you to scroll through all the alarm events
in the queue.

In order to remove an alarm from the queue, you must first acknowledge it and then clear it, as described
below.

If you have the Video Option, the alarm event will have the word video in the information text. When you
select an alarm with video, the Video button will become available to the left of the queue.

When an alarm is activated, video is recorded and the clip is linked to that alarm event. As long as the
alarm point remains active, this is the only video clip that will be linked to that alarm event. If the alarm
point is secured but has not been cleared from the queue, and an second event activates the same alarm
point, the new alarm event will produce a new video clip of the second triggering event. However, if the
alarm has not been cleared from the Alarm Queue, the only video that can be viewed from the alarm
queue will be the first video associated with that alarm point. The later video clips will have to be accessed
from the Event Queue. See “The Video Option” on page 2-1

For any alarm in the queue that is linked to the Color Graphics MAP feature, you can triple-click on that
alarm or click on the MAP button to bring up the Color Graphics map assigned to it. For more details on
Color Graphics, see “Map Button” on page 10-1.

GE Security February 2, 2005 1-31



TOPAZ Software User Guide

Acknowledging an Alarm Event

To acknowledge an Alarm event, click on the text of the alarm to be acknowledged so it is highlighted. Click
the I ACK IAcknowIedge button and the Alarm Details page shown below will display. The alarm sound
will continue until all the alarms in the queue have been acknowledged.

oy

- Al

Alarm Type lFurced Open ALARM Date/Time iFebruary 13, 2004 06:59:55

Door

forced open. Send a

Guard to Investigate -
Code Yellow

" i

Alarm Details Page
The Alarm Details page contains the following information.

+ Current State - The state of the alarm.

« Priority - The priority assigned to the alarm during alarm point setup.

+ Alarm Type - The alarm type assigned to the alarm during alarm point setup.
+ Description - The description assigned to the alarm during alarm point setup.

* Instructions - The instruction message text assigned during Alarm Option
Instructions setup.

* Acked By - The name of the operator logged on to the system when the event was
acknowledged.

+ Alarm Name - The name assigned to the alarm during alarm point setup.

+ Date/Time - The date and time the alarm event occurred.

+ Device Name - The name assigned to ACU field panel the point is attached to.
* Area - The area assigned to the alarm during alarm point setup.

+ Comments - Comments typed in by the operator (optional).

Now click the I ACK iACK button to acknowledge the alarm. The name of the operator currently logged
on to the system will be recorded in the Acked By field.
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Alarm Queue Window

NOTE: The only field on the Alarm Detail page that can be changed or entered at
anytime is Comments.

To close the Alarm Details window, click the X in the upper right corner of the window.
Alarm Details Page Auto Display

To stop the Alarm Details page from automatically displaying, right mouse click anywhere inside the alarm
queue window and the following message will be displayed.

InfoGraphics TOPAZ System (Workstation 5ei

@ Press CF to disable alarm details window display on ACK

Zancel |

Click OK to stop the auto display feature.

Each time you now acknowledge an alarm the alarm color of the text will change to indicate that the alarm
has been acknowledged but the alarm details page will not be displayed.

You can still call up the Alarm Details page by clicking the @ Detail button or by double-clicking on
the text of the alarm inside the alarm queue window.

To start the Alarm Details page automatic display again, right mouse click anywhere inside the alarm
queue window and the following message will be displayed.

InfoGraphics TOPAZ System (Workstaktion 5ei

@ Press OF to re-enable alarms details window display on ACK

CZancel |

Click OK and the Alarm Details page will again automatically display each time you acknowledge an alarm.

Color Graphics Not Ready Message

If you click the MAP [LMAP_| button or triple-click an alarm in the Alarm Queue Window, which is linked to
Color Graphics, the Color Graphics map will be displayed. For more details on Color Graphics, see “Map
Button” on page 10-1.

If you don’t see a MAP button then Color Graphics has not been configured for the workstation. To enable
Color Graphics:

1. Select the Hardware button on the left side of the main screen.
2. Select Workstation.

3. Under Workstation, select the name of your workstation. The name should appear in the
Workstation Name field.

4. Select Alarm Graphics by clicking the mouse in the check box placing a check mark in it.
5. Click the Save/Add button.
6. Click the Refresh Alarm Queue button to show the MAP button.
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Now you can click once to select an alarm event in the Alarm Queue Window, double-click to call up the
alarm details, or click the MAP button (or triple-click the alarm text) to call up the alarm color graphics.

If you have Color Graphics active but do not want to bring it up, when you select an alarm in the queue
window, make sure you do not triple-click on the alarm.

Access Events

Access events are also logged in the Alarm Queue Window, for example, when access is denied.

To see more details on an access event, double-click anywhere on the access event in the Alarm Queue
window. The Access Details page will display as shown below.

[ACCESS DENIED - CARD NOT DEFINED
[Gaslite Msin [Februany 13, 2004 07:20:28

|ACCOUNT|NG |MAIN ENTRAMNCE TO ACCOUNTIN
“ IACCOUNTING Cardholder Name |CARD UNDEF: 1234-5678-000012341
Badge Numher |1234—58?8—DDDD123465 Acked By |ritchb

Instructions

—‘“—I Comments il

The Access Details page contains the following information.

1-34

Message - The message assigned to the event during Reader Event setup.
Description - The description assigned to the reader during Reader setup.

Badge Number - The whole badge number, including company code, facility code,
and card number assigned to the cardholder.

Cardholder Name - The name of the cardholder assigned to the badge during Cards
setup.

Instructions - The instruction message text assigned during Alarm Point Option
setup.

Reader Name - The name of the reader used for this access event by the cardholder,
assigned to the reader during Reader setup.

Date/Time - The date and time the access event occurred.

Device Name - The name assigned to the ACU field panel to which the reader is
attached.
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* Area - The name assigned to the security area under Security Area setup.

» Acked By - The name of the operator logged on to the system when the alarm was
acknowledged.

+ Comments - Comments typed in by the operator.

Alarm Control Buttons
ACK Button

The [*‘C" |Acknowledge button is used to acknowledge the alarm. Select the alarm in the alarm queue
and click the button. The name of the operator currently logged on to the system will be recorded in the
Acked By field.

NOTE: The only field on the Access Detail page that can be changed or entered at
anytime is Comments.

To close the Access Details window, click the X in the upper right corner of the window.

CLEAR Alarm Event
The E'—E‘“‘ | CLEAR button allows the operator to clear alarms. After an acknowledged alarm has returned
to normal condition the color of the text will turn to green and the event may be cleared from the Alarm

Queue window. To clear an alarm from the Alarm Queue window, click on the alarm to highlight it and then
click the CLEAR button.

DETAIL Button

The EFI'!II-| DETAIL button will display a sub window with the details for the alarm that is currently
selected in the Alarm Queue.

MAP Button

The i MAP | MAP button will allow you to call up the available maps for alarms. However, to access this

Map feature, under Hardware — Workstation, you must have Alarm Graphics selected. For more details
on Color Graphics, see “MAP Button” on page 10-1.

Video Button

e
The F¥IPED' Video button will allow you to call up the camera that was linked to the alarm event that is
highlighted in the alarm queue. Click the Video button and the Video window will display as shown below.

When you click the View Event button, the window will change to the clip of the event.
This shows the actual alarm event starting at the moment the alarm occurred. If you want to see the
moments leading up to the alarm click the Reverse button. See “The Video Option” on page 2-1 for more
information and an example of a Video Clip window.

NOTE: There may be a delay of 30-40 seconds after an alarm event occurs before
the clip becomes available by clicking the View Event button. Click the button
once and the clip will begin as soon as it is available.
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If you want to print a picture of the live feed, click the Print button.

To resume watching the live feed click the _" Start button.

To Return to the Live Video feed, click the View Live button and the live video screen will
return.

System Control Buttons

These four buttons are located above the alarm queue below the main screen area.

REFRESH ALARM QUEUE - When this button is clicked, the alarm queue is “refreshed” or “repainted”, to
re-display the image. If active alarms disappear from the queue, click this button to retrieve them.

LOG OFF - When this button is clicked, you will be logged off the system. Before you can take any further
action on the TOPAZ system you must first log back in with a valid Operator ID and Password.

REFRESH MAIN FRAME - When this button is clicked, the current main screen is “refreshed” or
“repainted”, to re-display the image.

TOPAZ SHUTDOWN - When this button is clicked, a message Are you sure that you want to shut down
the system? will display.

InfoGraphics TOPAZ System (Workstation Server: ge-fhij: c3u 5[

@ Are you sure that you want ko shut down the system?

CZancel |

If you wish to continue shutting down the TOPAZ application, click OK. TOPAZ will shut down and exit to
the Windows desktop.

NOTE: If you are working at a Topaz workstation, the TOPAZ SHUTDOWN button will
only stop the local software application. It will not shutdown the server. If you
want to stop the server click this button on the Server machine.
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Main Browser Window

The third section of the Main browser page is the larger

| Events portion of the screen as shown in part on the left.
T The main portion of the Main browser page has a set of
ards
I—‘ navigation buttons that duplicate the Main System
l coBiiol navigation buttons at the left side of the screen. As you move
the mouse pointer over the I—‘ buttons they will change
Status color slightly. If the left mouse button is clicked while the
b button is changed it will navigate to that section of the TOPAZ
Reports System.

You may use either set of buttons to navigate to the selected
section of the TOPAZ system.

| Setup

Hardware

Navigating Sections Of The System

TOPAZ has 7 basic navigation sections:

e Events

¢ Cardholder

+ Control
+ Status

* Reports
* Setup

 Hardware

The following will describe each of these sections, its function, and how it is used.

Each of the browser pages is an independent area. A frame is a section of a browser page. What happens
in one frame may or may not affect the information in another.

The frames are different sizes. If more information is available than can be displayed in the frame, then
scrollbars will appear at the right side or the bottom of the frame. Scroll up and down or left to right with the
bar(s) to display the additional information.

Navigation Bar Structure

TOPAZ is a browser-based system, enabling you to use the mouse pointer to click on icon buttons to

navigate through the system. You can click on one of the I—‘ buttons, or on any of the main buttons on
the left side of the navigation bar, to access any of the main sections of the software.

GE Security February 2, 2005 1-37



TOPAZ Software User Guide

Tab Buttons

At times additional pages may be made available by clicking on certain buttons in the main navigation
bars. The tab buttons are accessed from the navigation toolbar at the top of each page, as shown below
for Setup - Time Sched.

mu____._‘z“mhhﬂ Mm Sice Settings § Custom Fid. YFaciiiy CodeY{Variable Crd§

At times additional tab buttons will appear after clicking on one of the top-level buttons in the navigation
bar, as shown below for Alarm Options, to show Instructions and Categories:

L | Instructions

The main navigation buttons on the left of the screen and in the Alarm Queue window at the bottom of the
screen will be available at all times while any page of TOPAZ is selected.

Shutting Down the Software

The following is the recommended method to shut down the System software and its peripheral devices. In
order to prevent loss of data, follow these procedures in the order listed. If your system includes optional
hardware, refer to the equipment's accompanying documentation and follow the manufacturer’s
instructions.

Caution

Once you have shut down the TOPAZ workstation, all on-line processing will stop
at the workstation. If the TOPAZ Server is powered down, it will not enunciate any
alarm reports or access requests. Depending on your current security hardware,
access control decisions may then be handled by the controller (ACU) in the field.

You should have a contingency plan in effect to monitor alarms manually while the
TOPAZ Server is off-line. You must take whatever precautions necessary to pro-
tect the safety of the personnel and equipment in your facility.

Shutting-Down Program Software

Procedure
1. Start from any TOPAZ System page.

2. Click the I TOPAZ SHUTDOWN ] TOPAZ SHUTDOWN Button in the bottom right
corner of the screen. The message Are you sure that you want to shut down the system?
will display. Click OK.

3. The TOPAZ System program will close and return the Windows desktop.
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At this point you can start another application or continue to shut down the Windows operating system in
the recommended manner.

A

GE Security

Caution:

Shutting down the TOPAZ program at the server terminates all communications to
the field devices. Alarms and events will no longer report to the server until the pro-
gram is restarted and a download is initiated. Although the alarms and events are

stored at the local field panel (ACU) until the server is back on-line, the amount of

data stored is determined by the on-board memory of these devices.
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Chapter 2

Events Button

Events Page

The Events page is opened as an independent browser page that appears as an overlay onto the existing
browser page. The Events page contains all events as they occur.

Click on Event for More Detail

07:20:28 - ACCESS REFORT - ACCESS DENIED - CARD NOT DEFIMED - CARD UNDEF: 1234-58:1

06:59:59 - ALARKM REFPORT - CAMCELLED Forced Open ALARM - ACCOUNTING-FO

06:59:55 - ALARM REPORT - NEYY Forced Open ALARM - ACCOUNTING-FO - VIDED

This window shows all system events (alarm, system, device, and access events) as they occur. An event
contains information that the system's server records to its database. Each event is given a sequential
event number and a description. However, depending on how event processing is set up, not all events are
displayed and some event numbers will appear to be skipped over.

To close the Events window click the X in the right top corner of the window to return to the existing Main
System browser.

The system updates this window constantly, but for the most part you will not see the status change in this
window often unless there are new events.

If you have the video option activated, this page may also contain events that are linked to a video clip. The
video clip can be accessed by opening the Detailed Event Window

Detailed Event Window

More details of each event can be instantly displayed by clicking on the event text inside the queue. A
Detailed Event window will display in a pop-up window. This will contain further details of the event. When
finished with the Detailed Event window, click the X in the upper right corner of the window to close it.

R
0 - ALARM REPORT - 2004/12/08 Wed 14:43:42 | . .
|[MEWY Held Open ALARM | Video Clip
ALARM POINT Main Entrance-HO - SECURITY AREA AREA 1-0-0 DOOO1 2002 | Button

I

The Video Option

If the event has a Video Clip associated with it the Video button (shown above) will appear. To access the
video clip, click on the Video Button. The Video will open in another window and play the clip. The clip
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begins to play ten (10) seconds before the point where the event was began. If you want to see what
happened prior to the event, click the Reverse button to play the clip backwards.

View Live

11%12/8/2004 3:41:44 Ph * 12/8/2004 3:41

T S T A DT

44 PM*1*

Event* 5920

The control buttons are similar to those on a DVR:

jﬁ Fast Reverse
_&] Play in Reverse
_I_lj Pause

,_!?J Play Forward
?;J Fast Forward

If you have found a frame of an event that you want to print, click the Print button. The
image will be printed on the Report Printer.

If you want to see what is happening at the camera that recorded the event clip, click the
View Live button.

When you have finished viewing the video clip, click the B RELERLTLLIEEE Close Window button to
return to the Event Details window.

Caution:

Do not close this window using the X in the upper corner. This can cause TOPAZ
to lose communication with the video. Always click the Close Window button to
close the window.

2-2 460932001 GE Security



Chapter 3

Cards Button

The Cards button will navigate to the following pages, allowing you to add Cardholders and configure their
Access Privileges, Photo ID, etc.

+ Cards » Access Privileges
*  Photo ID * Masking
* Information *  Custom Fields

These functions are accessed through the navigation bar buttons at the top of the Cards page.

To navigate to the Cards pages, click on the | Cards button in the main navigation bar on the left
side of the browser window. The following page will display.

Ccwss HETEER
ESRSUEETN Access Y Proo D Y
[ iasking Y informaion § Custom Fid.

A
Search by
Cardholder Name Aberdeen Schuyler J

Enter Cardholder

Card Number 0000123456 Aberdean Schuyler )
@ Facility Code Name Gaslite Publish vI
Barran, Dessyn B
Employee Number 2075 George, Jeremy|
Card Stamp Number 00000011
T

Record Last Changed
Feb 13, 2004

You can select a function to view or edit by clicking on the button at the top of the window.

The Cardholder Search window on the right will continue to be displayed while navigating through the
Cardholder button pages. The only window that will change when the navigation buttons at the top are
selected will be the area in the center of the screen.
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Card Setup Page

The Card Setup page allows you to perform the following functions.

* Add New Cardholder
* Recall Cardholder
*  Modify Cardholder
* Delete Cardholder

Lo [rdsens |, IR MK
[roscrs Y romior Y comomri §

A
Cardholder Name Aberdeen Schuyler J
Enter Cardholder
Card Number 0000123456 Aberdean Schuyler )
Select Cardholder
@ Facility Code Name Gaslite Publish :l' Aberdeen, Schuyler J
Barker, Eileen 3
Barron, Desayn B
Employee Number 2075 Gearge, Jeremy |
Card Stamp Number 00000011
=

A

Record Last Changed
Feb 13, 2004

il
Adding a New Cardholder
1. Start by clicking the Clear button to clear the current record.

2. Enter the Cardholder Name of up to 12 of characters for "First" name, 1 character for "MI"
(not required), and 15 characters for "Last" name. The Cardholder Name is a required field.

NOTE: You must know the encoded number of the card including the company and
facility codes before continuing. The number will be listed on a document
which was included with the card when shipped unless you requested custom
cards with the card number printed on the back of the card.

3. Next enter the Card Number of up to 10 digits. The Card Number is a required field.

NOTE: The Card Number is the only field that may NOT be repeated, for the same
Facility (Company Code plus Facility Code). You can have two identical Card
Numbers as long as the Facilities are different.

4. Select the Facility Code by clicking on the down arrow and selecting from the list of Facility
Codes.
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Card Number Page

If you need to configure a Facility Code to use, click the @ Link Arrow Button to the left of the
field to call up the Facility Code configuration page. When you have completed the configuration

close the page by clicking the “ Save button at the bottom of the page.

Enter the Employee Number. This field is optional and can be a maximum of 12
alphanumeric characters.

Enter Card Stamp Number. This is optional and can be a maximum of 8 numeric characters.
The number is printed on the back of the card. If you request it, the number will also be the
card number (and the encoded card number). However, to be used as the Card Number, the
Card Stamp Number must be entered into the Card Number field.

The Card Status defaults to Valid, meaning that the card will be a usable card in the system.

Clicking on the down arrow and selecting from the list may select other options:

* Lost (card will be denied access)

+ Stolen (card will be denied access)

* Inactive (card will be denied access)

* Terminated (card will be denied access)
The status of these four would indicate to the system that the card is not a valid one and to deny
access under any circumstances.

The Issue Level only applies to magnetic stripe cards and is the number of times this card
number has been issued (given to a single Employee). A card may be reissued if the
Employee reported their card lost or stolen. You may click on the down arrow and select from
the list of forty-nine (49) issue levels.

Once all the data for the new cardholder has been entered, click the Save/
Add button at the bottom left side of the window to save the cardholder information to the
database.
After clicking the Save button one of three messages will appear.

+ If Operation Complete is displayed, no further changes are needed.

+ If Duplicate Record is displayed, then the Card Number has been repeated. Use
a new Card Number and try saving again.

+ If Operation Failed is displayed, then a required field was not entered (Card
Number or other field). Enter the required information and try saving again.

At any point if you wish to clear all the entered information click the Clear button at the
bottom right side of the window.

NOTE: If Photo Badging is being used, once the picture of the employee is added on
the Photo ID page, it will display in the top right corner of the page.
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Recall Cardholder

There are five ways to recall a cardholder in the database. The default is by Name. You can select a
different filter by moving the mouse pointer to the Search by button. The drop-down list will display
allowing you to select one of four (4) other options. As the mouse pointer is moved over the search fields
they will change color. When the desired field is highlighted, click the left mouse button to select it.

Recall By: + Name (default)

+ Card Number Card Mumber

*  Serial Number lSeriaI Mumber

* Employee Number ; Emplayee Mumber
* Vehicle License wihicle License

| - o

Recall by Name
1. In the Enter Cardholder window as you
start typing the name of the cardholder the Enter Cardholder
list will highlight the name in the list. For Iei
example if "m" is typed then "Martin, Jean" d
is highlighted in the scrolling Select
Cardholder window. If this is the et taha far

cardholder you are looking for then click on Aherdeen, Schuyler J
the highlighted name in the Select Barker, Eileen 5
Cardholder window. The data window will

fill in with Jean Martin's data. Gearge, Jeremy |
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Card Number Page

2. You may also scroll through the Select
Cardholder list in the window and when the Enter Cardholder

desired cardholder name is located, click on l—
the name of the cardholder. The data tichhiorenm,: 250
window will fill in with the cardholder's data

: . Select Cardholder
that you just clicked on.

CANTL, NEIL 4I
DEWHIRST. JILLF
JOHMSOM, DA N |
LEE. BREMDA,
RARTIN, JEAN R
bcPherson, Steve
RMOSGAN SHIFL AP
SCOTT, RANDAL
SIMPSON, DIANE F
STAMLEY, JOAMNME M
TA-LOR, LIMDIEY
THOMAS, DCHNALD

At the bottom of the Select Cardholder window

the Record Last Changed indicates the last Record Last Changed
date any changes or modifications were made to I—
the current cardholder record being displayed. Feb 14, 2004

NOTE: It may be necessary to use the scrollbar on the right side of the cardholder
page to move the window up to show the Record Last Changed date.

| 4

Using the other Search By filters

1.
2.

Select [filter] that you want to use from the Search By button.

The Select Cardholder window now contains all the cards in the system with the [selected
filter] information displayed.

Begin typing the first digits of the desired information and the first card matching the typed
information will be highlighted. When the correct card is highlighted, click the highlighted card.
The employee information will fill the page.

NOTE: When searching by Serial Number, the numbers that will appear in the Select
Cardholder field will be the number that was entered in the Card Stamp Number
field on the Cards>Setup page.

Modify Cardholder Record

Follow the Recall Cardholder procedure to recall a cardholder record to be modified.

Make the desired changes to any field except the card number.

Once all the changes for the cardholder have been made, click the Save/
Add button at the bottom left side of the window to save the cardholder information to the
database.

After clicking the Save button, the message Operation Complete will appear.
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Delete Cardholder

1. Locate the cardholder to delete.

2. Once the cardholder record is found and the database record is displayed, click the

Delete button.

3. A message Are you sure that you want to delete this record? will display. Click OK to
continue.

4. The message Operation Complete should be displayed indicating that the cardholder has
been deleted from the database.

5. The cardholder's record is now deleted from the database and the cardholder's name has
been removed from the Selected Cardholder list on the right side of the screen.
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Access Page

Access Page

The Access Privileges page contains the following:

* Activation Date

+ Deactivation Date

»  Executive APB Override

* PIN Code

»  Security Area Time Schedule
* Available Security Areas

* Available Access Groups

While viewing any Cards page, click the Access tab button at the top of the window. The navigation button
will turn lighter blue and the Access page will display as shown below.

RO - Y
L CRETR A NEEEIER
IR, N (T

T e B .
- 1 @ '
&

@ Executive APB Override IDEWACCESS :l' Enter Cardholder
@ Security Area Time Sched.
Aberdeen, Schuyler J
PIN Code I?ZES

Ahwienys

Select Cardholder
@ Available Security Areas Selected Security Areas . =
—_— ¢ [ erJ
WMFG OFFICE ACCOUNTING

SYSTEM Barron, Dewyn R
George, Jerermy |

@ Available Access Groups s- 4 Selected Access Groups
e il o

MNowhere
Ewvenmhere
Executive Officers
Financial Officers

Authorized for Conditional Unlock [l REEUR LTS R
Feb 13, 2004
TR

Activation Date

This is the date the card becomes active, with a default of today’s date as retrieved from the server. This is
not necessarily the same as the date the card was entered into the TOPAZ system. For example, you can
enter a batch of cards that will become effective next week. The format of the date may be selected in

Setup - Site Settings. A full calendar can be displayed and used for selecting this date by clicking on the

Calendar button.
Deactivation Date

This is the date the card is no longer authorized for use and access will be denied. The default is 20 years
from the Activation date. A full calendar can be displayed and used for selecting this date by clicking on the

Calendar button.
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Executive APB Override
This field will only apply if Anti-Passback is first enabled under Setup - Site Settings. You can do this

immediately by selecting the @ Link Arrow button to the left side of Executive APB Override to go
directly to the Site Settings page. Under Anti-Passback, you can select Enable to activate the Anti-
Passback feature for this site.

In addition, you must select cardholders and security areas under Control, Reset APB.
There are two options for Executive APB Override

+ Deny Access - If APB is violated, the system will deny access to the area and will
generate an access denied alarm. This is the normal selection for most cardholders,
otherwise Anti-Passback has little value.

* Grant Access - If APB is violated, the system will allow access to the area, provided
the cardholder is authorized for entry to that area during that time, etc. Executive APB
Override applies only to Anti-Passback conditions. It does not override other access
rules. This will still trigger an alarm.

For more information on Anti-Passback, see “Appendix D — Anti-Passback” on page D-1.
PIN Code

The PIN Code is the Personal Identification Number or password (maximum number of digits is 4) that the
cardholder is to use at the keypad for access. If the PIN is less than 4 digits, then leading zeros must be
entered. For example, if the PIN is 23 and the PIN code is set for 4 digits, you must enter 0023 at the card
reader. You can also use the asterisk after the number, for example, 23*.

NOTE: If keypads are not enabled on the Reader Setup Page, then no PIN Code is
required.

Available Security Areas

Next, select the Security Areas that the cardholder will be authorized to access. Do this by clicking on the
name of the Security Area listed in the Available Security Areas window.

NOTE: If the same group of security areas are going to be assigned to a number of
cardholders you may want to take advantage of configuring the group of secu-
rity areas as an Access Group. In this case use the next step “Available
Access Groups” to add the access group to the cardholder. Go to Setup But-
ton- Access Groups Page to configure a new Access Group.

Click the L Right Arrow button to add the selected security area to the Selected Security Areas window.
Repeat this step until all desired security areas are added to the Selected Security Areas window. Up to
eight (8) security areas may be selected.

To remove a selected area from the Selected Security Areas window click on the security area name to

remove and click the 4 Left Arrow button.

If the desired Security Area is not available and you need to configure one, click the @ Link Arrow button
to the left of Available Security Areas. This will open the Security Area configuration page. Once you

have completed the configuration, close the page by clicking the “ Save button. This will
return you to the Access page you were working with.
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Available Access Groups

To select the Access Groups that the cardholder will be authorized to access, click on the name of the

Access Group listed in the Available Access Groups window and click the L Right Arrow button to add
the access group to the Selected Access Groups window. Repeat this step until all desired access
groups are added to the Selected Access Groups window. Up to eight (8) access groups may be
selected.

To remove a selected area from the Selected Access Groups window click on the access group name to

remove and click the 4 Left Arrow button.

If the desired Access Group is not available and you need to configure one, click the @ Link Arrow button
to the left of Available Access Group. This will open the Access Group configuration page. Once you

have completed the configuration, close the page by clicking the “ Save button. This will
return you to the Access page you were working with.

Security Area Time Schedule
The Security Area Time Schedule defines the times during which the cardholder will have access to
certain Security Areas or Access Groups.

Click on the name of the area or group, then from the Security Area Time Schedule drop-down list select
the time for authorization. Repeat until all areas or groups have a time schedule.

If the desired Time Schedule is not available and you need to configure one, click the @ Link Arrow
button to the left of Security Area Time Schedule. This will open the Time Schedule configuration page.

Once you have completed the configuration close the page by clicking the “ Save button.
This will return you to the Access page you were working with.
Authorized for Conditional Unlock

This field works in conjunction with readers that are configured to Conditionally Unlock during a time
schedule. When this option is selected, the door will not unlock until a designated cardholder accesses the
area after the start of the unlock Time Schedule.

Example: The lobby reader door is configured to conditionally unlock at 07:00 (7am). At 7am the door will
allow cardholders to access the lobby, but will remain locked to Non-Cardholders until a cardholder that is
Authorized for Conditional Unlock accesses the lobby reader.

When configuration of the Access Page is complete click the “ Save button to save the
cardholder record.

After clicking the Save button one of the following messages will appear.

+ If Operation Complete is displayed, then no further changes are needed.

« If Operation Failed is displayed, then a required field was not entered. Enter the field
and try again.
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Photo ID Page
Introduction to Photo Badging

The Photo Badging facility is available as standard software in all versions of the GE Interlogix’ TOPAZ
Series system.

The server or workstation configured as an enroliment station requires special hardware as described
below. The verification station, which does not have the capability to take photos or print badges, needs no
special hardware for the display of photos or badges.

The GE Interlogix’ Photo Badging Software gives you a full Badge Design package with multi-layer design
tools, a full editing package including copy, paste, automatic centering, and full drag and drop capabilities.
The design package also includes snap to grid facilities, automatically scalable fonts with auto kerning, and
landscaping badge templates, an extensive color palette with individual color design facilities, and a full
badge design check and test print capability.

It includes a sophisticated photo capture facility, providing vertical and horizontal photo centering controls,
brightness, contrast, color, intensity and hue controls for the photo image, and a multi frame capture which
allows you to chose the best image to be included on the badge.

The system allows you to enter text, signatures, and database information directly from the cardholder
database, and to print bitmaps, photos, and text based on conditions set for any of the fields in the
Cardholder record.

The TOPAZ Photo Badging software can be used with a range of industry standard dye sublimation
printers, like the Eltron P310-C direct connect printer. The software also supports double-sided printing,
automatic magnetic stripe encoding, and use of hologram overlays.

Once the required video hardware is available in the system, the software will provide you with a complete
set of tools and facilities necessary to design and print photo ID badges and all other functions outlined
above.

For additional hardware requirements and options for each photo-badge enroliment station, see “System
Requirements” on page 1-7.
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The Photo ID Page

The Photo ID page is the badging and photo page, which enables you to take/import photos, assign a
badge template, and print the badge, etc.

Before you can use the Photo ID features, you must have Photo Badging selected on the Hardware —
Workstation page.

To enable Photo Badging:
1. Select the Hardware button on the left side of the main screen.
2. Select Workstation.

3. Under Workstation, select the name of your workstation. The name should appear in the
Workstation Name field.

4. Select Photo Badging by clicking the mouse in the check box placing a check mark in it.
Click the Save button.

This page allows you to administer all badging functions, including the following:

+ Display Badge + Take Photo
* Import Photo » Print Badge
+ Design Badge + Badge Templates

While viewing any Cards page, click the Photo ID tab button at the top of the window. The following page
will display.

Badye Preview

RROW
Communications

Display Badge
Take Photo

i . D
Aberdeen, Schuyler J

Select Cardholder

b

Import Photo

Barker, EileenS
Barron, Desayn B
George, Jerermy|

| Browse... |
P

Schuyler Aberdeen
0111-0022-93103¢

Record Last Changed
Feb 13, 2004
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Display Badge
To display a badge, you must first select a cardholder from the Select Cardholder window. Then click on

the Display Badge button. The photo (if available) for that cardholder will appear in the
top right corner of the screen and the full badge for that cardholder will appear in the large Badge Preview
window.

Take Photo

Verify that the correct cardholder’s record is displayed before taking the photo. Then click on the

Take Photo button.

NOTE: A video card (if camera is not USB) and camera are required before you can
take a photo. Also, make sure the color and resolution for your computer’s
monitor is set to 1024x768 and 16 bit High Color.

The cardholder’s image will appear in the live video screen in the upper right of the new screen shown
below. To the right and below the live video image are adjustment bars in scroll bars, which you may use to
center the subject in the screen area. You may also adjust the Resolution bar to make the image sharper
or softer.

Resolution

Yideo
Contrals

.} e Contrast
.} Al Ealer
3 ALl He

JPEG
Cluality

“ertical

acrollbar
s

Haoriz ortal

acrollbar

Current Photo Image Palette

To the lower left of the live video image is an area that displays the current photograph (if any) in the
cardholder database for that subject. In the left upper part of the screen are the adjustment bars that you
can use to control the Brightness, Contrast, Color, Hue, and Resolution. As you adjust these controls,
the live image will change accordingly.
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To take a photo, click the mouse on the Click button and the photograph will appear in one of the four
screen spaces at the bottom of the screen, starting at the left box. Each time you click the mouse on the
Click button, another photograph will be added to the four screen spaces at the base of the screen. As the
photos are taken they will be added from left to right. You do not have to take all four photos.

In order to select which photograph is to be used on the badge, move the mouse over the selected
photograph in one of the four photo boxes at the bottom of the screen and click the left mouse button. This
will display the newly selected photo in the Current Photo box above. Click on the OK button to the left of
the Current Photo to save this image into the cardholder database.

If you changed any of the video adjustments (Brightness, Resolution, etc.), a dialog box will appear asking
you if the new settings should be saved. If you select Yes, these new adjustments will be saved for use
with the photo of the next cardholder. If you select No, the original settings will be restored for the next
cardholder. With either answer, the photo will be saved to the cardholder database and screen will revert to
the Card database screen.

At anytime, you can click the Cancel button and the screen will revert to the Card database screen.

The Jpeg Photo Quality adjustment allows you to select the desired quality of the photo being saved. The
lower the number, the lower the quality of the image. The default is 75 with a range of 5-95. We
recommended that 95 be used for the best possible quality.

Importing Photo

Importing a photo allows you to display and use a digital photo file instead of a live photo. The imported
photo should not exceed 200k in size.

1. Start by clicking the Browse button to the right of the Photo File Name field.

2. The Choose File window will open.

Choosze file 7]
Lock jr: | ‘3 TOP&Z x| e ®EcEE-
[:Iaacgf:-: [ sereens Deiph32.dil %] decodencore. di
1 aacqres [ webhelp debug_log_ & @ dwr.dil
1 badger & wir_ s debug_log_ B @ Engligh.dll
| bitmaps [ | wir_nt debug_log_ 8 @ |ce_ap.dl
| cg ’1 apoges % debug log_ 9 9 |ced2enu.dl
1 dms atl.dl debug_log_06 iﬁ iconting
" dmsz audcom32.di debug_log_09 implade. dl
1 dms3 EH camerazelect debug_log_ 10 '51 install
I | debug_log_11 JpegLib.di
" impart crpedz di debug_log 12 kil
" procs Decdif d debug_lag_13 MECCom.di
1] | I
File narne: I j Open I
Files of type: | 40 Filess (=) | %
7

3. You may browse to select any folder you wish. Sample photos are stored under Badger /
Photos.

4. Locate the "jpg" file to import and click Open.

The name of the file will appear in the Photo File Name field.
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6. Click the Import Photo button to display that image in the upper right corner
of the screen.

Print Badge

NOTE: The first time you print a badge, you must first select a printer from within the
Badge Design program.

Before printing the badge, you may wish to preview it to make sure it is correct by clicking the

Display Badge Button.

To print the badge for the selected cardholder:

1. Click the Print Badge button.

2. The badge will display in a full window. Then the Print dialog box will display.

Click Yes to print.

3. If you do not have the proper equipment for printing badges, you will get an error message like
this:

CG Emor

Eltran printer driver not faund

Click OK to continue.

4. The message Operation Complete will display. Click OK to continue.

Design Badge

To access the badge design utility, click the Design Badge button.

A new window for designing badges is presented. For more details on designing a badge template, see the
chapter on “Badge Design” on page 9-1.

Badge Template

From the drop-down list of pre-designed badge templates select the template for the currently selected
cardholder.

NOTE: To create a new badge template, see the chapter on “Badge Design” on page
9-1 for a complete user guide on designing a badge template.
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Save

Once all the Photo Badging data for the cardholder has been entered click the Save
button at the bottom left side of the window to save the data to the server.

After clicking the Save button one of the following messages will appear.

+ If Operation Complete is displayed, then no further changes are needed.
+ If Duplicate Record is displayed, then the Card Number has been repeated. Try a

new number.
+ If Operation Failed is displayed, then a required field was not entered. Enter the field
and try again.
At any point if you wish clear to clear out all the entered information click the Clear button

at the bottom right side of the window.
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Masking Page

The Masking page allows you to select the Security Areas that the cardholder will be authorized to Mask/
Unmask. “Masking” means turning off the alarm for that Security Area and “Unmasking” means turning the
alarm back on.

While viewing any Cards page, click the Masking tab button at the top of the window. The following page
will display.

& Available Masking Areas S 4 Selected Masking Areas |

MFG OFFICE ACCOUNTING |

Enter Cardholder

_Aberdee, Schuyler J

Select Cardholder

Berker Eileens
Barran, Dessyn B
George, Jerermy |

Only Security Areas where masking is allowed will be listed.
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Masking

In order to mask any alarms, the cardholder must first be allowed into the Security Area. If you want to
configure an area for masking that does not appear in the list of Available Masking Areas (on the Cards

— Masking screen), click on the @ Link Arrow to the left of the Available Masking Areas field. This will
bring up an additional window showing the Security Area page, as shown below.

[Reader Evni§ Alarm Op. ¥ _Hoidays 3

Security Area Name IMFG OFFICE
|ACCOUNTING

o I
:
[
T -

Manufacturing COffice -I

Building F
= Delay for Securing Area |1U z m

Click on the name under Security Areas that you want to allow Keypad Masking. That name will appear in
the Security Area Name field on the right.

On this screen, select Keypad Masking Allowed. Repeat this process for all Security Areas in which you
want to allow Keypad Masking.

When you are done, click on the Save/Add button to save your changes and return you
to the Masking page.

The areas that you configured for Keypad Masking Allowed will now appear in the list of Available
Masking Areas on the Cards — Masking screen. You can then select those areas to allow keypad
masking.

NOTE: If a security area has Keypad Masking Allowed checked, the cardholder
cannot gain access to the area until the area is Masked.
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Add Areas for Masking

1. To select the Masking Area that the cardholder will be authorized to Mask/Unmask, click on

the name of the area listed in the Available Masking Areas window and click the L Right
Arrow button to add the Masking Area to the Selected Masking Areas window. Repeat this
step until all desired Masking Areas are added to the Selected Masking Areas window.

2. Toremove a selected area from the Selected Masking Areas window, click on the Masking

Area name to remove and click the‘i Left Arrow button. This will move the area back into the
Available Masking Areas window.

3. Once all the Masking data for the cardholder has been selected, click the “
Save button at the bottom left side of the window to save the masking configuration
information to the database.

4. After clicking the Save button one of the following messages will appear.

+ If Operation Complete is displayed, then no further changes are needed.

+ If Operation Failed is displayed, then a required field was not entered. Enter the
field and try again.

At any point if you wish to clear out all the entered information click the Clear button at
the bottom right side of the window.

Caution:
Do not click on Clear button before clicking on the Save button or newly entered
data will be lost.

Using Keypad Masking

Keypad Masking allows the cardholder to mask / unmask the alarms associated with a security area by
using their PIN as described below.

In order for Keypad Masking to work, three conditions must all be set, in the following order:

1. Select the area under Setup — Security Area to allow Keypad Masking.

2. In order to mask any alarms, the cardholder must first be allowed access into that Security
Area. Under Cards — Access, select the cardholder, then the area under Available Security
Areas and move that area to the Selected Security Areas column.

3. The cardholder must have that Masking Security area selected. Under Cards — Masking,
move the area from Available Masking Areas to Selected Masking Areas.

4. Click the Save button to save the changes.

To use the keypad to mask (unsecure) an area, the cardholder/user must enter the PIN + 20 to mask the
alarm. For example, if his PIN is 1023, the cardholder must enter 1043 to mask that security area. The
alarms will be turned off and the door will unlock.

NOTE: If a security area has Keypad Masking Allowed checked, the cardholder can-
not gain access to the area until the area is Masked.

If one cardholder unmasks that alarm, anyone with access to that area can enter. The alarm will be off.
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To secure the area, an authorized cardholder/user must enter his PIN + 10 to unmask the alarm. For
example, if his PIN is 1023, he must enter 1033 to unmask that security area. The alarms will then be set

(on).
NOTE: If an alarm associated with the area being unmasked is active at the time you

are attempting to unmask the area, the request will be denied. All alarms
associated with the security area must be secure before an unmask request

will be granted.
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Information Page

The Information page contains additional detailed information on the cardholder. The information in these

fields is optional.

To navigate to the Information page, from any page within the Cards pages click the Information tab

button at the top of the screen. The following page will display.

Lo NETTR

I -
Social Security # I555-1 2-3456
e o

K

|J0hn Aberdeen
BT

The maximum number of characters for each field is shown below.

Field Name Max Characters
Hire Date 18

Social Security # 11
Department

Phone Extension

Supervisor 32
Emergency Contact 32
Emergency Phone # 12
Contact Relationship 16
Vehicle License # 10
State 2

Ve
Search by

Enter Cardholder
Aberdeen, Schuyler J

Select Cardholder

Barron, Deawn B
George, Jerermy|

Record Last Changed
Feb 13, 2004

For the Hire Date field, a full calendar can be displayed by clicking on the Calendar icon.

Enter all the desired information on the cardholder and click the “ Save button at
the bottom left side of the window to save the cardholder information to the database.
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At any point if you wish to clear out all the entered information click the Clear
button at the bottom right side of the window.

Caution:

Do not click on Clear button before clicking on the Save button or newly entered
data will be lost.
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Custom Fields Page

The Custom Fields page contains eleven (11) additional fields you may custom configure for additional
cardholder information not already available on the Information Page.

To navigate to the Custom Fields page, from any page within the Cards pages click the Custom Fld. tab
button at the top of the screen. The following page will display.

@ Address 1 IZD?S Arlington Way Apt D os)
freies

|92224 Enter Cardholder
7 Aberdeen, Schuyler J
User Field 4 | 2
Select Cardholder
User Field & | -

User Field & I Barron, Dewyn R
Gearge, Jeremy|
User Field 7 |
User Field 8 [
Birth Date |9f1 61962
User Field 10 |

User Field 11 |
Record Last Changed
Feb 13, 2004

[ see ]

» UserField 1 - 4 can contain a maximum of 24 alphanumeric characters.
» User Field 5 - 8 can contain a maximum of 16 alphanumeric characters.
* User Field 9 - 11 can contain a maximum of 12 alphanumeric characters.

The titles or names for these fields are optional and can be configured by you on the “Custom Fields Page”
on page 7-19.

Clicking on the @ Link Button to the left of the first field name on the screen above will open a new
window allowing you to configure the field names. After making changes, click on the “
Save button to close the window. You will return to the Custom Fields page to continue entering cardholder
information.

In the Cardholder Custom Fields window add any additional information for the currently selected

cardholder to all the desired fields and click the “ Save button at the bottom left side of the
window to save the information to the system.
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At any point if you wish to clear out all the entered information click the Clear button at
the bottom right side of the window.

Caution:

Clicking the Clear button before clicking on the Save button will delete newly
entered data.

GE Security February 2, 2005 3-23



TOPAZ Software User Guide

Batch Add Page

The Batch Add Page allows you to add a maximum of 250 cards at one time. All of the cards being added
must be configured for the same Deactivation Date, Company/Facility Code, list of Security Areas and/or
Groups, and Time Schedules assigned to the areas/groups.

To navigate to the Batch Add page, from any page within the Cards pages click the Batch tab button at
the top of the screen. The following page will display.

" OSTRPYVRY... o

TR v [ - 3

o @ Available Security Areas E' 4 Selected Security Areas @ Security Area Time Sched.
—————————— [ N
P | E

ACCOUNTING MFG OFFICH Business Hrs 1 =
SYSTEM

"
@ Available Access Groups L ‘4 Selected Access Groups
-_———m - N

Mowhere
Evenmwhere
Executive Officers
Financial Officers
Managers

! it

Company / Facility Code

Enter up to 4 numbers for the Company Code in the first field that will be encoded on the cards being
added, and then enter up to 4 numbers for the Facility Code in the second field.

Start at Card Number
Enter up to 10 digits for the starting card number.

Stop at Card Number

Enter up to 10 digits for the ending card number. This range of cards (up to a maximum of 250 cards) will
be added to TOPAZ. For example, if the starting card number is 136001 and the Stop at Number is
136250, then 250 cards will be added to the system.

Using Readers to Enter the Card Number Range

An alternative method of entering the Start at Card Number and Stop at Card Number is the follow-
ing:
1. Leave the Start at Card Number and Stop at Card Number fields blank.

2. Take the first and last cards in the batch to any reader attached to the system.
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Swipe the first card and the last card.
4. Return to the computer with the Batch Add Page showing.
The card numbers will display in those fields.

This method is useful if you have a reader close by and/or the card numbers are not stamped on
the cards. Some firms order cards with the encoded card numbers different from the numbers
stamped on the cards, for security reasons. They may use an offset value (for example, the card
number is 10 more than the card stamp number) or a formula to determine the offset value, mak-
ing it more difficult for anyone to gain access who has a card and does not know the card number.

Starting Card Stamp Number

Enter up to 8 digits for the Starting card Stamp Number. This would be the number on the back of the first
card being added to the system.

NOTE: The Card Stamp Number is incriminated one number at a time. For example,
if you enter 5299 for the starting number and you are adding 100 cards, then
the Card Stamp number on the first card will be 5299 and the last card will be
5398.

Starting Employee Number

Enter up to 12 alphanumeric characters for the Starting Employee Number to be added to the system. The
employee number will increment by one for each card added to the system.

Deactivation Date

Select the date that all cards being added to the system will be deactivated. The default date is 20 years
from the current date. A calendar is available by clicking on the Calendar button.

Available Security Areas / Selected Security Areas

To select the Security Areas that all the cards being added will be authorized to access, click on the name
of the Security Area listed in the Available Security Areas window.

Click the L Right Arrow button to add the selected security area to the Selected Security Areas window.
Repeat this step until all desired security areas are added to the Selected Security Areas window. Up to
eight (8) security areas per card may be selected.

To remove a selected area from the Selected Security Areas window click on the security area name to

remove and click the 4 Left Arrow button

If the desired Security Area is not available and you need to configure one, click the @ Link Arrow button
to the left of Available Security Areas. This will open the Security Area configuration page. Once you

have completed the configuration close the page by clicking the “ Save button.
Available Access Groups / Selected Access Groups

To select the Access Groups that all the cards being added will be authorized to access, click on the
name of the Access Group listed in the Available Access Groups window.
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Click the L Right Arrow button to add the access group to the Selected Access Groups window. Repeat
this step until all desired access groups are added to the Selected Access Groups window. You can use
up to eight (8) access groups per card.

To remove a selected area from the Selected Access Groups window click on the access group name to

remove and click the J Left Arrow button.

If the desired Access Group is not available and you need to configure one, click the @ Link Arrow button
to the left of Available Access Group. This will open the Access Group configuration page. Once you

have completed the configuration close the page by clicking the “ Save button.
Security Area Time Schedule

The Security Area Time Schedule defines the times during which the cards will have access to certain
Security Areas or Access Groups.

Click on the name of the area or group, then from the Security Area Time Schedule drop-down list select
the time for authorization. Repeat until all areas or groups have a time schedule.

If the desired Time Schedule is not available and you need to configure one, click the @ Link Arrow
button to the left of Security Area Time Schedule. This will open the Time Schedule configuration page.

Once you have completed the configuration close the page by clicking the “ Save button.

When you have finished configuring the Batch Add Page, click the Batch Add Batch Add button.
The message Operation Complete will appear indicating the number of cards that were added to the
system.

InfoGraphics TOPAS System E3

& O peration Complete - 260 Becords Added

If not, the message will advise you which field has been left out. For example, if you left the Start at Card
Number blank, you will see the following message:

InfoGraphics TOPAY System E3

& Starting Card Mumber iz a required figld

When you have completed using the Batch Add function, click the Card # button to access the other page
buttons.

At any point if you wish to clear out all the entered information, click the Clear
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button at the bottom right side of the window.

Caution:

Clicking the Clear button before clicking on the Batch Add button will delete newly
entered data.
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Batch Delete Page

The Batch Delete page allows you to delete a range of cards in one easy step.

To navigate to the Batch Delete page, from any page within the Cards pages click the Batch tab button at
the top of the screen. Then click the Batch Delete tab button. The following page will display.

@ Facility Code Name IGainte Fublish vl
Start at Card Number |D1 0mm

Stop at Card Number |D1DZDD|

Facility Code Name

From the drop-down list, select the name of a facility code you want to use.

If the desired Facility Code Name is not available and you need to configure one, click the @ Link Arrow
button to the left. This will open the Facility Code configuration page. Once you have completed the

configuration close the page by clicking the “ Save button.
Start at Card Number

Enter the first card number to be deleted.

Stop at Card Number

Enter the last card number to be deleted. This range of cards (up to a maximum of 250 cards) will be
deleted from TOPAZ.

Caution:
Remember that all cards between the Start and Stop numbers will also be deleted!

3-28 460932001 GE Security
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At any point if you wish to clear out all the entered information click the Clear button at
the bottom right side of the window.

When you are sure that you have the correct card numbers selected to be deleted click the
Batch Delete button.

The message Operation Complete will appear indicating the number of cards that were deleted from the
system. If not, the message will advise you which field has been left out.

When you have completed using the Batch function, click the Card # button to access the other page
buttons.
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Control Button

The Control button allows you to control readers, alarm points, and access trace, reset anti-passback,
perform service functions, and back up / restore the TOPAZ System databases.

The following buttons are available through the main Control page.

* Reader

* Alarm Point

*  Output Relay

* Access Trace

* Reset Anti-Passback
»  Service Functions

+ Backup / Restore

Control button in the left main toolbar. The

To navigate to the Control page, click on the
following screen will display.

| Reader
Alarm Point

Output Relay

L

| Access Trace

Reset Anti-passback

k

Service Functions

(I

dddddds

|| Back Up / Restore

Each of the seven options above may be selected by clicking the corresponding m button on the right
side of the screen.While viewing any one of the Control screens, you can refresh the screen by clicking the
tab for the screen selecting it again.
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Reader Control Page

The Reader Control page allows you to check the status of any configured reader in the system and send
manual commands to them such as unlock, lock, etc.

+ Status

« Control (Lock / Unlock)
To navigate to the Reader Control page, from any page within the Control pages click the Reader tab

button at the top of the screen, or from the main control page click on the Reader button on the right side
of the screen. The following page will display.

" 3 Status {(Monday, February 16, 2004 10:15:00 AM) - Microsoft Internet Explorer i ;lglﬂ
=
Name Panel Mode State Forced Held Tamper Status
BACE DOCE Off-line
LOBEY DOOE Off-line
=

Reader Control

All Doors
BACK DOOR
LOBEY DOOR

Unlock Door Momentary Unl System Control

Status

The top portion of the window under Status lists all pre-configured Readers.

To check the status of any Reader scroll through the list until the name of the Reader is located. The color
of the text shows the status of the reader. The list below defines the meaning of the colors.

Status Color
System Control Black
Unlocked Red
Momentary Unlock  (Not shown)
Locked Green
Offline Magenta
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Reader Control Page

Control

To send a command to a Reader, first select one of the pre-defined readers in the bottom portion of the
window in the list under Reader Control. Scroll through the list and click on the name of the Reader to
send the command to. Click on the desired command button located below the Reader list. The possible
commands that may be sent are listed below.

. System Control - Places the Reader back to the mode that the door
is set for at the current time as predetermined by the system's configuration.

. e L Lock door - Locks the Reader controlled door. The door will remain
locked until another command is sent either by the operator, time schedule, or linked
condition, etc. to change the door to another state. It will not respond to an authorized
cardholder.

. DU SRL DI Unlock Door - Unlocks the door. The door will remain unlocked until
another command is sent either by the operator, time schedule, etc. to change the
door to another state.

. Momentary Unlock - Unlocks the door. The door will remain
unlocked for the configured unlock time. At the end of the unlock time the door will
return to its prior state.

After clicking one of the above, a message Operation Complete will display. Click OK to continue.

If the ACU controller is not communicating with the PC, then the message Device Offline will display. Click
OK to continue.

The color of the reader name will change in the Status window to reflect the current command sent.
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Alarm Point Control Page

The Alarm Point Control page allows you to mask, unmask, or check the status of the Alarm Input Points
and Security Areas.

+ Check Status
« Control (Mask / Unmask)

To navigate to the Alarm Point Control page, from any page within the Control pages click the Alarm
Point tab button at the top of the screen, or from the main control page click on the Alarm Point button on
the right side of the screen. The following page will display.

=lol x|
Panel Area Category Zone Status j
ACT 1-LOW BATT Gaslite Main SYSTEM System Input 12 Offline
ACTU 1-POWER Gagslite Main SYSTEM System Input 13 Offline
ACT 1-TAMPEE. Gaslite Main STSTEM Systern Tamper 14 Offline
BACE TiOOR-T (Gazlite W amn SYSTEM Taar Clantact 16 Offline LI

SYSTEM BACK DOOR-FO
BaACK DOOR-HO
LOBBY DOOR-FO
LOBBY DOOR-HO

Status

The top portion of the window under Status lists all pre-configured alarm points.

To check the status of any Alarm Point or Security Area scroll through the list until the name of the Alarm
Point or Security Area is located. The color of the name in the list will determine its current status.

The list below defines the meaning of the colors.
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Status Color
Masked Blue
Secure Green
Alarm Red
Open Peach
Short Peach
Ground Peach
Circuit Fault Peach
Offline Magenta

Control (Mask / Unmask)

To Mask or Unmask a Security Area or Alarm Input Point, select the name from the pre-configured list of
Security Area names or Alarm Input Point names located in the bottom of the window under the Control
portion of the window. Do this by scrolling through the list and clicking on the desired name.

Click on the m Mask button to mask the Security Area or Alarm Input Point, as desired.

Click on the m Unmask button to unmask the Security Area or Alarm Input Point, as desired.
Atfter clicking one of the above a message Operation Complete will display. Click OK to continue.

If the ACU controller is not communicating with the PC then the message Device Offline will display. Click
OK to continue.

NOTE: Only the alarm points that were configured as maskable will appear in the list.
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Relay Control Page

The Relay Control page allows you to control and check the status of relays and groups of relays. Relays

are sometimes referred to as Output Points.

* Relay Status
+ Control Relay

To navigate to the Relay Control page, from any page within the Control pages click the Relay tab button
at the top of the screen, or from the main control page click on the Relay button on the right side of the
Main Control screen. The following page will display.

Name Panel
DEMO RELAY O Gaslite Main SYSTEM Offline
DEMC EELAY 1 Gaslite Main i
DEMOERELAY 2 Gaslite 3amn
TEMO RELAY 3 Gaslite WMain

Relay Output Point
DEMO RELAY D
DEMO RELAY 1

DEMO RELAY 2
DEMO RELAY 3

Status

The top portion of the window under Status lists all pre-configured relays.

To check the status of a Relay, scroll through the Status List in the upper portion of the window. The color

of the name will show its status as follows.

Status Color
De-energized Green
Energized Red

Pulse Output (Not shown)
Offline Magenta
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Relay Control Page

Control Relay

To control or change the status of a Relay Point, scroll through the list of Relays in the lower portion of the
window under Control. Click on the name of the Relay to control. Once the name is selected (highlighted),
click on the desired function.

Control Single Relay

. m Energize Output - This command will activate or turn ON the relay
until another command is sent by the operator, time schedule, or linked condition, to
change the relay to another condition.

. S EE De-energize Output - This command will de-activate or turn OFF the
relay until another command is sent by the operator, time schedule, or linked
condition, to change the relay to another state.

. m Pulse Output - This command will activate or turn ON the relay. The
relay will remain activated or ON for less than one second and then de-activate.

After clicking one of the above a message Operation Complete will display. Click OK to continue.

If the ACU controller is not communicating with the PC, then the message Device Offline will display. Click
OK to continue.
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Access Trace Page

The Access Trace page allows you to setup a real time trace for Cardholder(s) or Reader(s). In a
Cardholder trace, the movements of the selected cardholder in and out of access points are monitored. In
a Reader trace, any activity at that reader is reported.

The trace can be configured to be active only during a selected time schedule and can be sent to a
selected workstation PC. An Alarm Instruction Message may also be linked to the trace so that the
message is displayed along with the trace event.

* InProgress

+ Starta Trace

» Stop aTrace

To navigate to the Access Trace page, click the Access Trace tab button at the top of any Control page, or
from the main control page click on the Access Trace button on the right side of the screen. The following
page will display.

[ Reader YA Pinc§ iy TR Rosec AP § Servce Y55 Upiiec

Traces Available

@ |ge—fh4jap\03unh 'l Access Trace by Reader Access Trace by Cardholder

LOBEY DOOR Aherceen, Schuyler R

@ Time Schedule IAIways 'I Bogata, Janet|
Cixley, Jason R
@ Instruction Message |N0ne 'i

Traces In Progress

Access Trace by Reader Access Trace by Cardholder

BACK DOOR Jackson, RogerL

1 Y ),
Traces Available

The top portion of the main window has two lists, one showing the Readers and one showing Cardholders.
A scrollbar to the right of the list indicates that the list is longer than the window. Use the scrollbar to view
the entire list.

Start a Trace

Access Trace by Cardholder

To start a trace for a specific Cardholder, in the upper portion of the window under Traces Available, click
on the cardholder name in the Access Trace by Cardholder list.
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Access Trace Page

Workstation - If a workstation is being used, from the list select the workstation for the trace to report to.

NOTE: If you need to configure a Workstation, click the @ to the left of the field to call
up the Workstation configuration page. When you have completed the config-

uration close the page by clicking the “ Save button. You will
then return to the Access Trace page.

Time Schedule - Select the Time Schedule for the trace to be active.

NOTE: If you need to configure a Time Schedule, click the Q to the left of the field to
call up the Time Schedule configuration page. When you have completed the

configuration close the page by clicking the “ Save button.
You will then return to the Access Trace page.

Instruction Message - Select from the drop-down list of pre-configured Instruction Messages the
message to be displayed to the operator when the trace event occurs.

NOTE: If you need to configure an Instruction Message, click the @ to the left of the
field to call up the Instruction Messages configuration page. When you have

completed the configuration close the page by clicking the “
Save button. You will then return to the Access Trace Page.

Once the cardholder name is highlighted and the desired Workstation, Time Schedule, and Instruction

Message have been selected, click on the [IEEEEIN Start button to start the trace. The selected
Cardholder will be removed from the Traces Available list and will now appear in the Traces In Progress
list.

Access Trace by Reader

To start a trace for a specific Reader, in the upper portion of the window under Traces Available, click on
the reader name in the Access Trace by Reader list.

Workstation - If a workstation is being used, from the list select the workstation for the trace to report to.

NOTE: If you need to configure a Workstation, click the @ to the left of the field to call
up the Workstation configuration page. When you have completed the config-

uration close the page by clicking the “ Save button. You will
then return to the Access Trace page.

Time Schedule - Select the Time Schedule for the trace to be active.

NOTE: If you need to configure a Time Schedule, click the @ to the left of the field to
call up the Time Schedule configuration page. When you have completed the

configuration close the page by clicking the “ Save button.
You will then return to the Access Trace page.

Instruction Message - Select from the list of pre-configured Instruction Messages the message to be
displayed to the operator when the trace event occurs.

NOTE: If you need to configure an Instruction Message, click the @ to the left of the
field to call up the Instruction Messages configuration page. When you have
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completed the configuration close the page by clicking the “
Save button. You will then return to the Access Trace page.

Once the reader name is highlighted and workstation selected click on the [IEEAN Start button to start
the trace.

The selected Reader will be removed from the Traces Available list and will now appear in the upper
Traces In Progress list.

A message Operation Complete will display.
Stop a Trace

To stop a trace for a specific Cardholder or Reader, in the lower portion of the window under Traces In
Progress, click on the Cardholder name or Reader name that you wish to stop tracing. Once the name is

highlighted click on the Stop button to stop the trace. The selected Cardholder or Reader name
will be removed from the Traces In Progress list and will appear back in the Traces Available list.

After clicking one of the above, a message Operation Complete will display.
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Reset APB Page (Anti-Passback)

The Reset APB page allows you to reset the Anti-Passback status of a cardholder or all cardholders in a
selected Security Area.

Reset APB is used to reset cardholders who have access to the APB Security Area in order to allow them
to enter that area after they have exited without swiping their cards. For example, if all cardholders who are
in an APB Security Area leave quickly because of a fire and do not swipe their cards individually upon
exiting, the system thinks they are still in the APB area. Reset APB will also allow the security staff to set
(change) the Security Area to a different area that is not an APB area for all cardholders who have access
to that area.

+ Set All Cardholders’ APB
+ Set a Cardholder's APB
To navigate to the Reset APB page, from any page within the Control pages, click the Reset APB tab

button at the top of the screen, or from the main control page click on the Reset APB button on the right
side of the screen. The following page will display.

[ Resier Y Alrm Poinc§ Ry Y Accoss Taco QUAETGMN Sonice Y5k UpiRes: §

Set Al Carcholders |

Reset ALL Cardholders
to Security Area

Reset APB

Set Selected Cardholder |

Reset Selected Cardholder
to Security Area

Available Cardholders

Jackson, Roger L
Oxley. Jason R

Reset APB
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Set All Cardholders

This is used to reset cardholders who have exited the APB area without swiping their cards. This will allow
them back into the APB area.

To Set All Cardholders in a selected Security Area click on the name of the Security Area in the Reset
ALL Cardholders to Security Area list that you wish to reset.

After the name is highlighted, click the button in the top Set All Cardholders section.
A message Operation Complete will display. Click OK to continue.

For an overview on Anti-Passback, see “Appendix D — Anti-Passback” on page D-1.
Set Selected Cardholders to Security Area

This function is to enable you to reset the APB of only one cardholder at a time to a selected Security Area.

This is used to allow the specified cardholder who has access to the APB Security Area to be allowed to
re-enter that area after exiting the APB area without swiping their card.

For example, if a cardholder who is in a specified Security Area left the area by tailgating behind another
cardholder and did not swipe their card upon exiting. The TOPAZ system thinks the cardholder is still in
that area. This will allow the security staff to reset that Security Area to allow reentry for that one

cardholder only.

To reset the selected cardholder to a selected Security Area click on the Cardholder Name in the Available
Cardholders list and then click on the Security Area the cardholder is to be reset to.

After the Cardholder and Security Area names have been highlighted click the iakais ] button in
the lower Set Selected Cardholder section.
A message Operation Complete will display.

For more information on Anti-Passback, see “Appendix D — Anti-Passback” on page D-1.
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Service

Panel Page

The Panel page allows you to:
* Download Panels
» Dial-up Connection
* Load Panel Program

To navigate to the Panel page, from any page within the Control pages click the Service tab button at the
top of the window, or from the Control page click the Service Function button on the right side of the
screen. The following page will display.

B Rease YA poinc Y Rolay  Yaccess Tracel] Resec APe YIERNEMN o Up s §

JESUNTEINY O:cibos 3
. Download Panels |
Field Panels
.
Dial.up Connection |
Dial-up Panels Dial-up Ports Download & Hang Up oy

Download & Stay Connected -
Break Connection - Hang Up g

Initialize - Test Modem & Serial Port e

Load Panel Program |

- w PROM File Name | T — |

Download Panels

To download all data to a selected panel, scroll through the list of pre-configured panels in the Field
Panels list and select the panel to download to by clicking on the name in the list.

Once the name is highlighted click the [ataiibEs i Download button located in the Download Panels
section to start the download of all data to the currently selected ACU panel.
A message Operation Complete will display.

NOTE: If the panel fails to download, the panel will revert to the data in the panel
before the download was started. The downloaded data will not take effect
until the entire database has been downloaded.
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Reset Panels

In the event that the field panel would require rebooting, you can select the field panel in the list and click
the Reset button. In Most cases this will eliminate the need to respond to the location of the panel to reset
it.

A message Operation Complete will display.

Dial-up Connection

To download to a dial-up panel, scroll through the list of pre-configured Dial-up Panels and select the
panel to download to by clicking on the name in the list so that it is highlighted.

Next select one of the four download options:

+ Download & Hang Up
After the download is completed the panel will Hang Up (disconnect).
+ Download & Stay Connected
After the download is completed the panel will Stay Connected (not hang up).
* Break Connection - Hang Up
This option will force the selected panel in the Dial-up Panels list to Hang Up (disconnect).
+ Initialize - Test Modem & Serial Port
This option will conduct a test of the selected computer's serial port and attached modem selected
from the Dial-up Ports list.
NOTES:

» If Initialize - Test Modem & Serial Port is selected, the Dial-up Ports list will be avail-
able to select the port to be tested. Select the port before continuing. The Dial-up Pan-
els list will not be available for the port test.

*  When using dial-up, the modem baud rate should be set to 9600 with no parity. Also, a_
Robotics Sportster external modem must be used at the host computer.

The desired option can be selected by clicking on the white circle to the right of the option. This will place a
small black dot in the circle indicating the option is selected.

Once the panel or port name is highlighted and the option is selected, click on the Call button
located to the left of the Dial-up Panels list to start the requested communication function.

A message Operation Complete will display.
Load Panel Program (Firmware Updates)

From the Field Panel list, select the panel to load.

The PROM File can be received in a number of ways, e.g., floppy disk, E-mail, or CD. Once you receive
the file it is recommended that you copy the file to the hard drive of the server and then reference the
updated file from the hard drive. Running an update from the floppy drive can be VERY slow.

It is also recommended, after updating one panel you check all the features in the updated panel to make
sure that it is functioning properly then continue updating the other panels on your system one at a time.

When typing the PROM File Name in the field you must enter the entire file path, for example,
C:\acu2024003.s19
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Enter the update file name in the field window, or click the ___ Brawse | Browse button to locate the

update file, and click the Load button located to the left of the Field Panels list to start the
program loading.

A message Operation Complete will display.
Database Page

The Database page allows you to repair a damaged database.

To navigate to the Database page, from any page within the Control pages, click the Service tab button at
the top of the window and then the Database tab button, or from the Control page click the Service
Function button on the right side of the screen, then the Database tab button. The following page will
display.

Lo TR Oabie
Database Repair
Alarm Databhase Repair g
Cardholder Database Repair -

Cardholder Database Diagnostic with APB Repair

Cardholder Database Diagnostic without APB Repair

To run one or more of the following Database Repair options, click on the white button to the right of the
desired option. This will place a black dot in the button indicating it has been selected. Only one option
may be selected and executed at a time.

NOTE: It is highly recommended that you backup your database before performing a
database repair. To backup, go to Control Page — Back Up/Restore.
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Caution:

A Since running the Alarm Database Repair or the Cardholder Database Repair pro-
grams changes files, it is important that you be experienced and properly trained in
using them. In addition, if your site has both a server and the workstation, it is sug-
gested that the repairs be done at the server. If copying of files is required, the
copying must be done at the server.

Alarm Database Repair

Checks the alarm file for integrity and sends the repaired files to the dms2 folder.
Cardholder Database Repair

Compares and rebuilds the cardholders file in dms2.

Cardholder Database Diagnostic with APB Repair

Selecting this option will check and repair the integrity of the Anti-Passback table in the dms1 folder. You
do not need to shut down TOPAZ for this.

For an overview on Anti-Passback, see “Appendix D — Anti-Passback” on page D-1.
Cardholder Database Diagnostic without APB Repair

Checks the integrity of the Anti-Passback table and displays any possible problems. This does not change
the APB status tables. No files are changed.

For more information on Anti-Passback, see “Appendix D — Anti-Passback” on page D-1.

Executing one of the repair programs

After you select the desired repair option, click on the button to start the repair diagnostic
procedure.

You should see an Operation Complete message.

If there were no database errors, you will see a message such as the following for Alarm Database Repair:

InfoGraphics TOPAZ System {Workstation Server; x|

& bkt ALARM FILES ARE NOT CORRLIPTED ##ttabatbcter
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However, if any errors in the database were present, you will see a message containing a list of the files
that need to be copied from the dms2 folder to the dms1 folder. For example, if you had some alarm point
errors in the database, you might see a message like the following:

Microsoft Internet Explorer
““““““““““ ALARM FILES ARE REBUILT [N ‘DiM5 2" s D Py
MOMPTS.DT MONPTS INA SADFOO.DT ADDFOODT FROM 'DMS2' TO

MOMPTS.DT MONPTS.INA.SADFOO.DT ADDFOODT IM ‘DMST.

This message tells you what files you have to move (copy).
If you get such a message, in order to finish the database repair you must do the following:
1. Shut down TOPAZ.
2. Bring up Windows Explorer.
3. Select the drive and folder where the TOPAZ software was installed, usually c:\TOPAZ.
4. Click on the plus sign next to the TOPAZ folder to expand its list of subfolders.
=1 Toraz

5. Select the dms2 folder. You should see a list of files such as the following:

Falders x | Mame 4 | Size | Tvpe | Modified
] SapphireProDema | | ] addfoo.de 1,025KE DT File 2{16/2004 1:14 PM
. monpts1.dt 2,050KE DT File 2/16/2004 1:14 PM
manpksl.in 392KE INXFile  2/16/2004 1:14 PM
sadfo0.dt 1,025KB DT File 2/16§2004 1:14 PM

If you don’t see a list with filenames and dates as shown above, select View and then Details.
The files listed should correspond to the files in the TOPAZ message.

Double-click on the ‘Modified’ title to sort the files by date and time.

© ® N o

Select the files with the most current date and time under ‘Modified’ by pressing and holding
the SHIFT key, clicking on the top ‘Name’, then clicking on the last name with that same date
and time. (This is to select only the most recently repaired files).

10. Select Edit and then Cut.

11. Select the dms1 folder to open its folder icon.

12. Select Edit and then Paste.

13. You should see a Windows Confirm File Replace dialog box. Select Yes to All.

14. This completes the moving of files from dms2 to dms1. You may now close Windows Explorer
by selecting File and then Close.

15. Restart TOPAZ.

This completes the database repair(s) you have selected.
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Back Up \ Restore Database Page

* Back Up Database
* Restore Database

The Back Up/Restore page will allow you to back up and restore programs and data files.

To navigate to the Back Up\Restore page, from any page within the Control pages click the Back
Up\Rest. tab button at the top of the screen, or from the main Control Page click on the Back Up\Restore
button on the right side of the screen. The following page will display.

| Reader Y Aarm Poinc § _ Relay _YAccess Tracel Resec APB Y service  JLIMVILINN

Back Up to Drive ICZ 'l

Back Up - Reset Logfile Back Up - Don't Reset Logfile

Restore From Drive ICZ be

The top portion of the page is for backing up data and the bottom portion is for restoring data.
Back Up Database

It is recommended that you back up your database on a regular basis. If you encounter a problem and
need to restore your database, the restoring can only go back as far as your last backup. There are two
options for doing the backup. Either the Logfile can be Reset allowing new data to be written over the old
data or the Lodgfile is not Reset and new data is added to the end of the file.

Back Up to Drive
1. Enter the Drive letter for the location where the files are to be backed up. (Zip, Jaz, etc.).

2. After selection has been made:

1. If you want to Reset the log, click the button to start the

backup process.

2. If you do not want to Reset the log, click the button to start the

backup process.
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3. One of the following messages should display:

+ If Operation Complete is displayed, then no further changes are needed.
+ If the message Operation Failed is displayed one of the following has occurred.
» Adrive letter was not entered into the drive field.

* The drive was not ready yet. IF using a zip drive you may not have a cartridge
inserted.

Check all field selections, make corrections, and try to execute the backup again.

Restore Database

Caution:

Restoring the database will require the system to be rebooted and may interfere
with daily activities.

NOTE: Because the server must be rebooted, it is recommended that the restore be
done at the server.

Restore From Drive

Enter the Drive Letter that the files will be restored from (Zip, Jaz, etc.).

After all selections have been made click the Mo button located in the Restore Database
section to start the restore process.

When the selected file(s) have been restored a message Restart the Workstation will display.

InfoGraphics TOPAZ System {Workstakion Se T e |

& Restart The Warkstation

Click OK to continue.

NOTE: You will get the message Restart the Workstation even if you are restoring
from the server.

Shutdown and restart TOPAZ.
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Chapter 5

Status Button

The Status button allows you to check the status on the following.

* Field Panel

* Reader

* Alarm Point

*  Output Relay

To navigate to the Status page, click on the Status button in the left main toolbar. The following

screen will display.

| Field Panel

| Reader

| Alarm Point

- Output Relay

Click on the m button next to the name of the type of device (Field Panel, Reader, etc.) for which you
wish to check the status.

While viewing any one of the status screens, you can refresh the screen by click the tab for the screen
selecting it again.
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Field Panel Status Page

The Field Panel Status page allows you to check the status of any configured Field Panel (SCP Device) in
the system.

To navigate to the Field Panel Status page click on the f! button next to Field Panel on the main

Status page, or click the Panel tab button at the top of the window while in any Status page. The following
page will display.

3 Status (Tuesday, February 17, 2004 7:09:43 AM) - Microsoft Internet Explorer

Flash Rars Addr Serial Status

Tnactive

Name Version

Graslite Man

: Print

To check the status of a panel scroll through the list of pre-configured panels until the name of the desired
panel appears in the list.

The color of the text for the panel shows the status of the panel. The color definitions are listed below.

Status Color
Panel On-line Black
Panel Off-line Magenta
NOTE: The status of the panel may also be checked on the Panel Control page.
If you want to print the contents of the Status window, click on the Print button at the bottom
of the page.
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Reader Status Page

The Reader Status page allows you to check the status of any configured reader in the system.

To navigate to the Reader Status page click on the f! button next to Reader on the main Status page
or click the Reader tab button at the top of the window while in any Status page. The following page will
display.

Name State Forced Held

BACKE DOOR Off-line
LOBBY DOOR

Tamper

Status- ' | :

| "["I Iyt

Print

To check the status of a reader scroll through the list of configured readers until the name of the reader
appears in the list.

The color of the text for the reader name shows the status of the reader. The color definitions are listed
below.

Status Color
System Control Black
Unlocked Red
Momentary Unlock (Not shown)
Locked Green
NOTE:  The status of readers may also be checked on the Control / Reader page.
If you want to print the contents of the Status window, click on the Print button at the

bottom of the page.
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Alarm Point Status Page

The Alarm Point Status page allows you to check the status of any configured Alarm Point in the TOPAZ
system.

To navigate to the Alarm Point status page click on the m button next to Alarm Point on the main
Status page or click the Alarm Point tab button at the top of the window while in any Status page. The
following page will display.

/3 status (Tuesday, February 17, 2004 7:12:31 AM) - Microsoft Internet Explorer

Panel Category Status

ACU 1-LOW BATT Gaslite Man SYSTEM Systemn Input 12 Offline

ACT 1-POWER Gaglite Ilain SYSTEM System Input 13 Offline

ACT 1-TAMPER Gaglite Main SYSTEM System Tamper 14 Offline

| BACE DOOR-IC (Giaslite TWlaim SYSTEM. Tioor Clontart Ciffline
TR

To check the status of an alarm point scroll through the list of configured alarm points until the name of the
alarm point you are looking for appears in the list.

The color of the text for the alarm point name shows the status of the alarm point. The color definitions are
listed below.

Status Color
Masked Blue

Secure Green
Alarm Red

Open Peach
Short Peach
Ground Peach
Circuit Fault Peach

NOTE: The status of Alarms may also be checked on the Control / Alarm Point page.
If you want to print the contents of the Status window, click on the Print button at the

bottom of the page.
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Relay Status Page

The Relay Status page allows you to check the status of any configured output relay in the TOPAZ
system.

To navigate to the Relay Status page click on the m button next to Output Relay on the main Status
page or click the Relay tab button at the top of the window while in any Status page. The following page will
display.

Name Panel
DEMOC EELATY O Graslte Main SYSTEM Cffline
DEMO EELAY 1 Gaslite Main
DEMOERELAY 2 Gaglite Main
| TEMO RELAY 3 _Graslite. TWain

To check the status of an output relay scroll through the list of pre-configured output relays until the name
of the output relay you are looking for appears in the list.

The color of the text for the output relay name shows the status of the relay. The color definitions are listed
below.

Status Color
De-Energize Black
Energize Red
Pulse Output (Not shown)
NOTE: The status of relays may also be checked on the Control / Relay page.
If you want to print the contents of the Status window, click on the Print button at the

bottom of the page.
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Chapter 6

Reports Button

A large selection of reports is available within the system Reports pages that can provide administrators
with a display or printouts on cardholders, employees, events, alarms, and system configuration. Reports
are available for:

+ Cardholder Database

» System Setup

* Recall Events

* Alarm History

+ Employee Report

To navigate to the Reports pages, click the - Report button in the main navigation toolbar at the

left side of the browser screen. The following screen will display.

Cardholder Database

‘. System Setup

] Recall Events

| Alarm History

.‘ Employee Report

Navigate to the desired reports type by clicking on the corresponding r‘ Navigation Button next to
the report type desired.
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Cardholder Database Reports Page

The Cardholder Database Reports page can output a wide range of information on any cardholder in the
system. You can select a variety of options to customize the report.

To navigate to the Cardholder Database Reports page, from any page within the Reports pages click on
the Cardholders tab button at the top of the window, or from the main Reports page click on the
Cardholder Database button on the right side of the screen. The following page will display.

| Cahotiors ETTINCIN (EIET, I, ETETER

m Display Report ‘o
Nake = Output To File *
W Output File Name

Print Report -

Run Report

Il oanl

Cancel Report

Suppress PIN (Yes/No)

Select Yes if the report is to suppress the cardholder's PIN number (default is Yes). If Yes is selected the
PIN will not be shown on the report.

Include Access Auth. (Yes/No)

Select Yes if the report is to include access authorization (default is No). If Yes is selected, then the
Security Areas the cardholder is authorized for will be shown on the report.

Include User Def Fields (Yes/No)

Select No if the Custom Fields will not be included in the report (default is No). If the additional custom
fields should be in the report, change this to Yes.

List by Security Area

Select the Security Area from the list that you wish the cardholders to be recalled for. Only cardholders
who are authorized for the selected area will be included in the report.

Sort Records By

Select how the report is to sort the data. The options are listed below. Only one of the four options can be
selected.
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» Cardholder Number - Cardholder will be reported in order of Card Numbers.

+ Cardholder Name - Cardholder will be reported in order of Cardholder Name.

+  Employee Number - Cardholder will be reported in order of Employee number.

+ Card Serial Number - Cardholder will be reported in order of Card Serial Numbers.

Output Report

There are three ways to output the report.

+ Display Report (default) - Will display on the Workstation monitor.
*  Print Report — Will be sent to the report printer.

*  Output To File - Will save the report into the file name specified in the Output File
Name field. This saves the report results in a file for later use outside of TOPAZ.

Select one of the above output options by clicking on the white dot to the right of the selection. This will
place a black dot inside the white one activating the selection.

Output File Name

If you selected Output to File, enter the name of the file to contain the report information. The Output File
Name can be up to 64 characters with no punctuation or spaces. For example, you can type in "Myreport"
and the report will be saved into the file named Myreport in the directory where TOPAZ was installed. The
format of the report files is always plain text and can be opened in Notepad.

Run Report

To send the report to the destination you specified above (display, printer, or file), click the

Run Report button in the bottom right corner of the page.
A message Report Completed will display, with the number of records printed. Click OK to continue.

Cancel Report
To stop the report or when you have finished viewing the report on the monitor, click the

Cancel Report button. This will cancel the operation and return to the report screen. If no report is
displaying and you click on the Cancel button, it will return to the Reports page.
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A report for one typical cardholder is shown below:

.'I_-_!-. Lo
b rs
CARDHOLDER DATA BASE OUTPUT
CARDHOLDER INFORMATION

CARD #:1234-5675-000012345¢6 CARD SERIAL #: 00000011

CLARDHOLDER MAME: Aberdeen, 3chuyler R

EMPLOYEE NUMEER:123456 PHOTD FILE : 0000001FP.JPG

IS3UE/HIRE DATE: 04/02/13 DEPARTMENT : A7E

TELEFHONE EXT: 000271 LAST DALTE CHAWNGED: 04/02/17 _—

EMERGENCY CCONTACT: John Aberdeen EMERGENCY PHONE: 555-121:Z2

CONTACT RELATICOWIHIFP: Father

VEHICLE LICEN3IE: 1CDLZ34 STATE: CL

JOCTIAL SECURITY WNUMEER: 555-12-3456
SUPERVIZOR: George 3Schults

CARDHOLDEER INFORMATION

CARD #:1234-5675-0000645312 CARD SERIAL #: 00000014

CLRDHOLDER MNAME: EBogata, Janet I

EMPLOYEE NUMEER:645312 PHOTD FILE

IS3UE/HIRE DATE: 04/02/16 DEPALARTMENT

TELEFHONE EXT: 000000 LAST DALTE CHAWNGED: 04/02/16

EMERGENCY CCONTACT: EMERGENCY PHCNE: ‘:J
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System Setup Report Page

This group of reports provides all the information on how a particular site is configured. After the system
has been configured and all data is entered, you can run reports and generate lists on each of the setup
items.

The following reports are available:

* Field Panel + Time Schedule * Instructions

* Holidays + Alarm Point +  Serial Port

* Relay * Access Events *  Operator Type
+ Elevator »  Security Area + Capabilities

*  Access Group * Reader

To navigate to the System Setup Report page, from any page within the Reports pages click on the
System Setup tab button at the top of the page, or from the main Reports page click on the System Setup
button on the right side of the screen. The following page will display.

NOTE: The Field Panel page will display as the default.

&|Fulﬂl’aﬂd\ Reader % Alarm Point §
Security Areal§ Access Grp. § Time Sched. § Hoalidays '
W Elevator

Field Panels

Display Report o
Print Report -
Output To File -

Output File Name

Run Report

1T fee

Cancel Report
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Field Panel Setup Report

The Field Panel Setup Report provides all the information on how the field panels are configured/setup in
the system.

To navigate to the Field Panel Setup Report page, from any page within the Reports pages click on the
System Setup tab button in the top navigation bar. The following page will display.

Field Panels

Display Report o
.
Output To File s

Qutput File Name

Run Report
Cancel Report

Output Report

There are three ways to output the report.

» Display Report (default) - Will display on the Workstation monitor.

*  Print Report - Will be sent to the report printer.

*  Output To File - Will save the report into the file name specified in the Output File
Name field. This saves the report results in a file for later use outside of TOPAZ.

Select one of the above output options by clicking on the white dot to the right of the selection.
Output File Name

If you selected Output to File, enter the name of the file to contain the report information. The Output File
Name can have up to 64 characters. For example, you can type in "Myreport" and the report will be saved
into the file named Myreport in the directory where TOPAZ was installed. You may enter a path with the file
name, for example, “c:\reports\Myreport”. The format of the report files is always plain text that can be
opened in Notepad.
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Run Report

To send the report to the destination you specified above (display, printer, or file), click the

Run Report button in the bottom right corner of the screen.
A message Report Completed will display, with the number of records printed. Click OK to continue.

Cancel Report

To stop the report or when you have finished viewing the report on the monitor, click the
Cancel Report button. This will cancel the operation and return to the report screen. If no report is
displaying and you click on the Cancel button, it will return to the Reports page.

=
FIELD PANEL DEVICE CONFIGURATICH
PANEL NALME: Gaslite Main
TENANT (PARTITICN) NALME:
PANEL LOGICAL NUMEEER: 1
PANEL ACTIVATED: [ND ] DATA ENCEYPTICH: [N ]
DIALUP DEVICE (Y/I): [HO ]
SERVER COM PORT NUMEER: 1
PANEL POLLING ADDE: oo PANEL SERIALL WNUMEER: u}
PANEL TYPE: ACU-2
PANEL POLLING DELATY: u]
PANEL DESCRIPTICN: Gaslite Publishing Main ACUZX panel
ELEVATOR OPERATICH (T OR M) [ ]
EXPANIICON MODULE
ADE 4 PORT 1 MODULE [UNMDEFINED]
ADE 5 PORT 1 MODULE [UNMDEFINED]
ADR & PORT 1 MODULE [UNDEFINED]
ADER 7 PORT 1 MODULE [UNDEFINED]
END OF REFORT
=l
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Reader Setup Report

The Reader Setup Report provides all the information on how the readers are configured/setup in the
system.

To navigate to the Reader Setup Report page, from any page within the System Setup report pages click
on the Reader tab button in the top navigation bar. The following page will display.

Display Report o

Reader Setup
Print Report -

All Readers? [ves ] Output To File o

Run Report

Il dant

Cancel Report

All Readers?

If Yes is selected, all readers will be listed on the report. If No is selected, then a reader must be selected
from the drop-down list under Reader Name.

Reader Name

From the drop-down list of pre-configured readers, scroll through and select the reader to be recalled in the
report by clicking on the Reader Name.

Output Report
There are three ways to output the report.

» Display Report (default) - Will display on the Workstation monitor.

*  Print Report - Will be sent to the report printer.

*  Output To File - Will save the report into the file name specified in the Output File
Name field. This saves the report results in a file for later use outside of TOPAZ.

Select one of the above output options by clicking on the white dot to the right of the selection. This will
place a black dot inside the white one activating the selection.
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Output File Name

If you selected Output to File, enter the name of the file to contain the report information. The Output File
Name can have up to 64 characters. For example, you can type in "Myreport" and the report will be saved
into the file named Myreport in the directory where TOPAZ was installed. You may enter a path with the file
name, for example, “c:\reports\Myreport”. The format of the report files is always plain text and can be
opened in Notepad.

Run Report

To send the report to the destination you specified above (display, printer, or file), click the

Run Report button in the bottom right corner of the browser window.

A message Report Completed will display, with the number of records printed. Click OK to continue.
Cancel Report

To stop the report or when you have finished viewing the report on the monitor, click the

Cancel Report button. This will cancel the operation and return to the report screen. If no report is
displaying and you click on the Cancel button, it will return to the Reports page.

Below is a sample of a displayed report for Reader Setup.

r‘- = =
I

READER CONFIGURATION

READER NLME: BACE DOOR READER NUMEEER: O DEVICE: Gaslite Main
MESSAGE WORESTATIOMN: 1 SECURITY AREAL: 3YITEHM
DOOR STRIKE TIME: 5 3EC HELD ©OPEN TIMER: 15 3EC
EEYPAD AVALILABLE: INo EEYPAD ALCCE33 DIGITI: O

READER DESCRIPTICH:

TIME ZCWE: NEVEER

BEEGINMING ACTION: Access, No Eeypad
ENDING ACTION: Access, No EKeypad

FALIL SAFE LOCKE (T/N) [Ho ] |
EXTEND DOOR HELD CPEN ON REQUEST TO EXIT (Y/HM) [Ho ]
ALLOW COMNE MINUTE HELD OFPEMN ALARM GRACE FERICD (Y/M) [Ho ]
LOCE DOOR AFTER DOOR CLOZES (YT/M) [Ho ]
MASE LOCK MONITOR DURING WALID(V/IM) [Ho ]
MAG LOCK BOND SENIOR(YT/HM) [Ho ]
OPERALTE DOCR STRIKE WHEMN EXIT PUSH BEUTTON USED (T/N) [TE3]

EXIT PUSH BUTTON ZOMNE: DEFLULT

DOOR CONTLCT ZONE: DEFAULT

DOOR STRIEKE RELAY MNUMEER: 16

DUORESS VIDEQ 3WITCHEER ALARM NUMEEER: O
READER FORMAT: WIEGAMND,=26 OR 37 BIT
VARILELE CARD FORMAT #: O
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Alarm Point Setup Report

The Alarm Point Setup Report tells how Alarm Points are configured/setup in the system.

To navigate to the Alarm Point Setup Report page, from any page within the System Setup pages click
on the Alarm Point tab button in the top navigation bar. The System Setup report pages will display.

Display Report ‘o
Alarm Point Setup
Print Report -
. o

Output To Fil
All Alarm Points? IYBS 'i
Alarm Point Name ki

Cancel Report

Alarm Points?

If Yes is selected, all Alarm Points will be listed on the report. If No is selected, then an alarm point must
be selected from the drop-down list under Alarm Point Name.

Alarm Point Name

From the drop-down list of pre-configured alarm points, scroll through and select the alarm point to be
recalled in the report by clicking on the Alarm Point Name.

Output Report
There are three ways to output the report.

+ Display Report (default) - Will display on the Workstation monitor.
*  Print Report - Will be sent to the report printer.

*  Output To File - Will save the report into the file name specified in the Output File
Name field. This saves the report results in a file for later use outside of TOPAZ.

Select one of the above output options by clicking on the white dot to the right of the selection. This will
place a black dot inside the white one activating the selection.

Output File Name

If you selected Output to File, enter the name of the file to contain the report information. The Output File
Name can have up to 64 characters. For example, you can type in "Myreport" and the report will be saved
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into the file named Myreport in the directory where TOPAZ was installed. You may enter a path with the file
name, for example, “c:\reports\Myreport”. The format of the report files is always plain text and can be
opened in Notepad.

Run Report

To send the report to the destination you specified above (display, printer, or file), click the

Run Report button in the bottom right corner of the browser window.

A message Report Completed will display, with the number of records printed. Click OK to continue.
Cancel Report

To stop the report or when you have finished viewing the report on the monitor, click the

Cancel Report button. This will cancel the operation and return to the report screen. If no report is
displaying and you click on the Cancel button, it will return to the Reports page.

Below is a sample of part of a displayed report for Alarm Point Setup.

{1 A 5l |
it
|
READER CONFIGURALATICON
READER NALME: BACE DOOR READER NUMEER: O DEVICE: Gaslite Main
MESSAGE WORKITATICN: 1 SECURITY AREL: 3IYITEHM
DOOR STRIKE TIME: 5 3EC HELD OPEN TIMER: 15 IEC
KEYPAD AVAILAELE: No KEYPAD ALCCE33 DIGITS: O
READER DESCRIPTICHN:
TIME ZONE: NEVER
BESINMING LCTION: Access, Mo Keypad
ENDING LCTICON: Access, Mo Keypad
FAIL SAFE LOCE (Y/M) [Wo ] |
EXTEND DOOR HELD OPEM CN REQUEST TO EXIT (Y/H) [Wo ]
ALLOW ONE MINUTE HELD OPEN ALARM SREACE PERIOD(Y/M) [Wo ]
LOCKE DOOR AFTER DOOR CLOSES (Y/M) [Wo ]
MASK LOCE MONITOR DURING VALID(Y/M) [Wo ]
MLG LOCE BOND 3IENSOR(Y/M) [Wo ]
OPERATE DOOR ZTRIEE WHEN EXIT PUSH BUTTOMN UIED (Y/M) [TE3]

EXIT PUSH BUTTCN ZOWE: DEFALULT

DOOR CONTALACT ZONE: DEFAULT

DOOR STRIKE RELAY WUMEER: 16

DORESS VIDEQ 3WITCHEER ALARM NUMEBEER: O
READER FORMAT: WIEGAND,=26 OR 37 BIT
VARILELE CARD FORMAT #: 0O
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Relay Setup Report

The Relay Setup Report tells how relays are configured/setup in the system.

To navigate to the Relay Setup Report page, from any page within the System Setup pages click on the
Relay tab button in the top navigation bar. The following page will display.

Relay Setup Display Report W

Output To File s

The report will list all configured relays.
Output Report

There are three ways to output the report.

+ Display Report (default) - Will display on the Workstation monitor.

*  Print Report - Will be sent to the report printer.

*  Output To File - Will save the report into the file name specified in the Output File
Name field. This saves the report results in a file for later use outside of TOPAZ.

Select one of the above output options by clicking on the white dot to the right of the selection. This will
place a black dot inside the white one activating the selection.

Output File Name

If you selected Output to File, enter the name of the file to contain the report information. The Output File
Name can have up to 64 characters. For example, you can type in "Myreport" and the report will be saved
into the file named Myreport in the directory where TOPAZ was installed. You may enter a path with the file
name, for example, “c:\reports\Myreport”. The format of the report files is always plain text and can be
opened in Notepad.
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Run Report

To send the report to the destination you specified above (display, printer, or file), click the

Run Report button in the bottom right corner of the browser window.

A message Report Completed will display, with the number of records printed. Click OK to continue.
Cancel Report

To stop the report or when you have finished viewing the report on the monitor, click the

Cancel Report button. This will cancel the operation and return to the report screen. If no report is
displaying and you click on the Cancel button, it will return to the Reports page.

Below is a sample of part of a displayed report for Relay Setup.

RELAY CONFIGURATION

RELAY NAME: DEMO RELALY O RELAY #: u]
PANEL NAME: Gaslite Main

RELAY ACTIOW SCHEDULE: MNEVER

BEEGIN ACTICN: Actiwvate

END ACTICH : Deactivate

DESCRIPTICN

CONTROLLED BY ALARM POINT: NO

RELAY NAME: DEMC RELALY 1 RELAY #: 1
PANEL NAME: Gaslite Hain

RELAYT ACTICW SCHEDULE: MNEVER

BEEGIN ACTION: Actiwvate

END ACTION : Deactivate

DESCEIPTICN

CONTROLLED BY ALARM POINT: NO

RELAY NAME: DEMO RELAY 2 RELALY #: 2

PANEL MAME: Gaslite Hain

RELAY ACTION SCHEDULE: NEVER

BEGIN ACTION: Activate

END ACTION : Deactivate |
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Serial Port Setup Report

The Serial Port Setup Report recalls how Serial Ports are configured/setup in the system.

To navigate to the Serial Port Setup Report page, from any page within the System Setup pages click on
the Serial Port tab button in the top navigation bar. The following page will display.

Output To File s

The report will list all configured serial ports.
Output Report
There are three ways to output the report.
+ Display Report (default) - Will display on the Workstation monitor.

*  Print Report - Will be sent to the report printer.

*  Output To File - Will save the report into the file name specified in the Output File
Name field. This saves the report results in a file for later use outside of TOPAZ.

Select one of the above output options by clicking on the white dot to the right of the selection. This will
place a black dot inside the white one activating the selection.

Output File Name

If you selected Output to File, enter the name of the file to contain the report information. The Output File
Name can have up to 64 characters. For example, you can type in "Myreport" and the report will be saved
into the file named Myreport in the directory where TOPAZ was installed. You may enter a path with the file
name, for example, “c:\reports\Myreport”. The format of the report files is always plain text and can be
opened in Notepad.
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Run Report

To send the report to the destination you specified above (display, printer, or file), click the

Run Report button in the bottom right corner of the browser window.

A message Report Completed will display, with the number of records printed. Click OK to continue.
Cancel Report

To stop the report or when you have finished viewing the report on the monitor, click the

Cancel Report button. This will cancel the operation and return to the report screen. If no report is
displaying and you click on the Cancel button, it will return to the Reports page.

Below is a sample of a displayed report for Serial Port Setup.

L

2]
SERILL PORT CONFIGURATION

PORT MNUMEEER.: 1

PORT COMNMECTICN: SCP

PORT IN-SERVICE: [ ]

BELUD RATE SELECTICI: [ 300 ]

PLARITY SELECTICIN: [EVEN]

END OF SERILL PORT CONFIGURATICH REFPORT
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Security Area Setup Report

The Security Area Setup Report recalls how Security Areas have been setup.

To navigate to the Security Area Setup Report page, from any page within the System Setup pages click
on the Security Area tab button in the top navigation bar. The following page will display.

Elevator § Op. Type 9

Security Area Setup

All Security Areas? IYes 'l
Security Area Name

Qutput To File -

All Security Areas?

If Yes is selected, all Security Areas will be listed on the report. If No is selected, then a security area
must be selected from the drop-down list under Security Area Name.

Security Area Name

From the drop-down list of pre-configured security areas, scroll through and select the security area to be
recalled in the report by clicking on the Security Area Name.

Output Report

There are three ways to output the report.

» Display Report (default) - Will display on the Workstation monitor.
*  Print Report - Will be sent to the report printer.

*  Output To File - Will save the report into the file name specified in the Output File
Name field. This saves the report results in a file for later use outside of TOPAZ.

Select one of the above output options by clicking on the white dot to the right of the selection. This will
place a black dot inside the white one activating the selection.

Output File Name

If you selected Output to File, enter the name of the file to contain the report information. The Output File
Name can have up to 64 characters. For example, you can type in "Myreport" and the report will be saved
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into the file named Myreport in the directory where TOPAZ was installed. You may enter a path with the file
name, for example, “c:\reports\Myreport”. The format of the report files is always plain text and can be

opened in Notepad.

Run Report

To send the report to the destination you specified above (display, printer, or file), click the
Run Report button in the bottom right corner of the browser window.

A message Report Completed will display, with the number of records printed. Click OK to continue.

Cancel Report

To stop the report or when you have finished viewing the report on the monitor, click the
Cancel Report button. This will cancel the operation and return to the report screen. If no report is
displaying and you click on the Cancel button, it will return to the Reports page.

Below is a sample of a displayed report for Security Area setup.

[|iREL:
TENANT (PARTITICHN) HAME:
PASSWORD PROTECTICH:
ANTI-PASSEACE (T/N):
AREXL LOADING (T/M):

MAY OCCUPANCY (0-32767):
DIALL UP (T/H):

TIME DELALY FOR REENTRY:
FEYPAD MASKING ALLOWED:
AREXL SECURED SCHEDULE :
AREXL DESCRIPTICH:

AREL:
TENANT (PARTITICHN) MAME:
PASSWORD PROTECTICH:
ANTI-PASSEACE (T/N):
AREXL LOADING (T/M):

MAY OCCUPANCY (0-32767):
DIALL UP (T/H):

TIME DELALY FOR REENTRY:
FEYPAD MASKING ALLOWED:
AREXL SECURED SCHEDULE :
AREXL DESCRIPTICH:

AREL:
TENANT (PARTITICHN) HAME:
PASSWORD PROTECTICH:
ANTI-PASSEBACE (T/N):

GE Security

JECURITY ALREL CONFIGURATICI

[LCCOUNTING ]
[ 1

[ND ] PUELIC ACCESS:

[TEZ]

[ND ] TWO-MAN MIN ACCESIS (Y/M):
u] CURRENT OCCUPAMNCY:

[MD ]

30 HMinutes

[ND ] ALARM MASKING DELAY:

[ 1

[Finance Office

[MFG OFFICE ]

[ 1

[ND ] PUELIC ACCESS:

[TEZ]

[ND ] TWO-MAN MIN ACCESIS (Y/M):
u] CURRENT OCCUPAMNCY:

[MD ]

30 HMinutes

[ND ] ALARM MASKING DELAY:

[ 1

[Manufacturing Ldministration

[STSTEN ]

[ 1
[HO ] PUELIC ACCESS:

[Ho ]

February 2, 2005

[Ho ]

[Ho ]

a Z3econds

[Ho ]

[Ho ]

a Z3econds

[Ho ]
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Access Groups Setup Report

The Access Group Setup Report recalls how Access Groups have been setup.

To navigate to the Access Group Setup Report page, from any page within the System Setup pages
click on the Access Grp. tab button in the top navigation bar. The following page will display.

Display Report o
Access Group Setup
Print Report .

Qutput To File "

OQutput File Name

Run Report

Cancel Report

10 dee

| Quick Start |

I % (’\ .I

The report will list all access groups.
Output Report
There are three ways to output the report.
» Display Report (default) - Will display on the Workstation monitor.

*  Print Report - Will be sent to the report printer.

*  Output To File - Will save the report into the file name specified in the Output File
Name field. This saves the report results in a file for later use outside of TOPAZ.

Select one of the above output options by clicking on the white dot to the right of the selection. This will
place a black dot inside the white one activating the selection.

Output File Name

If you selected Output to File, enter the name of the file to contain the report information. The Output File
Name can have up to 64 characters. For example, you can type in "Myreport" and the report will be saved
into the file named Myreport in the directory where TOPAZ was installed. You may enter a path with the file
name, for example, “c:\reports\Myreport”. The format of the report files is always plain text and can be
opened in Notepad.
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Run Report

To send the report to the destination you specified above (display, printer, or file), click the

Run Report button in the bottom right corner of the browser window.

A message Report Completed will display, with the number of records printed. Click OK to continue.
Cancel Report

To stop the report or when you have finished viewing the report on the monitor, click the

Cancel Report button. This will cancel the operation and return to the report screen. If no report is
displaying and you click on the Cancel button, it will return to the Reports page.

Below is a sample of a displayed report for Access Group Setup.

ACCESS GROUP CONFIGURATION

OUTPUT GROUP 3 GROUP WNAME [Secretarial Pool 1
=38 TZ A TZ

ACCOUNTING 3 - Business Hr=s 1 MFs OFFICE 3 - Business Hr=s 1
OUTPUT GROUP 4 GROUP WAME [Executive Officers 1
=38 TZ =38 TZ

3T3TEHN Llways ACCOUNTING Llways

MFG OFFICE Llways

END OF ALCCE33 GROUP CONFIGURLTICH

GE Security February 2, 2005 6-19



TOPAZ Software User Guide

Time Schedule Setup Report

The Time Schedule Setup Report recalls how Time Schedules have been setup.

To navigate to the Time Schedule Setup Report page, from any page within the System Setup pages
click on the Time Sched. tab button in the top navigation bar. The following page will display.

Time Schedule Setup
All Time Schedules? IYes -

Display Report o

Print Report -

Output To File s

Time Schedule Name

Output File Name

Run Report

Cancel Report

Il oaat

All Time Schedules?

If Yes is selected, the drop-down list of configured time schedules will disappear and all configured Time
Schedules will be listed on the report.

If No is selected, then a time schedule must be selected from the drop-down list under Time Schedule
Name.

Time Schedule Name

From the drop-down list of pre-configured Time Schedules, scroll through and select the Time Schedule
to be recalled in the report by clicking on the Time Schedule Name.

Output Report

There are three ways to output the report.

+ Display Report (default) - Will display on the Workstation monitor.

*  Print Report - Will be sent to the report printer.

*  Output To File - Will save the report into the file name specified in the Output File
Name field. This saves the report results in a file for later use outside of TOPAZ.

Select one of the above output options by clicking on the white dot to the right of the selection. This will
place a black dot inside the white one activating the selection.
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Output File Name

If you selected Output to File, enter the name of the file to contain the report information. The Output File
Name can have up to 64 characters. For example, you can type in "Myreport" and the report will be saved
into the file named Myreport in the directory where TOPAZ was installed. You may enter a path with the file
name, for example, “c:\reports\Myreport”. The format of the report files is always plain text and can be
opened in Notepad.

Run Report

To send the report to the destination you specified above (display, printer, or file), click the

Run Report button in the bottom right corner of the browser window.

A message Report Completed will display, with the number of records printed. Click OK to continue.
Cancel Report

To stop the report or when you have finished viewing the report on the monitor, click the

Cancel Report button. This will cancel the operation and return to the report screen. If no report is
displaying and you click on the Cancel button, it will return to the Reports page.

Below is a sample of part of a displayed report for Time Schedule setup.

Ao e =l )
TIME SCHEDULE el
SCHEDULE MNAME 3TART TIME ENDI» TIMNE ARCTIVE ON DAY HOLIDAY
Busines=s Hrs 1 Q&:00 15:00 .MTUWTF.
Busines=z Hrs 2 a7:0o 1g:00 .MTUWTF.
Business Hrs 3 as:0o 17:00 .MTUWTF.
0ff Hours 1 Qao:=0o 05:59 .MTUTF.
15:00 23:59 .MTUTF.
Off Hours 2 ao:oo 0&:59 .MTUWTF.
1&6:00 23:59 .MTUWTF.
Off Hours 3 ao:0oo 07:59 .MTUWTF.
17:00 Z23:59 .MTUWTF.
Weekend,/Holiday ao:oo 23:59 Samaaa 3 12
Swing Shift 15:00 23:00 .MTUTF.
Third 3hift 3 ao:oo 0&:59 .MTUWTF.
Z23:00 23:59 .MTUWTF.
Lunch 12 :00 15:00 .MTUWTF.
4

GE Security February 2, 2005 6 — 21



TOPAZ Software User Guide

Holiday Setup Report

The Holiday Setup Report recalls how Holidays have been setup.

To navigate to the Holiday Setup Report page, from any page within the System Setup pages click on
the Holiday tab button in the top navigation bar. The following page will display.

Holiday Setup Display Report o

Qutput To File re

Quick Start

The report will list all configured Holidays.
Output Report
There are three ways to output the report.

» Display Report (default) - Will display on the Workstation monitor.

*  Print Report - Will be sent to the report printer.

*  Output To File - Will save the report into the file name specified in the Output File
Name field. This saves the report results in a file for later use outside of TOPAZ.

Select one of the above output options by clicking on the white dot to the right of the selection. This will
place a black dot inside the white one activating the selection.

Output File Name

If you selected Output to File, enter the name of the file to contain the report information. The Output File
Name can have up to 64 characters. For example, you can type in "Myreport" and the report will be saved
into the file named Myreport in the directory where TOPAZ was installed. You may enter a path with the file
name, for example, “c:\reports\Myreport”. The format of the report files is always plain text and can be
opened in Notepad.
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Run Report

To send the report to the destination you specified above (display, printer, or file), click the

Run Report button in the bottom right corner of the browser window.

A message Report Completed will display, with the number of records printed. Click OK to continue.
Cancel Report

To stop the report or when you have finished viewing the report on the monitor, click the

Cancel Report button. This will cancel the operation and return to the report screen. If no report is
displaying and you click on the Cancel button, it will return to the Reports page.

Below is a sample of part of a displayed report for Holiday setup.

HOLIDAY TAELE ENTRIES ;I
DLTE HOLIDAY TYPE
i

2004/05/31 Memorial Day Losicioimiinia
2004707705 Independance Day Losicicimiinia
2004/09/06 Labor Day:  ~  gsdisciic
2004/11/25 Thanksgiving Day p RSO
z004/11/z26 Day Lfrer TD BRI

EWD ©OF REPORT, Z HOLIDAY(S) PFURGED FROM DATLELSE
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Instruction Message Setup Report

The Instruction Message Setup Report recalls how Instruction Messages have been setup.

To navigate to the Instruction Message Setup Report page, from any page within the System Setup
pages click on the Instruction Messages tab button in the top navigation bar. The following page will
display.

O FicidPanc ] Reader §Alarm Point ] Relay W Serial Port §
Security Area] Access Grp.§ Time Sched. ml In:t.rucx.lons'ﬁ

Elevator

Display Report

E I+
Instruction Message Setup Print Report o
. o

Output To File
All Instruction Messages? IYES 2
Qutput File Name
Instruction Message Name

Run Report
Cancel Report

All Instruction Messages?

If Yes is selected, all Instruction Messages will be listed on the report. If No is selected, then an
Instruction Message must be selected from the drop-down list under Instruction Message Name.

Instruction Message Name

From the drop-down list of pre-configured Instruction Messages, scroll through and select the Instruction
Message to be recalled in the report by clicking on the Instruction Message Name.

Output Report
There are three ways to output the report.

+ Display Report (default) - Will display on the Workstation monitor.

*  Print Report - Will be sent to the report printer.

*  Output To File - Will save the report into the file name specified in the Output File
Name field. This saves the report results in a file for later use outside of TOPAZ.

Select one of the above output options by clicking on the white dot to the right of the selection. This will
place a black dot inside the white one activating the selection.
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Output File Name

If you selected Output to File, enter the name of the file to contain the report information. The Output File
Name can have up to 64 characters. For example, you can type in "Myreport" and the report will be saved
into the file named Myreport in the directory where TOPAZ was installed. You may enter a path with the file
name, for example, “c:\reports\Myreport”. The format of the report files is always plain text and can be
opened in Notepad.

Run Report

To send the report to the destination you specified above (display, printer, or file), click the

Run Report button in the bottom right corner of the browser window.

A message Report Completed will display, with the number of records printed. Click OK to continue.
Cancel Report

To stop the report or when you have finished viewing the report on the monitor, click the

Cancel Report button. This will cancel the operation and return to the report screen. If no report is
displaying and you click on the Cancel button, it will return to the Reports page.

Below is a sample of a displayed report for Instruction Message Setup.

i o=l ]
]
INSTREUCTICON MESSLAGE CONFIGURLTICN

INSTRUCTION MESISAGE NAME: Forced Open
This door has been forced Open. Send Guard to investigate. Call Ape
¥ Security 555-12351

INSTRUCTICN MESSALGE NAME: Glass Ereak
F3end Guard to Investigate. Initiate work order with Engineering for
repair 555-2314

END ©OF REFPORT
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Access Event Reporting Options Setup Report

The Access Event Reporting Options Setup Report recalls how Access Events have been setup.

To navigate to the Access Event Reporting Options Setup Report page, from any page within the
System Setup pages click on the Access Reporting Options tab button in the top navigation bar. The
following page will display.

Display Report o
Print Report -
Output To File s

Qutput File Name

Access Reporting Options

Run Report
Cancel Report

The report will list all Access Event Reporting Options.
Output Report
There are three ways to output the report.
» Display Report (default) - Will display on the Workstation monitor.

*  Print Report - Will be sent to the report printer.

*  Output To File - Will save the report into the file name specified in the Output File
Name field. This saves the report results in a file for later use outside of TOPAZ.

Select one of the above output options by clicking on the white dot to the right of the selection. This will
place a black dot inside the white one activating the selection.

Output File Name

If you selected Output to File, enter the name of the file to contain the report information. The Output File
Name can have up to 64 characters. For example, you can type in "Myreport" and the report will be saved
into the file named Myreport in the directory where TOPAZ was installed. You may enter a path with the file
name, for example, “c:\reports\Myreport”. The format of the report files is always plain text and can be
opened in Notepad.
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Run Report

To send the report to the destination you specified above (display, printer, or file), click the

Run Report button in the bottom right corner of the browser window.

A message Report Completed will display, with the number of records printed. Click OK to continue.
Cancel Report

To stop the report or when you have finished viewing the report on the monitor, click the

Cancel Report button. This will cancel the operation and return to the report screen. If no report is
displaying and you click on the Cancel button, it will return to the Reports page.

Below is a sample of a displayed report for Access Event Reporting Options setup.

F S
ACCESS EVENT CONFIGURALATICH j

ACCESS EVENT CODE NUMEEER: u}

DESCRIPTICIT:

ACCESS AUTHORIZED
LCENOWLEDGEMENT (V/M) ¢ [NO ]

DISPLAT (T/M): [TES]

PRINT [T/ [WD ]

AUTOCLEAR (T/M): [WNO ]
ACCESS EVENT CoODE NUMEBER: 1
DESCRIPTICH:

ACCESS AUTHORIZED - AREL DIJABLED
LACEMNOWLEDGEMENT (V/M) ¢ [MNO ]

DISPLAY (T/M): [TES]

PRINT (TAM): [NO ]

AUTOCLEAR (T/H): [NO ]
ACCESS EVENT CODE NUMEER: z
DESCRIPTICH:

ACCESS AUTHORIZED - FACILITY CODE
LACEMNOWLEDGEMENT (V/M) ¢ [MNO ]

DISPLAY [(T/M): [TES]
PRINT (TAM) s [MNO ]
AOTOCLEAR (TAM): [MNO ]
ACCESS EVENT CODE NUMEER: 3
DESCRIPTICIN:
ACCESS ON COMPANY CODE .. WRCNG FACILITY CODE ;I
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Elevator Control Setup Report

The Elevator Control Setup Report recalls how elevators have been setup.

To navigate to the Elevator Control Setup Report page, from any page within the System Setup pages
click on the Elevator tab button in the top navigation bar. The following page will display.

g

Elevator Control Setup
o

-

The report will list all Elevator Controls.
Output Report
There are three ways to output the report.

» Display Report (default) - Will display on the Workstation monitor.

*  Print Report - Will be sent to the report printer.

*  Output To File - Will save the report into the file name specified in the Output File
Name field. This saves the report results in a file for later use outside of TOPAZ.

Select one of the above output options by clicking on the white dot to the right of the selection. This will
place a black dot inside the white one activating the selection.

Output File Name

If you selected Output to File, enter the name of the file to contain the report information. The Output File
Name can have up to 64 characters. For example, you can type in "Myreport" and the report will be saved
into the file named Myreport in the directory where TOPAZ was installed. You may enter a path with the file
name, for example, “c:\reports\Myreport”. The format of the report files is always plain text and can be
opened in Notepad.
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Run Report

To send the report to the destination you specified above (display, printer, or file), click the

Run Report button in the bottom right corner of the browser window.

A message Report Completed will display, with the number of records printed. Click OK to continue.
Cancel Report

To stop the report or when you have finished viewing the report on the monitor, click the

Cancel Report button. This will cancel the operation and return to the report screen. If no report is
displaying and you click on the Cancel button, it will return to the Reports page.

Below is a sample of a displayed report for Elevator Control Setup.

Elevator Cab Configuration

Elevator Cazb Name: Elev Cab 1 on Building 1

Scp Device E: g Reader #: o

Cperation Mode: Standard Mode Input Type: Input Is Relay Number
Czb 8tart Floor 1

b i

Skipped Floor 0 Skipped Floor Count: o
Relay Sec Area Floor MName
¥ FLOOR 2 Z2nd Floor on Building 1
1 FLOOR 3 3rd Floor on Building 1
2 FLOOR 4 4th Floor on Building 1
FLOOR & Sth Ploor on Building 1

PRINTING COMPLETE.
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Operator Type Report

The Operator Type Report recalls the different Operator Types that have been defined.

To navigate to the Operator Type Report page, from any page within the System Setup pages click on
the Op. Type tab button in the top navigation bar. The following page will display.

Display Report o
Operator Type

Print Report -

s i

Qutput To File

Output File Name

Cancel Report

The report will list all configured Operator Types.
Output Report

There are three ways to output the report.

» Display Report (default) - Will display on the Workstation monitor.

*  Print Report - Will be sent to the report printer.

*  Output To File - Will save the report into the file name specified in the Output File
Name field. This saves the report results in a file for later use outside of TOPAZ.

Select one of the above output options by clicking on the white dot to the right of the selection. This will
place a black dot inside the white one activating the selection.

Output File Name

If you selected Output to File, enter the name of the file to contain the report information. The Output File
Name can have up to 64 characters. For example, you can type in "Myreport" and the report will be saved
into the file named Myreport in the directory where TOPAZ was installed. You may enter a path with the file
name, for example, “c:\reports\Myreport”. The format of the report files is always plain text and can be
opened in Notepad.
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Run Report

To send the report to the destination you specified above (display, printer, or file), click the

Run Report button in the bottom right corner of the browser window.

A message Report Completed will display, with the number of records printed. Click OK to continue.
Cancel Report

To stop the report or when you have finished viewing the report on the monitor, click the

Cancel Report button. This will cancel the operation and return to the report screen. If no report is
displaying and you click on the Cancel button, it will return to the Reports page.

Below is a sample of a displayed report for Operator Type.

i, Sl |

F Y

v COPERATOR TYPE CONFIGURATION

OPERATOR TYPE NAME: Llarms Only

LEVEL ©OF REITRICTICN: N ACCESS MENU: Additional JetupCtrl Bac

LEVEL OF RESTRICTICN: MO ACCESS MENU: Ctrl EBackup

LEVEL OF RESTRICTICN: MO ACCESS MENU: Cardholder

LEVEL OF RESTRICTICN: MO ACCESS MENU: Ctrl Trace

LEVEL OF RESTRICTICN: N ACCESS MENU: Ctrl Passhack

LEVEL OF RESTRICTION: MO ACCESS MENU: Control Guard ToCtrl Out

LEVEL OF RESTRICTION: N ACCESS MENU: Ctrl Output

LEVEL OF RESTRICTION: N ACCESS MENU: Ctrl Reader

LEVEL ©OF REITRICTICN: N ACCESS MENU: Ctrl Area LoadinDefine P

LEVEL ©OF REITRICTICN: N ACCESS MENU: Define Panel

LEVEL OF RESTRICTICN: MO ACCESS MENU: Hardware

LEVEL OF RESTRICTICN: MO ACCESS MENU: Define LAN

LEVEL OF RESTRICTICN: MO ACCESS MENU: Multiple Serwver

LEVEL OF RESTRICTICON: N ACCESS MENU: Define Reader

LEVEL OF RESTRICTION: MO ACCESS MENU: Define Relay

LEVEL OF RESTRICTION: N ACCESS MENU: Define Remote CoDefine P

LEVEL OF RESTRICTION: N ACCESS MENU: Define Fort

LEVEL ©OF REITRICTICN: N ACCESS MENU: Define Video

LEVEL ©OF REITRICTICN: N ACCESS MENU: Define W3

LEVEL OF RESTRICTICN: MO ACCESS MENU: EBatch Add/DeleteProcesas

LEVEL OF REZTRICTICON: O ACCESS MENT: Frocess Ewmploveeluto Con

LEVEL OF RESTRICTICN: MO ACCESS MENU: Auto Config

LEVEL OF RESTRICTICON: N ACCESS MENU: Ctrl Serwvice ‘:J

GE Security February 2, 2005 6 — 31



TOPAZ Software User Guide

Capabilities Report

The Setup Capabilities Report provides detailed information as to the maximum capabilities that are
configured on your system. For example, how many card readers you can address, the number of
cardholders you may add, show optional programs supported by your system, and located at the bottom of
the report will show how much space is left in your TOPAZ archive file.

To navigate to the Setup Capabilities Report page, click the Report button in the main navigation bar at
the left side of the browser window then click on the button next to System Setup on the main Reports
page then click the Capabilities tab button at the top of the window. You can also click the System Setup
— Capabilities tab at the top of the window from any reports page

o

]

-

There are three ways to output the report.

+ Display Report (default) - the report will display on the workstation monitor.

*  Print Report - the report will be sent to the report printer defined in Workstation
Setup.

* Output To File - the report will be saved to the file name specified in the Output
File Name field. This saves the report results in a file for later use outside of
Topaz.

Select one of the above output options by clicking on the white dot to the right of the selection. A black dot
indicates the active selection.

Output File Name

If you selected Output to File, enter the name of the file to contain the report information. The Output File
Name can have up to 64 characters. For example, you can type in "Myreport" and the report will be saved
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into the file named Myreport in the directory where TOPAZ was installed. You may enter a path with the file
name, for example, “c:\reports\Myreport”. The format of the report files is always plain text and can be
opened in Notepad.

Run Report

To send the report to the destination you specified above (display, printer, or file), click the
Run Report button in the bottom right corner of the browser window.

A message Report Completed will display, with the number of records printed. Click OK to continue.

Cancel Report

If the report was displayed, click the Cancel Report button when you are finished
viewing the report and you will return to the System Capabilities Report page. If the report is still generating
and you want to stop the report, click the Cancel Report button. This will terminate the report, but the
information already generated will remain on the screen until you click Cancel Report a second time. If no
report is displayed and you click on the Cancel Report button, it will return you to the Reports splash page.

Sample Report
Below is a sample of part of a displayed report for System Capabilities.
[
Jystem Capacities =
Topaz Version 1.4.6.02 (Build 2107)

|Wide Area Network Serwver ID 1
Local Area Network Workstation Number (1=3erver) 1
Length Of Card Number Field 10
Length Of Company Code Field 4
Length Of Facility Code Field
Length Of Issue Level Field 2
Maximan Nwrber of Readers G4
Maximuam Number of Employee Cards 10000
Maximaun Nwriber of Visitor Cards a
Maximam WNwber of Tewmporary Ewmployee Cards u]
Maximun MNwber of Temporary Visitor Cards a
Maximan MNwber of Alarm Points 4096 —
Maximuam WNwmber of Remote Control Points 4096
Maximunm MNwumber of Security Areas 500
Maximam Wwmber of SCP Logical Devices 643
Maximun MNwber of Serial Ports 63
Maximum Number of Llarm/Trouble Actions 4001
Maximuam WNumber of Remote Control Actions 4001
Maximam Wwnber of Alarm Masking Actions 4001
Maximuam Nuwmber of Remmote Control Operations 4096
Maximuan Nwrber of Alarm Hasking Operations 4096
Maximan Nwrber of Remote Contraol Tiwe Zohes 4001
Maximun Nwrber of Llarm Masking Time Zones 4001
Maxirum MNwmber of Alarm/Trouble Acotion Messages 51z
Maximuam WNwmber of Guard Tours u]
Maximaun MNwmber of Unacknowledoged Alarms 125
Maximan Nwber of Time Zohe Intervals Z55 :j
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Recall Event Reports Page

These reports can display and print out a complete listing of all events recorded to the current on-line event
log file, events that occurred while the server was shut down, or events that have been archived or backed
up. The fields on the Recall All Events screen can be modified to reduce or expand the report range.

The Recall Event page will allow you to retrieve historical information by the following types of events:
« All Events
+  Event Number
* User Action
+ System Device
*  Other Events
* Access Event
+ Alarm Event

To select the Recall Events page, from the Main browser toolbar on the left side of the browser window

click on the Reports button, and then click on the m button corresponding to Recall Event, or from
any Reports page, click on the Recall Event tab button. The following page will display.

Recall All Events Display Report o
Print Report -

Log File Disk Drive |C: ¥ _
i -

e i s T
[Foomer =17 2001 ]

Cancel Report

These reports are covered in detail below.

6-34 460932001 GE Security



Recall All Events Report

Recall All Events Report

This procedure recalls all logged events by time period.

To navigate to the report, from any page within the Reports pages click the Recall Event tab button. The
following All Events page will display.

Recall All Events

[February =11 <l[2004 =] Outpdte Hies |
[z =] [se=ll[% =] Output File Name
[Feomary =]17 =l[2004 =]

Display Report o

Run Report

Cancel Report

Il danl

Log File Disk Drive

Select the drive letter where the history log file is located. The default is the C: drive of your computer. If
the report is being recalled from a removable drive, make sure the removable disk has been inserted.

Start Date

From the drop-down list select the Month, Day, and Year on which the report should start. A full calendar
can be displayed by clicking on the Calendar icon.

NOTE: If you wish to recall all events in the history log file, skip the Start and End
Date and Time. They default to the first and last event in the log file.

Start Time
From the drop-down list select the Hour, Minute, and Seconds on which the report should start.
Stop Date

From the drop-down list select the Month, Day, and Year on which the report should stop. A full calendar
can be displayed by clicking on the Calendar icon.

Stop Time

From the drop-down list select the Hour, Minute, and Seconds on which the report should stop.
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Output Report
There are three ways to output the report.

+ Display Report (default) - Will display on the Workstation monitor.
*  Print Report - Will be sent to the report printer.

*  Output To File - Will save the report into the file name specified in the Output File
Name field. This saves the report results in a file for later use outside of TOPAZ.

Select one of the above output options by clicking on the white dot to the right of the selection. This will
place a black dot inside the white one activating the selection.

Output File Name

If you selected Output to File, enter the name of the file to contain the report information. The Output File
Name can have up to 64 characters. For example, you can type in "Myreport" and the report will be saved
into the file named Myreport in the directory where TOPAZ was installed. You may enter a path with the file
name, for example, “c:\reports\Myreport”. The format of the report files is always plain text and can be
opened in Notepad.

Run Report

To send the report to the destination you specified above (display, printer, or file), click the

Run Report button in the bottom right corner of the browser window.

A message Report Completed will display, with the number of records printed. Click OK to continue.
Cancel Report

To stop the report or when you have finished viewing the report on the monitor, click the

Cancel Report button. This will cancel the operation and return to the report screen. If no report is
displaying and you click on the Cancel Report button, it will return to the Reports page.

Below is a sample of part of a displayed report for Recall All Events:

== 1
a CG  WORESTATICNHN 1 DOWNLOALD 3TARTED .:J

EVENT # 66 ATSITEM EVENT 2004/02/11 Wed 13:11:18
CG  WORESTATICN 1 DOWNLOALD COMPLETED

EVENT # &7 ATSITEM EVENT 2004/02/11 Wed 13:11:18
AYSTEM INITIALIZED

EVENT # 65 ATSITEM EVENT 2004/02/11 Wed 13:19:32
WORESTATICN 1 ROUTED ToO WOREKSTATICN 1

EVENT # &9 ATSITEM EVENT 2004/02/11 Wed 13:19:32
CG  WORESTATICNHN 1 DOWNLOALD 3TARTED

EVENT # 70 ATSITEM EVENT 2004/02/11 Wed 13:19:32
CG  WORESTATICN 1 DOWNLOALD COMPLETED

TIUIRMT 4 SVOTEN RITRAT 2ONadsm?di4d WTad 42 -410-273
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Recall By Event Number Report

To navigate to the Recall by Event Number reports page, from the Main Reports page click the Recall
Events tab button at the top and/or then click the Event # tab button in the Recall Events pages. The
following page will display.

NOTE: Recalling events by number is an extremely slow process. Where possible,
recall events by time.

"\mj Event # mm
Mﬁm

Recall Event Number Display Report o

m Print Report -
[Februery (B 1181|2004 8] Eg‘g Output To File o
IEI lﬂ lﬂ 0 Output File Hame
[February =] 17 =][2004 ]
=

Cancel Report

10 danl

| Quick Start |

Bl i f.l
Log File Disk Drive
Select the drive letter where the history log file is located. The default is the C: drive of your computer. If

the report is being recalled from a removable drive (Zip, Jaz, etc.), make sure the removable disk has been
inserted.

Start Date

From the drop-down list select the Month, Day, and Year at which the report should start. A full calendar

can be displayed by clicking on the Calendar icon.

NOTE: If you wish to recall all events in the history log file, skip the Start and End
Date and Time. They default to the first and last event in the log file.

Start Time
From the drop-down list select the Hour, Minute, and Seconds at which the report should start.
Stop Date

From the drop-down list select the Month, Day, and Year at which the report should stop. A full calendar
can be displayed by clicking on the Calendar icon.
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Stop Time
From the drop-down list select the Hour, Minute, and Seconds at which the report should stop.
Beginning Event Number

Enter the Event Number desired for the first event of the report. The default number is the First Eventin the
History Log File.

Ending Event number

Enter the Event Number for the last event of the report. The default number is the Last Event in the History
Log File.

Output Report
There are three ways to output the report.

+ Display Report (default) - Will display on the Workstation monitor.
*  Print Report - Will be sent to the report printer.

*  Output To File - Will save the report into the file name specified in the Output File
Name field. This saves the report results in a file for later use outside of TOPAZ.

Select one of the above output options by clicking on the white dot to the right of the selection. This will
place a black dot inside the white one activating the selection.

Output File Name

If you selected Output to File, enter the name of the file to contain the report information. The Output File
Name can have up to 64 characters. For example, you can type in "Myreport" and the report will be saved
into the file named Myreport in the directory where TOPAZ was installed. You may enter a path with the file
name, for example, “c:\reports\Myreport”. The format of the report files is always plain text and can be
opened in Notepad.

Run Report

To send the report to the destination you specified above (display, printer, or file), click the

Run Report button in the bottom right corner of the browser window.

A message Report Completed will display, with the number of records printed. Click OK to continue.
Cancel Report

To stop the report or when you have finished viewing the report on the monitor, click the

Cancel Report button. This will cancel the operation and return to the report screen. If no report is
displaying and you click on the Cancel Report button, it will return to the Reports page.
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Below is a sample of part of a displayed report for Recall by Event Number:

mﬂ.ﬂﬂFﬂh'*"t
i

EVENT # 1
TASE IMNITIA

EVENT # 2
TASK INITIA

EVENT # 3
TASK INITIA

EVENT # 4
TASK INITIA

EVENT # 5
TASK INITIA

EVENT # ¢
TASE INITIL

GE Security

COPEN

COPEN

COFPEN

COFPEN

COFPEN

QOFEN

FILE

FILE

FILE

FILE

FILE

FILE

RECALL EY EVENT MNUMEEE

ITITEM ERROR EVENT Z004/02/11 Wed

ERREOR 1019 , FILE dmsl)scpdewv.dt

ATITEM ERROER EVENT 2004/02/11 Wed
ERROR 1019 , FILE dmslhroctz00.dt

ATITEM ERROER EVENT 2004/02/11 Wed
EFROR 1019 , FILE dmslirocacfOl.dt

ATITEM ERROER EVENT 2004/02/11 Wed
ERROR 1019 , FILE dmslimkacf00.dt

ITSITEM ERROER EVENT 2004/02/11 Wed
EFROR 1019 , FILE dmslimkopf00.dt

ITSITEM ERROER EVENT 2004702711 Wed
ERROR 1019 , FILE dmslhscpdev.dt

February 2, 2005
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=1
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Recall User Actions Report

The Recall User Actions Report will recall a description of the action performed by the system operators
during a selected period of time. If an operator has performed an operation other than displaying or printing
information, the description will include a more detailed explanation of the operation, such as creating a
monitor point or deleting a disk file.

NOTE: The program cannot verify the person that used a password was indeed the
operator assigned to that password, only that the operator who performed the
action was using that password. Consequently, you should advise all system
operators NOT to reveal their passwords to anyone else, including other sys-
tem operators.

To navigate to the report, from the Main Reports page click the Recall Events tab button at the top and
then click the User Action tab button. The following page will display.

e

- T M e e BTN

Other Evnts.*
Recall User Actions Display Report o

I - ;
I o :
T -

Cancel Report

Log File Disk Drive

Select the drive letter where the history log file is located. The default is the C: drive of your computer. If
the report is being recalled from a removable drive, make sure the removable disk has been inserted.

Start Date

From the drop-down list select the Month, Day, and Year at which the report should start. A full calendar
can be displayed by clicking on the Calendar icon.

NOTE: If you wish to recall all events in the history log file, skip the Start and End
Date and Time. They default to the first and last event in the log file.

Start Time

From the drop-down list select the Hour, Minute, and Seconds at which the report should start.
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Stop Date

From the drop-down list select the Month, Day, and Year at which the report should stop. A full calendar
can be displayed by clicking on the Calendar icon.

Stop Time

From the drop-down list select the Hour, Minute, and Seconds at which the report should stop.

Output Report

There are three ways to output the report.

» Display Report (default) - Will display on the Workstation monitor.
*  Print Report - Will be sent to the report printer.

*  Output To File - Will save the report into the file name specified in the Output File
Name field. This saves the report results in a file for later use outside of TOPAZ.

Select one of the above output options by clicking on the white dot to the right of the selection. This will
place a black dot inside the white one activating the selection.

Output File Name

If you selected Output to File, enter the name of the file to contain the report information. The Output File
Name can have up to 64 characters. For example, you can type in "Myreport" and the report will be saved
into the file named Myreport in the directory where TOPAZ was installed. You may enter a path with the file
name, for example, “c:\reports\Myreport”. The format of the report files is always plain text and can be
opened in Notepad.

Run Report

To send the report to the destination you specified above (display, printer, or file), click the

Run Report button in the bottom right corner of the browser window.

A message Report Completed will display, with the number of records printed. Click OK to continue.
Cancel Report

To stop the report or when you have finished viewing the report on the monitor, click the

Cancel Report button. This will cancel the operation and return to the report screen. If no report is
displaying and you click on the Cancel Report button, it will return to the Reports page.
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Below is a sample of a displayed Recall User Actions report.

Tnuru“ =5
]

EVENT # 72

MENTT:

EVENT # 73

MENTT:

EVENT # 78

MENTT:

EVENT § 79

MENTT:

EVENT # &0

HENT:

COPERATOR ID:
Logged

OPERATOR ID:
3ystem

COPERATOR ID:
Logged

OPERATOR ID:
Logged

COPERATOR ID:
Logged

on

master
shutdown

on

Ha=ter

QOff

On

RECALL TU3SER ACTICN EVENTS

QPERATOR EVENT
WORESTATICH: 0001

OPERATOR EVENT
WORESTATICH: 0001

QPERATOR EVENT
WORESTALTICH: 0001

OPERATOR EVENT
WORESTALATICN: 0001

QPERATOR EVENT
WORESTALTICH: 0001

460932001

2004/02/11

Zo04/02/11

2004/02/11

zoo4/02/11

2004702711

Wed

Wed

Wed

Wed

Wed

15:

13:

14:

14:

14:

193

36:

a7:

10:

10:

25

15

12

38

44
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Recall System Device Events Report

The Recall System Device Events Report recalls all system and device events that occurred during your
selected period of time.

To navigate to the report, from the Main Reports page click the Recall Events tab button in the top
navigation toolbar and then click the Sys. Device tab button. The following page will display.

F [Cardholders Y 5yscm. Secup QLESILSTUN Alarm Hist. YEmp. Repor:
Other Evnts. m

System/Device Events

Display Report o

|February =11 »lJ2004 ~| L2z
[r2=] [se=] [ =] Output File Name
|February =]17 -lf2004 -]

Qutput To File -

K

Gl

Run Report

Cancel Report

Log File Disk Drive

Select the drive letter where the history log file is located. The default is the C: drive of your computer. If
the report is being recalled from a removable drive, make sure the removable disk has been inserted.

Start Date

From the drop-down list select the Month, Day, and Year at which the report should start. A full calendar
can be displayed by clicking on the Calendar icon.

NOTE: If you wish to recall all events in the history log file, skip the Start and End
Date and Time. They default to the first and last event in the log file.

Start Time
From the drop-down list select the Hour, Minute, and Seconds at which the report should start.
Stop Date

From the drop-down list select the Month, Day, and Year at which the report should stop. A full calendar
can be displayed by clicking on the Calendar icon.

Stop Time

From the drop-down list select the Hour, Minute, and Seconds at which the report should stop.
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Output Report
There are three ways to output the report.

+ Display Report (default) - Will display on the Workstation monitor.
*  Print Report - Will be sent to the report printer.

*  Output To File - Will save the report into the file name specified in the Output File
Name field. This saves the report results in a file for later use outside of TOPAZ.

Select one of the above output options by clicking on the white dot to the right of the selection.
Output File Name

If you selected Output to File, enter the name of the file to contain the report information. The Output File
Name can have up to 64 characters. For example, you can type in "Myreport" and the report will be saved
into the file named Myreport in the directory where TOPAZ was installed. You may enter a path with the file
name, for example, “c:\reports\Myreport”. The format of the report files is always plain text and can be
opened in Notepad.

Run Report

To send the report to the destination you specified above (display, printer, or file), click the

Run Report button in the bottom right corner of the browser window.

A message Report Completed will display, with the number of records printed. Click OK to continue.
Cancel Report

To stop the report or when you have finished viewing the report on the monitor, click the

Cancel Report button. This will cancel the operation and return to the report screen. If no report is
displaying and you click on the Cancel Report button, it will return to the Reports page.
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Below is a sample of a displayed Recall System Device Events report.

EVENT # 52
WORKSTATICN 1

EVENT # 53

CGE  WORESTALTICON 1 DOWHNLOALD
EVENT # 54
CGE  WORESTALTICON 1 DOWHNLOALD

EVENT # 55
SYSTEM INITIALIZED

EVENT # 56
WORKSTATICN 1

EVENT # 57

CGE  WORESTALTICON 1 DOWHNLOALD

GE Security

RECALL SYSTEM/DEVICE EVENTS

ITITEM EVENT

ROUTED TO WORKSTATICON 1

ITITEM EVENT
STARTED

ITITEM EVENT
COMPLETED

ITITEM EVENT

ITITEM EVENT

ROUTED TO WORKSTATICON 1

ITITEM EVENT
STARTED

February 2, 2005

2004702711 Wed 12:56:46

2004702711 Wed 12:56:46

2004702711 Wed 12:56:46

2004702711 Wed 12:56:47

2004702411 Wed 12:55:21

2004702711 Wed 12:55:22
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Recall Other Events Report

The Recall Other Events Report will recall all events not covered in any of the other reports like,
Acknowledgement, Commentary, Remote Control, Alarm Masking, Keypad Time Zone, Secure Area
Monitor, Redundant System, Ack Timeout, System Error, etc.

To navigate to the report, from within any Reports page click the Recall Events tab button in the top
navigation bar and then click the Other Events tab button. The following page will display.

ST ATe e B Y s Action§ 5 Dovic
[Other v, (CEREETER, T,

Recall Other Events Display Report o

m Print Report -
|February ;IH LII2DD4j Qutput To File -
m l@ l@ Output File Name

|February ={17 ~lf2004 =]

Run Report

Cancel Report

Il danl

Log File Disk Drive

Select the drive letter where the history log file is located. The default is the C: drive of your computer. If
the report is being recalled from a removable drive, make sure the removable disk has been inserted.

Start Date

From the drop-down list select the Month, Day, and Year at which the report should start. A full calendar
can be displayed by clicking on the Calendar icon.

NOTE: If you wish to recall all events in the history log file, skip the Start and End
Date and Time. They default to the first and last event in the log file.

Start Time
From the drop-down list select the Hour, Minute, and Seconds at which the report should start.
Stop Date

From the drop-down list select the Month, Day, and Year at which the report should stop. A full calendar
can be displayed by clicking on the Calendar icon.
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Stop Time
From the drop-down list select the Hour, Minute, and Seconds at which the report should stop.
Other Event Type

+ Acknowledge - Recalls the workstation the event number was acknowledged from,
password used, time and date acknowledged.

+ Commentary - Recalls the workstation the event was acknowledged from,
commentary entered by the operator, time and date the commentary was entered.

+ System Error - Recalls system errors that occurred, time and date of occurrence.
Output Report
There are three ways to output the report.

» Display Report (default) - Will display on the Workstation monitor.
*  Print Report - Will be sent to the report printer.

*  Output To File - Will save the report into the file name specified in the Output File
Name field. This saves the report results in a file for later use outside of TOPAZ.

Select one of the above output options by clicking on the white dot to the right of the selection. This will
place a black dot inside the white one activating the selection.

Output File Name

If you selected Output to File, enter the name of the file to contain the report information. The Output File
Name can have up to 64 characters. For example, you can type in "Myreport" and the report will be saved
into the file named Myreport in the directory where TOPAZ was installed. You may enter a path with the file
name, for example, “c:\reports\Myreport”. The format of the report files is always plain text and can be
opened in Notepad.

Run Report

To send the report to the destination you specified above (display, printer, or file), click the

Run Report button in the bottom right corner of the browser window.

A message Report Completed will display, with the number of records printed. Click OK to continue.
Cancel Report

To stop the report or when you have finished viewing the report on the monitor, click the

Cancel Report button. This will cancel the operation and return to the report screen. If no report is
displaying and you click on the Cancel Report button, it will return to the Reports page.
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Below is a sample of a displayed Acknowledged events report.

[
RECALL ACEWNOWLEDGEMENT EVENTS
EVENT # 144 ACENOWLEDGEMENT Z004/02/16 Mon 10:0Z:5Z
INITIATING EVENT NUMEEER: 135 WORKSTATION 1
ACENOWLEDGEMENT: master
EVENT # 404 ACENOWLEDGEMENT Z004/02/16 Mon 10:09:27
INITIATING EVENT NUMEER: 403 WORKSTATION 1
LCENOWLEDGEMENT: rmaster
EVENT # 508 ACENOWLEDGEMENT 2004/02/16 Mon 10:13:25
INITIATING EVENT NUMEER: 499 WORKSTATION 1
ACENOWLEDSGEMENT: master
END OF RECALL EVENTS REFORT
[

If the report recalls more than 1000 events, the message below will be displayed allowing you the
opportunity to cancel the search for additional events.
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Below is a sample of a displayed Commentary events report.

*
F
RECALL COMMEMNTARY EVENTS
|
EVENT # 769 COMMENTARY 2004/02/17 Tue 11:09:59
INITIATING EVENT NUMEEER: 745 WORESTATION 1
COMMENTS: ge—-fhdjaplciunh
EVENT # 770 COMMENTARY 2004/02/17 Tue 11:10:01
INITIATING EVENT NUMEEER: 751 WORESTATION 1 s
COMMENTS : ge-fh4japloiunh

Below is a sample of a displayed System Error events report.

==
FY
RECALL 3YSTEN ERROR EVENT3I
EVENT # 1 3T3ITEM ERROR EVENT 2004/02/11 Wed 12:56:46
TASE INITIA COFEN FILE ERROR 1019 , FILE dmslhscpdev.dt
EVENT # 2 3TITEM ERROR EVENT 2004/02/11 Wed 12:56:46
TASE INITIA COFEN FILE ERROR 1019 , FILE dmsihrcoz0d.do

Below is a list of the types of event that will be recalled from the Other Events Report if All is selected.

Acknowledgement Ack Timeout
Commentary System Error

Remote Control Local Time Command
Alarm Masking Routed Alarm

Secure Area Monitor
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Recall Access Events Report

The Recall Access Events Report will recall all access events for a selected time period and all security
areas and all readers or a specific security area or reader.

To navigate to the Recall Access Events Report page from within the report pages click the Recall
Events tab button in the top navigation bar and then click the Access Events tab button. The following
page will display.

Other Evnts. S

cces v, TR,

Recall Access Events
Display Report o
Log File Disk Drive |C: 'l

Print Report &

[February =f11 =lf2004 =]} Leg

[z =] IE IEI Output To File -

|February ;|1?j|2004j Output File Name

GEleele

& Run Report
m o Cancel Report
:

L

T %) :..
Log File Disk Drive

Select the drive letter where the history log file is located. The default is the C: drive of your computer. If
the report is being recalled from a removable drive, make sure the removable disk has been inserted.

Start Date

From the drop-down list select the Month, Day, and Year at which the report should start. A full calendar
can be displayed by clicking on the Calendar icon.

NOTE: If you wish to recall all events in the history log file, skip the Start and End
Date and Time. They default to the first and last event in the log file.

Start Time
From the drop-down list select the Hour, Minute, and Seconds at which the report should start.
Stop Date

From the drop-down list select the Month, Day, and Year at which the report should stop. A full calendar
can be displayed by clicking on the Calendar icon.
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Stop Time
From the drop-down list select the Hour, Minute, and Seconds at which the report should stop.
Security Areas

From the drop-down list of pre-configured areas select the Security Area for which all Access Events are to
be recalled. The default is all security areas. If a single security area is selected the readers option will not
be available. Only one or all security areas can be recalled in a single report. If more than one security
area is desired additional reports must be run for each area.

Readers

Select the Reader for which Access Events are to be recalled. The default is all readers. If a single reader
is selected the security areas option will not be available. Only one or all readers can be recalled in a single
report. If more than one reader is desired additional reports must be run for each reader.

Cardholders

« All Cards — When selected his option will recall all access events for all cards for the
selected area(s)/reader(s).

+ Name — When selected his option will allow you to select one cardholders name from
a drop-down list to recall access events for.

e EEE
I -
[ -

Aberdeen, Sl:huylerl:ij

*  Number - When selected his option will allow you to select one card number from a
drop-down list to recall access events for.

B e N o gy
I
i)

oy 1234—EE?B—DDDD1234EEj

Output Report

There are three ways to output the report.

» Display Report (default) - Will display on the Workstation monitor.

*  Print Report - Will be sent to the report printer.

*  Output To File - Will save the report into the file name specified in the Output File
Name field. This saves the report results in a file for later use outside of TOPAZ.

Select one of the above output options by clicking on the white dot to the right of the selection. This will
place a black dot inside the white one activating the selection.

Output File Name

If you selected Output to File, enter the name of the file to contain the report information. The Output File
Name can have up to 64 characters. For example, you can type in "Myreport" and the report will be saved
into the file named Myreport in the directory where TOPAZ was installed. You may enter a path with the file
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name, for example, “c:\reports\Myreport”. The format of the report files is always plain text and can be
opened in Notepad.

Run Report

To send the report to the destination you specified above (display, printer, or file), click the

Run Report button in the bottom right corner of the browser window.

A message Report Completed will display, with the number of records printed. Click OK to continue.
Cancel Report

To stop the report or when you have finished viewing the report on the monitor, click the

Cancel Report button. This will cancel the operation and return to the report screen. If no report is
displaying and you click on the Cancel Report button, it will return to the Reports page.

Below is a sample of a displayed Recall Access Events report.

—i- 3 =]
FY
RECALL ACCE33 EVENTS
EVENT # 748 ACCESS REPORT 2004/02/17 Tue 11:03:38
TRACE BY ACCESS POINT
ACCE3SS AUTHORIZED
ACCE33 POINT BLCE DOOR JECURITY AREL SY3TEN Doo1l ROO L |

CARDHOLDER WNALME: Abherdeen, 3chuyler R
ACCESS POINT DESCRIPTICH:

EVENT # 751 ACCE3SS REPORT 200402717 Tue 11:04:51

ACCE3S DENIED - CARD MNOT DEFINED

ACCE33 POINT LOBEEY DOOR JECURITY AREL SY3TEN Doo1l RO1
CARDHCLDER NAME: CARD UNDEF: 1234-5675-000013zZ465

ACCE3S POINT DESCRIPTICH:

EVENT # 762 ACCE3SS REPORT 2004/02/17 Tue 11:07:49

LACCEZS DENIED - WRONG AREL

ACCESS POINT LOEBEBY DOOR SECURITY AREL SYITEM nool ROl
CARDHOLDER WNALME: EBogata, Janet T

ACCESS POINT DESCRIPTICI:
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Recall Alarm Events Report

The Recall Alarm Events Report will recall all alarm events for a selected time period for all security
areas and all alarm points or a specific security area or alarm point.

To navigate to the Recall Alarm Events Report from within Report pages click the Recall Events tab
button in the top navigation bar and then click the Alarm Event tab button. The following page will display.

Other Evnts, §Access Event i AL

Recall Alarm Events Display Report o

ITLI Print Report o
IEI l@ l@ Output File Name
[Febrary =17 =J004 2

Security Areas Alarm Points

e All hd Run Report

L

Cancel Report

Select the drive letter where the history log file is located. The default is the C: drive of your computer. If
the report is being recalled from a removable drive, make sure the removable disk has been inserted.

Start Date

From the drop-down list select the Month, Day, and Year at which the report should start. A full calendar
can be displayed by clicking on the Calendar icon.

NOTE: If you wish to recall all events in the history log file, skip the Start and End
Date and Time. They default to the first and last event in the log file.

Start Time
From the drop-down list select the Hour, Minute, and Seconds at which the report should start.
Stop Date

From the drop-down list select the Month, Day, and Year at which the report should stop. A full calendar
can be displayed by clicking on the Calendar icon.

Stop Time

From the drop-down list select the Hour, Minute, and Seconds at which the report should stop.
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Security Areas

Select the Security Area for All Alarm Events are to be recalled. The default is all security areas. If a
single security area is selected the alarm points option will not be selectable. Only one or all security areas
can be recalled in a single report. If more than one security area is desired additional reports must be run
for each security area desired.

Alarm Points

Select the Alarm Point for which alarm events are to be recalled. The default is all alarm points. If a single
alarm point is selected the security areas option will not be available. Only one or all alarm points can be
recalled in a single report. If more than one alarm point is desired additional reports must be run for each
alarm point.

Output Report
There are three ways to output the report.

» Display Report (default) - Will display on the Workstation monitor.
*  Print Report - Will be sent to the report printer.

*  Output To File - Will save the report into the file name specified in the Output File
Name field. This saves the report results in a file for later use outside of TOPAZ.

Select one of the above output options by clicking on the white dot to the right of the selection. This will
place a black dot inside the white one activating the selection.

Output File Name

If you selected Output to File, enter the name of the file to contain the report information. The Output File
Name can have up to 64 characters. For example, you can type in "Myreport" and the report will be saved
into the file named Myreport in the directory where TOPAZ was installed. You may enter a path with the file
name, for example, “c:\reports\Myreport”. The format of the report files is always plain text and can be
opened in Notepad.

Run Report

To send the report to the destination you specified above (display, printer, or file), click the

Run Report button in the bottom right corner of the browser window.

A message Report Completed will display, with the number of records printed. Click OK to continue.
Cancel Report

To stop the report or when you have finished viewing the report on the monitor, click the

Cancel Report button. This will cancel the operation and return to the report screen. If no report is
displaying and you click on the Cancel Report button, it will return to the Reports page.

6 -54 460932001 GE Security



Recall Alarm Events Report

Below is a sample of a displayed report for Recall Alarm Events.

r“n'fr-'—

EVENT # 825
NEW Forced Opern ALARM
ALAEM POINT BACE DOOR-FO

EVENT # 8ig
NEW Held Open ALAEM
ALAEM FOINT LOEBEEY DOOR-HO

EVENT # 331
NEW 3Svatem Input ALARM
ALAEM POINT BACE DOOR-REX

EVENT # 833
NEW 3Svatem Input ALARM
ALAEM POINT LOEEY DOOR-REX

GE Security
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ALAEM REFORT 2004/02/717

JECURITY AREL SY¥3TEN

ALAEM REFORT 2004/02/717

JECURITY AREL SY¥3TEN

ALAEM REFORT 2004/02/717

JECURITY AREL SY¥3TEN

ALAEM REFORT 2004/02/717

JECURITY AREL SY¥3TEN

February 2, 2005
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Alarm History Reports Page

The Alarm History Report recalls summarized history reports of alarms and troubles that have occurred
during a specified period of time by alarm point or security area. The report will calculate the following for
any alarm in the report:

*  Frequency - The number of times the alarm occurred in the time period selected.

+ Total Duration - The length of time the alarm point was in alarm for each occurrence
and then the sum total of all those occurrences.

» Longest Duration - The longest time for any single occurrence when the point was in
an alarm condition.

To navigate to Alarm History Reports click the Reports button located in the left browser window or the

corresponding 1 M ~ | button. Then click the Alarm Hist. tab button at the top of the browser. The following
page will display.

[Cardhoiders ¥5ysim.Sciup YRecal Even: SETANSIEMN o Repor:

Alarm History
Log File Disk Drive |C: - Display Report o
= Print Report 1
I el
Output To File o
o [EElgEioe
o STl
e [EElEeli

Security Areas Alarm Points
[ & - All -

Qutput File Name

Run Report

EIIzE
Rz
KN
ISR
EEETES

Cancel Report

Log File Disk Drive

Select the drive letter where the history log file is located. The default is the C: drive of your computer. If
the report is being recalled from a removable drive, make sure the removable disk has been inserted.

Start Date

From the drop-down list select the Month, Day, and Year at which the report should start. A full calendar
can be displayed by clicking on the Calendar icon.

NOTE: If you wish to recall all events in the history log file, skip the Start and End
Date and Time. They default to the first and last event in the log file.
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Start Time

From the drop-down list select the Hour, Minute, and Seconds at which the report should start.

Stop Date

From the drop-down list select the Month, Day, and Year at which the report should stop. A full calendar
can be displayed by clicking on the Calendar icon.

Stop Time

From the drop-down list select the Hour, Minute, and Seconds at which the report should stop.

Security Areas

Select the Security Area for Alarm History to be recalled for. The default is all security areas with all alarm
points. If a single security area is selected the alarm points option will not be selectable. Only one or all
security areas can be recalled in a single report. If more than one security area is desired additional reports
must be run for each security area.

Alarm Points

Select the Alarm Point for which the Alarm History is to be recalled. The default is all alarm points. If a
single alarm point is selected the security areas option will not be available. Only one or all Alarm Points
can be recalled in a single report. If more than one alarm point is desired additional reports must be run for
each alarm point.

Output Report
There are three ways to output the report.

» Display Report (default) - Will display on the Workstation monitor.
*  Print Report - Will be sent to the report printer.

*  Output To File - Will save the report into the file name specified in the Output File
Name field. This saves the report results in a file for later use outside of TOPAZ.

Select one of the above output options by clicking on the white dot to the right of the selection. This will
place a black dot inside the white one activating the selection.

Output File Name

If you selected Output to File, enter the name of the file to contain the report information. The Output File
Name can have up to 64 characters. For example, you can type in "Myreport" and the report will be saved
into the file named Myreport in the directory where TOPAZ was installed. You may enter a path with the file
name, for example, “c:\reports\Myreport”. The format of the report files is always plain text and can be
opened in Notepad.

Run Report

To send the report to the destination you specified above (display, printer, or file), click the

Run Report button in the bottom right corner of the browser window.

A message Report Completed will display, with the number of records printed. Click OK to continue.
Cancel Report

To stop the report or when you have finished viewing the report on the monitor, click the

Cancel Report button. This will cancel the operation and return to the report screen. If no report is
displaying and you click on the Cancel Report button, it will return to the Reports page.
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Below is a sample of a displayed Alarm History Report.

2

I
I

ACTO 1
ACTO 1
ACT 1
ACT 1
BACKE
BACKE
BACKE
BACKE
BACKE
BACKE
BACKE
BACK
BACK
BACK
BACK
BACK
LOEEY
LOEEY
LOEEY
LOEEY
LOEBEY

Fields in the Report

START DATE/TIME:

ALARM POINT

ACO 1-LoOW BLTT
ACO 1-LOW BLTT

—-POWER
-POWER
-TLMFEER
-TALMFEER
DOOR-DC
DOOR-DC
DOOR-FO
DOOR-FO
DOOR-HO
DOOR-HO
DOOR-0L
DOOR-0L
DOOR-REX
DOOR-REX
DOOR-RT
DOOR-RT
DOOR-DC
DOOR-DC
DOOR-FO
DOOR-FO
DOOR-HO

ALHM
TEE
ALHM
TEE
ALHM
TEE
ALHM
TEE
ALHM
TEE
ALHM
TEE
ALHM
TEE
ALHM
TEE
ALHM
TEE
ALHM
TEE
ALHM
TEE
ALHM

TYPE FREQ

HOROOOoODOOQOQOHOOoDDOOQOORHROoOOOoOOoOO OO0

ALARM HISTORY SUMMARIZED EY ALARM POINTS
[04/02/11 12:56:46]

END DATE/TIME:

TOTAL

DUORATICN

[|HH: MM:
t00:
t00:
t00:
t00:
t00:
t00:
t00:
t00:
LERST
t00:
t00:
t00:
t00:
t00:
LR
t00:
t00:
t00:
t00:
t00:
LR
t00:
LERST

v T v T o Y Y

59
oo
oo
oo
oo
oo
oo
oo
oo
40
oo
oo
oo
oo
oo
39
oo
oo
oo
oo
oo
18
oo
oz

DURATIOH
{HH:

v T v T o Y Y

MHM:
t00:
t00:
t00:
t00:
t00:
t00:
t00:
t00:
LERST
t00:
t00:
t00:
t00:
t00:
LR
t00:
t00:
t00:
t00:
t00:
LR
t00:
LERST

[04/02/17 13:47:59]

oo
[]n]
[]n]
[]n]
[]n]
[]n]
[]n]
[]n]
40
[]a]
[]n]
[]n]
[]n]
[]n]
39
[]a]
[]n]
[]n]
[]n]
[]n]
15
[]a]
oz

START TIME
53 (YY/MM/DD HH:MM:S3)

04702417

04702417

04702417

04702417

AL

AL

AL

Al CL

22

23

23

22

Ljag=]

20

41

E57

FLAGS

< o

The table below describes all the fields (report columns and line entries) that can be included in an Alarm
History report. Whether or not the field is included is a function of the type of report and the report options
specified.
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Report Item

Description

Start Date/Time

Beginning date/time for the reporting period you are requesting.

End Date/Time

Ending date/time of reporting period.

TYPE

Depending on the level of the report, this report column identifies a report line entry as
either CAT (Category) or TRB (Trouble):

C no. (category number)
or T no. (trouble number)

ALM (Alarm) or TRB

(Trouble)

There can be multiple category or trouble number report
lines per reporting item, but report lines are generated
only if there is data to report for the report line entry.

These two entries are always paired and there is always
one pair of report line entries per reporting item. One of
the pair of lines will have time reported under "Duration”
and the other will have time reported as all zeroes. The
line with time reported as non-zero indicates whether
the alarm point had an Alarm or Trouble event.

FREQ Reports the number of times the alarm or trouble occurred during the reporting period.
TOTAL Reports the total accumulated time that the alarm point(s) were active, or trouble(s)
DURATION were reported during the reporting period.

LONGEST The following information is included in all reports for the alarm or trouble with the
DETAIL longest duration

DURATION

START
TIME

FLAGS

How long the longest alarm or trouble lasted.

The time at which the alarm or trouble originated. Additional identifying
information (for example, monitor point and category or trouble
number will appear in system reports as appropriate).

Flags are used to identify report line entries that are not contained
within the reporting period as follows:

Flag

>

Meaning

A reported event started earlier than the reporting
period.

A reported event ended after the reporting period.

A negative time. The system clock has been reset while
a reported event occurred so that it appears to end
before it begins. (This can happen as a result of a reboot
following a system crash or as a result of resetting a
clock for changes between daylight savings and
standard time.)

Since more than one alarm or trouble is reported per report line, more
than one type of flag can occur per report line. However, each type of
flag will occur only once per report line.
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Employee Reports Page

The Employee Report can provide a wide range of information regarding any employee in the system.
You can set up different options depending upon what type of report is needed.

To navigate to the Employee Report page, from any page within the Reports pages click on the
Employee Reports tab button at the top of the window. The following page will display.

M- s Qe oY e i

Available Templates
Template Name |

Header Title I Display Report o

@ Print Report ‘.
Availahle Fields L d Selected Fields Photos per Page
.l By
- Output To File »

Qutput File Name

2
3
4
5
B
8

=

Filter By | =l Filter By f d|
IGreaterthan or equal 'I Greater than or equal 'l

T [ [ —

Follow the procedure below to set up a report for recall.

Cancel Report

Available Templates

You can select an already configured report from the list. To create a new report, type in a new name in the
Template Name field.

Template Name

Enter a Template Name of your choice to save the report template under. A template can be used in the
future without having to redesign all the fields on the report. The name can be up to eight (8) characters,
not including punctuation.

Sort By

Select how the report is to sort the data. There are four options listed below to sort the report by. Only one
of the four options can be selected for the current report.

+ Card Number - Employees will be reported in order of Card Numbers.

«  Employee Name - Employees will be reported in order of Employee Name.

*  Employee Number - Employees will be reported in order of Employee Number.

» Card Serial Number - Cardholder will be reported in order of Card Serial Numbers.
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The field selected to Sort By will appear in the first column of the report. You do not have to select that field
under Selected Fields.

Header Title

Enter the title as you wish it to appear on the header of the report.

Available Fields

Select which fields you wish to appear on the report, in the order you wish them to appear from left to

right, by selecting a field and clicking on the L right arrow. This will move that field name to the Selected
Fields on the right.

NOTE: Do not select the same field you are sorting by. If you do, this will duplicate
that field on the report. The field you sort on will be the first field on the report.

Selected Fields

If you wish to remove a field from the Selected Fields, select it by clicking on it, and then click on the 4 left
arrow. This will move that field name to the Available Fields on the left.

Filter By

The Filter By, Condition, and Value fields enable you to specify criteria to select certain records in the
Employee database. You may select up to two filters for a report. Select a field from the left-side Filter By
drop-down list, for example, ACTDATE (the employee's card activation date).

Condition

If you use a data field for Filter By you can apply a condition to the information in that data field. Using the
previous example, you might choose "Greater than or equal to".

Value

You can specify a value for the data field in Filter By. Using the previous example, you might choose
"19991001" as the first of October 1999. Date format must be (YYYYMMDD).

The above filtering will produce a report listing all employees who have a card activation date of Oct. 1,
1999 or later. You can also specify a second filter, such as Filter By "ACTDATE", Condition "Less than",
and Value "19991101". The combination of both filters will list on the report only employees whose cards
were activated in the month of October of 1999.

NOTES:

1. When filtering by Security Area, use “Greater than or equal to” for the condition and the
number “2” for the value. This will recall all cardholders authorized for the area in the filter
by field. Access to an area is controlled by assigning a Time Schedule number (0-126) to
the Security Area Name in the cardholder’s record. The numbers 0 & 1 deny access, so
any number, 2 or greater, will indicate that the employee is allowed access to the selected
security area.

2. When filtering by an Access Group, select the name of the Access Group from the drop-
down list in the Filter By field. Use “Equal” for the condition and leave the value field
blank. This will recall all cardholders authorized for the group in the filter by field. When
“Not Equal to” is selected for the condition, this will recall all cardholders who are NOT
authorized for the group in the filter by field.

3. If the value entered into the Value field is not the correct format for the data in the Filter
By field, you will get a “File Not Found” error message when saving the report.
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Save/Add
To save a report you have modified or a new report, press the Save/Add button.

NOTE: You must press the Save/Add button for a newly created
report to be saved as a Template in order to run the report. If you do not save

it and you press the Run Report button, you will get a

report with no records shown, and when you press the Can-
cel Report button, your changes will be lost and the report window will close.

Your changes will be erased from the screen.

Delete

To delete a report template, select the Template Name and press the Delete button. The
message Are you sure you want to delete this record? will display. Click OK. This will delete that report
template from your computer.

Clear
To clear the fields you have entered on this screen, press the Clear button.
Photos per Page

You can select up to 24 photos to be printed on one page on a printer. This option only applies if Print
Photos is selected.

Output Report

There are four ways to output the report.

+  Print Photos — Will print the selected employees on the Photo Badging printer that is
selected in “Hardware — Workstation”. No report will display on the screen. The printed
photos will print along with the Card Number and Card Name.

» Display Report (default) - Will display on the Workstation monitor.
+  Print Report - Will be sent to the report printer.

*  Output To File - Will save the report into the file name specified in the Output File
Name field. This saves the report results in a file for later use outside of TOPAZ.

Select one of the above output options by clicking on the white dot to the right of the selection. This will
place a black dot inside the white one activating the selection.

Output File Name

If you selected Output to File, enter the name of the file to contain the report information. The Output File
Name can have up to 64 characters. For example, you can type in "Myreport" and the report will be saved
into the file named Myreport in the directory where TOPAZ was installed. You may enter a path with the file
name, for example, “c:\reports\Myreport”. The format of the report files is always plain text and can be
opened in Notepad.

Run Report
To send the report to the destination you specified above (display, printer, or file), click the
Run Report button in the bottom right corner of the browser window.

A message Report Completed will display, with the number of records printed. Click OK to continue.
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Cancel Report

To stop the report or when you have finished viewing the report on the monitor, click the
Cancel Report button. This will cancel the operation and return to the report screen. If no report is
displaying and you click on the Cancel button, it will return to the Reports page.

Employee Printout

If the report does not find any matches for the options that have been entered, the screen will return the
following message.

InfoGraphics TOPAZ System (Workstation _:,._}:' h x|

& Repott Completed, 0 Records Printed

The following is part of an example of an Employee Report, sorted by Employee Name, with fields Card
number, Activation Date, Status, and Access Group 1:

2004/02/17 Tue 14:00:34 Emergency Contacts PAGE 1 ‘:J
CLRD# LCCOUNTING EMERMNAME EMERTELE
RELATICN

|1234-5675-0000123456 2 John Aberdeen 555-1212 Father
1234-5678-0000564231 O David Lester S515-6543 Partner
1234-5678-0000645312 2 Fecardo Bogata S555-6543 Hushand
1234-5678-0000654321 2 Linda Jackson 555-9865 Wife

TOTAL RECORDS 4
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Chapter 7

Setup Button

Setup Button Page

The Setup pages allow you to setup and configure the TOPAZ System software. The following
configurations are available:

*  Operators * Facility Codes

»  Time Schedules * Variable Card Format
*  Security Areas * Reader Event

*  Access Groups * Alarm Options

» Site Settings * Holidays

¢ Custom Cardholder Fields

To navigate to the Setup pages, click the - Setup button in the left frame of the browser window

to see the following:

Operators

£

| Time Schedules

| Security Areas

" Access Groups

Site Settings

| Custom Cardholder Field
| Facility Code

Variable Card Format

: Reader Event

| Alarm Options

' Holidays

E
E
S
[ .
E
[ .
E
[
N
[=
[

To navigate to one of the Setup pages click on the r‘ button next to the desired page. Each of the
Setup pages is covered in detail on the following pages.
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Operators Setup Page

The Operators Setup page allows you to configure up to 256 operators and assign them 47 different
functions.

* Add Operators
*  Modify Operators
* Delete Operators

To navigate to the Operators Setup page, from any Setup page click the Operators tab button at the top
of the page. The following page will display.

I T R DT G T TR
L s KRR oo e Ao Ore Y _iotios 3

Systemn Operators Operator Name rnaster
James
Password PR
- T
@ Operator Type

Show Quickstart at Login =

Adrministrator

Add Operators

1. Start by clicking the Clear button.

2. Operator Name - Enter the Operator Name (name or nickname) of up to 8 alphanumeric
characters. The name is not case sensitive. You may not duplicate an Operator Name.

3. Password - Enter the operator’'s Password of up to 6 alphanumeric characters. In place of the
charters typed for the password “*” will be displayed.

4. Operator Type — Select an Operator Type to assign to the Operator Name and Password by
clicking on the Type Name from the drop-down list of operator types.

NOTE: If you need to setup an Operator Type click on the @ link arrow. This will
open an additional window with the Operator Type page to allow you to setup
additional types. When setup has been completed close the window by click-
ing the Save button and continue working in Operator Setup page.
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5. Show QuickStart at Login — Click to place a [¥ check mark in the field to show the Quick Start |
QuickStart screens when this operator logs onto the TOPAZ system.

6. Once all the entries have been made to the Operators Setup page, click the “
Save button.

7. A message Operation Complete will display.

NOTE: At anytime the Clear button can be clicked to reset all fields
back to factory defaults.

Modify Operators

1. Under System Operators, click on and highlight the name of the operator that you wish to
modify.

2. Next, make any desired changes, then click the “ Save button.

3. A message Operation Complete will display.

Delete Operators

Caution:

Use caution when deleting passwords. Make sure you do not delete the last pass-
word that allows access to setup operators. This could prevent you from accessing
vital features of the software.

1. Under System Operators, click on and highlight the name of the operator you wish to delete.

2. After verifying that the correct operator to delete is selected, click the Delete
button.

A message Are you sure you want to delete this record? will display. Click OK to continue.

4. A message Operation Complete will display.
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Operator Type Page

The Operator Type page allows you to configure, add, and assign 47 different functions to 64 different
types of operators.

* Add Operator Types

*  Modify Operator Types

* Delete Operator Types

To navigate to the Operator Type page, from any Setup page click the Operators tab button at the top of
the window and then the Op. Type tab button. The following page will display.

Operator Type Name W
Inactivity Timer INDne ‘l

Level of Restriction

Backupf&Restore &
Cards Only
Contral & Status

Alarm Frocessing
Backup/Restore Data Base
Cardholder database functions
Configure Maps

Confrol Access Trace

Control Anti-Passhack

Control of Alarm Paints

Control of Output Relays
Confrol of Readers

Confrol Systern Functions
Define Alarm Points

Define Field Panels =
o
Add Operator Type
Start by clicking the Clear button.
Operator Type Name

Enter the Operator Type Name of up to 16 alphanumeric characters.
Operator Types

This is a list of Operator Types that has already been configured. To select a configured operator type from
the list scroll through the list to locate the operator type you wish to use. Click on the Operator Type Name
to select. The list of Restricted functions for the operator type selected will appear.

You may modify the list and save it as a new operator type by typing a new Operator Type Name in to the
filed and click the save button. See below for detailed information on how to modify and save the list.
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Inactivity Timer

The Inactivity Time tracks keyboard activity in order to log off the

operator [hee S

None:
When an operator logs on to the system, the timer (if set to a time
rather than NONE) begins counting. Each time the operator uses
the keyboard or mouse the timer resets.

If the timer counts up to the time set in the Inactivity Timer field, the 4
current operator is logged off the system.
The Inactivity Timer is selectable for each Operator Type

independently. The default is None.

Allowed

The Allowed field is the list of all 47 functions that can be assigned to the Operator Type (when the Save
button is clicked). For a new Operator Type, by default, all the functions are listed under Allowed.

If you want to restrict an Operator Type to have limited use of a function:

1. Select the function under Allowed by clicking on it. If you want to select more than one
function at a time, you can use these shortcuts:

« Shift-Click - If you click on one function and move the cursor to another function, and
then hold the SHIFT key down and click, you can select ALL functions from the first to
the second.

+ CTRL-Click — If you hold the CTRL key down and click on one function, you can
select or unselect it.

2. Click on the L Right Arrow to move that function to the Restricted list.

3. Then change its Level of Restrictions as described below.
For a list of operator functions, see “Appendix C - Operator Type Functions” on page C-1.
Restricted
If you want to remove the restrictions from a function, to make that function fully allowed:

1. Select the function under Restricted by clicking on it. If you want to select more than one

function at a time, you can use these shortcuts described above.

2. Click on the 4 Left Arrow to move that function to the Allowed list.

Level of Restriction

If one or more functions are listed under Restricted, the Level of Restriction field will display. There are
two choices for level of Restriction: No Access (the default) or Display Only.
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To change the Level of Restriction, click on the function to be modified on the Restricted list. The current
Level of Restriction for the function will appear in the Level of Restriction field. Click on the down arrow to
see the choices, as shown below, and click on the level you want for the function(s).

No Access — That Operator Type cannot access or view any information
Level of Restriction on that function screen. The default restriction for a new Operator Type is
"No Access".

Display Only — That Operator Type can view the information on that
function screen but cannot add, modify, or delete any of the information.

You can set the same Level of Restriction for many functions at the same time, by selecting the functions
and then selecting a Level of Restriction to be applied to all the selected functions. You can select more
than one function with SHIFT-Click or CTRL-Click as described above.

You can set a different Level of Restriction for each function. For example, you can set “Display Only” for
the “Cardholder database functions”, and set “No Access" for the “Control Anti-Passback” function.

Save/Add

Once all the entries have been made to the Operator Type page click the Save/Add
button. A message Operation Complete will display.

NOTE: At anytime the Clear button can be clicked to clear the
Operator Type Name field and reset all Functions back to the Allowed list.

Modify Operator Type

1. Click on the name for the Operator Type in the list that you wish to modify. A list of operator
functions is listed under Allowed. The Restricted list on the right shows any restricted
functions set for that Operator Type.

2. You can move functions to the Allowed or Restricted lists and set a new Level of

Restriction.
3. Then click on the Save/Add button.
Delete Operator Type

1. Click on the name for the Operator Type in the list that you wish to delete so that it is
highlighted. The Operator Type Name will display.

2. Click on the Delete button.
A message Are you sure you want to delete this record? will display. Click OK to continue.

4. A message Operation Complete will display.
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Time Schedule Page

The Time Schedule page allows you to configure time frames to link to functions within TOPAZ. For
example, you can configure a Time Schedule to automatically lock, and unlock doors, mask alarms during
business hours, or to turn on the parking lot lights.

+ Add Time Schedule

*  Modify Time Schedule

* Delete Time Schedule
To navigate to the Time Schedule page, from any Setup page click the Time Schedule tab button at the

top of the page, or from the main Setup page click the Time Schedules button on the right side of the
page. The following page will display.

B Overocors JRTIPEEITENYsccuriy Avead Access Grp Y e Sexungs § Custom id Yacily Code varibie Cri'§
[Reader Evnc Aarm Ope ¥ _Holdars 3

Schedule Name Start Time Stnp Tlme Active on Days m

T — 2]

00 00 ¥ H N N 8 N H o m

i v||nnv| [0 vi|nnv[ 5 B E N BH N H H HE

DEIME] (0 & =5 = s o 5 8 = =

m o= e[S = =« =5 o o8 ¥ 8 = =
[BusinessHrs1 |
B Hrs 2

Busmosa a3 B\ ME] BE(@E = = =« = o 58 ==

Lunch
gmourﬂz i v||00v| |n vi|nnvl H = B B E O = o
ours

gi:ﬂ;g;ﬁ e ME MEME] = = 5 =¥ = =¥ = B =
Third Shitt 3

Weaekend/Holiday il 'IIDD vl |g vilgg vl B ® = E B OEH = O
Add New Time Schedule

1. Enter up to 16 alphanumeric characters for the Schedule Name. For example, "07:00-16:00
M-F" (Military time, meaning that the time schedule covers from 7am to 4pm Monday through
Friday) or "Work Hrs". Military time is sometimes referred to as a 24 hour clock shown in the
chart below. For example, 11:50pm would be 23:50.
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AM 24 Hour PM 24 Hour

1am 1:00 Hrs. 1pm 13:00 Hrs.
2am 2:00 Hrs. 2pm 14:00 Hrs.
3am 3:00 Hrs. 3pm 15:00 Hrs.
4am 4:00 Hrs. 4pm 16:00 Hrs.
5am 5:00 Hrs. 5pm 17:00 Hrs.
6am 6:00 Hrs. 6pm 18:00 Hrs.
7am 7:00 Hrs. 7pm 19:00 Hrs.
8am 8:00 Hrs. 8pm 20:00 Hrs.
9am 9:00 Hrs. 9pm 21:00 Hrs.
10am 10:00 Hrs. | 10pm 22:00 Hrs.
11am 11:00 Hrs. | 11pm 23:00 Hrs.
Noon 12:00 Hrs. | Midnight | 00:00 Hrs.

You can select a currently configured Time Schedule from the Schedules list. By clicking on a
Time Schedule in the list you can see the start and stop time, days of the week, and holiday
type for which it is set. You can also use this selection to pick an existing Time Schedule that
is similar to one you want to add, then change its Schedule Name and other fields.

Start Time - Select the time frames that the schedule will cover, by clicking on the down arrow
to the right of the first field selection (the hour). Then click on the number of the start hour from
the drop-down list 1-23. Select the minutes (00-59) the same way.

Stop Time - Set the ending time for the schedule in the next two fields to the right of the stop
time.

Active on Days - Select the days of the week that the schedule will be active for. Do this by
clicking each box to add a check mark for each day of the week you want the schedule to be
active.

NOTE:  You may need to use more than one setting of Start Time, Stop Time, and
Active on Days for shifts that occur over midnight or over time schedules. For
example, if you are configuring the times for a shift that works from 10pm to
6am, you will have to set two time segments. The first should be for 10pm to
midnight (22:00 - 23:59) Sunday through Thursday and the second one for
midnight to 6am (00:00 - 06:00) Monday through Friday.

Holiday 1 2 — Select if the schedule will be used on a holiday. Select Holiday 1 and/or 2.

If you need additional time segments in this schedule, you can define them in the additional
rows below. For example, you may want the schedule to be active 07:00-16:00 (7am — 4pm)
Monday - Friday and on Saturday from 10:00-15:00 (22:00 — 17:00). Do this in the second set
of schedule parameters. A maximum of 8 time segments can be configured for one Time
Schedule.

NOTE: A maximum of 127 Time Schedules may be configured on the TOPAZ System.
When all fields have been set correctly click the Save/Add button.

A message Operation Complete will display.
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Modify Time Schedule

1.

Select the Time Schedule to be modified by clicking on the Schedule Name list. Once
highlighted in the list you can see the times and days it is set for.

The name that was selected above under Schedules will display in this field. Make desired
changes to the name, times and/or days of the week.

After making all the desired modifications to the Time Schedule click the
Save/Add button.

A message Operation Complete will display.
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Security Area Page

The Security Area ‘page allows you to do the following.
* Add Security Area
* Modify an Existing Security Area
* Delete Security Area

To navigate to the Security Area page, from any Setup page click the Security Area tab button at the top
of the window, or from the main Setup page click the Security Areas button on the right side of the page.
The following page will display.

Security Areas Security Area Name IMFG OFFICE

|ACCOUNTING
SYSTEM Q Dial Up Panel Name |N0ne o

APB Control in Area |
Time Delay for Re-entry m
Security Area Description Keypad Masking Allowed R

Manufacturing Office -I

Building F
= Delay for Securing Area |1U z m

i
Add New Security Area

1. Start by clicking the Clear Button. All fields will reset and allow adding of the
new area. Enter all the field information as described below.

2. Security Area Name: Enter up to 12 alphanumeric characters for the name for the security
area being configured. This is the name that will be assigned to devices that are associated
with the area.

3. You can select a currently configured Security Area from the Security Areas list. You can also
use this selection to pick an existing Security Area that is similar to one you want to add, then
change its Security Area Name and other fields.

4. Security Area Description: Enter up to 80 alphanumeric characters for the description of the
security area being configured.

5. Dial-up Panel Name: If the Security Area is associated with devices connected to an ACU
panel that communicates through Dialup, then select the panel name from the drop-down list.
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NOTE: If you need to setup a Dial-up Panel click on the @ link arrow. This will open
an additional window with the Dial-up Panel setup page to allow you to setup
additional Dial-up Panels. When setup has been completed close the window
by clicking the Save button and continue working in Security Area setups.

6. Ifthe area is controlled by Anti-Passback, then select APB Control in Area by clicking the box
to the right.

* Unchecked — Default. This Security Area does not use Anti-Passback.
* Checked - This Security Area responds to APB violations with an alarm event. If
checked, you are presented with the choice for Timed Delay for Reentry (in minutes).
7. For more information on Anti-Passback, see “Appendix D — Anti-Passback” on page D-1.

8. For Time Delay for Re-entry, if Anti-Passback is being used in the security area, then you
can select the delay in minutes before the cardholder will be allowed to access the area again
after access has been granted. The minutes must be positive whole numbers, not decimals.

This is used to discourage passing a card back to another person to follow you into a security area
with only one reader, such as a parking lot or turnstile. Once a card is used on an entry reader, any
attempt to use the same card on any other entry reader assigned to the same area before that
time expires will generate an APB violation alarm and access will be denied until the total time has
expired.

There are two ways to reset the delay time for a given reader:

1. If the card is used at another reader outside that area.
2. If the time delay expires.
For more information on Anti-Passback, see “Appendix D — Anti-Passback” on page D-1.

9. Keypad Masking Allowed must be selected if you want the cardholder to be allowed to mask
alarms. Masking means that alarms for that area are turned off.

Using Keypad Masking
In order for Keypad Masking to work, three conditions must all be set, in the following order:

1. Under Setup — Security Areas, click on the area name under Security Areas, to place the
name under Security Area Name. Then select the check box next to Keypad Masking
Allowed.

2. Inorder to mask any alarms, the cardholder must first be allowed access into that Security
Area. Under Cards — Access, select the cardholder, then the area under Available
Security Areas and move that area to the Selected Security Areas column.

3. The cardholder must have that Masking Security area selected. Under Cards — Masking,
move the area from Available Masking Areas to Selected Masking Areas.

4. Click the Save button to save the changes.

To use the keypad to unsecure an area, the cardholder must enter the PIN + 20 to mask the alarm.
For example, if his PIN is 1023, he enters 1043 to mask that security area. The alarms will be
turned off and the door will unlock.

NOTE: No access will be granted until the alarms are masked.

If one cardholder unmasks the alarms, anyone with access to that area can enter. The alarm will
be off.
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To secure the area, the cardholder must enter his PIN + 10 to unmask the alarm. For example, if
his PIN is 1023, he enters 1033 to unmask that security area. The alarms will then be set (on).

10. If the Security Area will be using the Delayed Alarm Reporting and Masking option, select the
number of seconds that the alarms should wait before reporting the alarm state. This allows
time for the authorized cardholder to mask the alarms.

11. Once all the information has been added to the Security Areas page click the
“ Save Button. A message Operation Complete will display.

NOTE: At anytime the Clear button can be clicked to clear all fields.
Modify an Existing Security Area

1. From the Security Area list scroll through and select the Security Area to modify by clicking on
the area name to be modified. After a name is selected the current configuration will display in
the fields on the page.

2. Make any desired changes to the rest of the fields.
3. Click the Save button.

Delete a Security Area

Caution:

Before deleting a security area, remove the area from all cardholders and move all
alarms and readers from the area to be deleted.

1. From the Security Areas list select the Security Area to delete by clicking on the name. After a
name is selected (highlighted) the current configuration will display in the other fields on the

page.
2. After checking to making sure the correct area is selected click the Delete button.
A message Are you sure you want to delete this record? will display. Click OK to continue.

4. A message Operation Complete will display.
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Access Group Page

The Access Group page allows you to add one or more Security Areas to an Access Group and define
the Time Schedule to each area. You can do the following functions within the Access Group setup.

*  Add Access Group

* Delete Access Group

*  Modify Access Group

* Rename Access Group

* Add/Remove Security Areas in Access Group

* Modify Time Schedule For Security Area in Access Group
To navigate to the Access Group page, from any Setup page click the Access Grp. tab button at the top

of the page, or from the main Setup Page click the Access Groups button on the right side of the screen.
The following page will display.

Access Groups Access Group Name IExecutive Officers
E:

TING Alway's hd
IFF|

@ Available Security Areas k 4 Selected Security Areas Q Time Schedule
2 "

Add New Access Group
1. Start by clicking the Clear button to clear all fields.

2. Enter the Access Group Name of up to 28 alphanumeric characters.

3. Inthe Available Security Areas list, select a Security Area to add to the group by scrolling
through the list and clicking on the name of the area so it is highlighted.

4. Click on the L Right Arrow to move the Security Area to the Selected Security Areas list.
Repeat the above steps until all desired areas have been added to the Selected Security

Areas list. If you move the wrong security area, you can move it back by clicking on the ‘d Left
Arrow.
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NOTE: If you need to setup a Security Area click on the @ link arrow. This will open
an additional window with the Security Area setup page to allow you to setup
additional security areas. When you press the Save button, the window will
close and you can continue working in Access Group setups.

The default Time Schedule for all areas selected is Always. If you want to change the Time
Schedule for any given Security Area, follow the steps below:

1. Click on the security area in the Selected Security Areas list to highlight it.

2. Click on the down arrow next to the Time Schedule list field. This will give a drop-down
list of pre-configured time schedules to choose form.

3. Click on the Time Schedule desired for the area name selected. Repeat the above steps
until all the time schedules have been selected for the security areas.

NOTE: If you need to setup a Time Schedule click on the @ link arrow. This will
open an additional window with the Time Schedule setup page to allow you
to setup additional Time Schedules. When setup has been completed close
the window by clicking the Save button.

Once all the Access Group data has been entered click the Save/Add button
at the bottom left side of the window to save the data to the Server.

After clicking the Save button one of the following messages will appear.

+ If Operation Complete is displayed, then no further changes are needed

» If Duplicate Record is displayed, then the Access Group Name has been
repeated. Use a new name and try saving again.

+ If Operation Failed is displayed, then a required field was not entered. Enter the
field and try saving again.
NOTE: At any point if you wish to Clear out all the entered information and start over,
click the Clear button at the bottom right side of the window.

Caution:
Clicking the Clear button before clicking on the Save button will delete newly
entered data.

Modify Access Group

1.

7-14

Select the access group to modify by scrolling through the Access Groups list and click on
the name of the access group. Once the name of the Access Group to modify is highlighted,
the security areas assigned to the selected access group will be listed in the Selected Security
Areas list.

If you want to rename an Access Group:

1. Select the access group to rename by scrolling through the Access Group list and click on
the name of the access group.

2. Make the required changes to the name in the Access Group Name field.

If you want to add or remove a Security Area in an Access Group:
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1. Add another area by selecting the security area name in the Available Security Areas list
and click on the L Right Arrow to move the area to the Selected Security Area list.
2. Remove an area from the list by clicking on the area in the Selected Security Areas list
then click on the J Left Arrow to move the area out of the selected area list.
4. If you want to modify the Time Schedule For Security Areas:
1. Click on the security area name to modify under Selected Security Areas.

2. Then select the new Time Schedule from the drop-down list and click on the desired time
schedule.

5. Once all changes have been made to the Access Group, click the Save/Add
button at the bottom left side of the window to save the data to the Server.

Atfter clicking the Save button one of the following messages should appear:
+ If Operation Complete is displayed, then no further changes are needed.

+ If Duplicate Record is displayed, then the Access Group Name has been
repeated. Use a new name and try saving again.

+ If Operation Failed is displayed, then a required field was not entered. Enter the
field and try saving again.

Delete Access Group

Caution:

DO NOT delete an Access Group until the all cardholders have been deleted form
the group.

1. Select the access group to delete by scrolling through the Access Group list and click on the
name of the access group to delete.

2. Once the name of the access group to delete is highlighted, click on the Delete
button at the bottom of the window.

3. After clicking the Delete button the message Are you sure you want to delete this record?
will appear. Click OK to continue.

4. The Access Group name will be removed from the list.
The message Operation Complete should display.

6. The Access Group name will be removed from the list.

GE Security February 2, 2005 7-15



TOPAZ Software User Guide

Site Settings Page

The Site Settings page allows you to configure the following:

* General Information
* Grant Access on Duress
* Invalid PIN Attempts Before Alarm
* Invalid PIN Attempts Before Card Deactivation
» Event Report Card Name With
* Encode Card format

* Anti-Passback
* Grant Access on APB Violation

+ Date Format

To navigate to the Site Settings page, from any Setup page click the Site Settings tab button at the top of

the window, or from the main Setup Page click the Site Settings button on the right side of the screen. The
following page will display.

[Rezder Evni§ Alarm Op. Y Holidays 3

General Information | R ‘

Invalid PIN Attempts IEI Grant Access on APB Violation
Before Alarm

Before Card Deacivation | Data Format
|N0ne vI Month, Day, Year g
-

Priority 1 is Highest Priority Alarm

Grant Access on Duress

The default is no selection, meaning no access will be granted if the cardholder generates a Duress alarm
with their PIN. A cardholder uses the Duress feature by swiping his card (which tells the system the card
number) and then enters his PIN number with five added to it. For example, if his PIN is 1234, his Duress
PIN would be 1239.

If you wish to allow access when the cardholder causes a Duress Alarm (providing the cardholder would
normally be authorized access to the area), then click on the box next to the selection, to place an X in it.
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For more information on Duress, see “Duress” on page G-2.
Invalid PIN Attempts Before Alarm

Set the number of times (1 through 9) a cardholder may enter the wrong PIN before the alarm “ACCESS
DENIED - WRONG KEYPAD - TOO MANY ATTEMPTS” is generated. The default for this field is 3.

NOTE: The system is set to generate an alarm every time a wrong PIN is entered. If
you do not want an alarm for each wrong PIN, you will have to modify a differ-
ent alarm on the Reader Events page (see page 7-27). Select “ACCESS
DENIED - WRONG KEYPAD” and in the field beside Acknowledgment
select “NO”.

Invalid PIN Attempts Before Card Deactivation

Set the number of times a cardholder may enter the wrong PIN before their card is deactivated. The default
is Disabled and the possible selections are 1 through 9 times.

NOTE: If a card has been deactivated, before it can be activated again, you must
change the deactivation date in the cardholder record to make the card valid
again.

Anti-Passback

Set this to Enabled if Anti-Passback will be used by TOPAZ.

+ Disabled - Default. The Anti-Passback feature will not be used.
+ Enabled - The Anti-Passback feature will be used and you are presented with the
choice for Grant Access on APB Violation.
For more information on Anti-Passback, see “Appendix D — Anti-Passback” on page D-1.
Grant Access on APB Violation
This field will only be accessible if you select Enabled for the Anti-Passback field.

* Unchecked - Any card swipe that activates an APB violation will result in the
cardholder being denied access and will trigger an alarm APB violation event. The
alarm event will notify the security operator, who may want to send somebody to that
security area.

* Checked - Any card swipe that activates an APB violation will result in the cardholder
being allowed access and will trigger an APB violation event. This is not normally
used, but may be helpful for testing TOPAZ.

For more information on Anti-Passback, see “Appendix D — Anti-Passback” on page D-1.
Event Report Card Name With

* None (default)

+  Employee Number - Anytime the cardholder name is displayed or printed the
Employee Number will accompany it.

+ Card Number - Anytime the cardholder name is displayed or printed the Card
Number will accompany it.

Encode Card Format

This optional field defines the format the photo printer will use to encode the cards during printing. Options
are None, or Format 1 through Format 15. For more information, see the section "Variable Card Format"
on page 7-23.
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NOTE: The printer being used must support this feature.
Skip Command Confirmations

The default is to have command executions confirmed with the message Operation Complete after
execution. You must click the OK button to continue. If you do not want command confirmations displayed,
click on the white box next to the selection, to place an X in it.

Priority 1 is Highest Priority Alarm

This setting enables 1 to be the highest priority alarm. It will then display at the top of the Alarm Queue
window regardless of when it was received. When unchecked “16” is the highest priority alarm and
displays at the top of the Alarm Queue.

NOTE: The default for this field is unchecked (16 is the highest priority). This should
be kept in mind when assigning priorities to alarm points. See “Priority” on
page 8-49

Date Format

You can choose from one of two formats for the date:

* Month, Day, Year (default) - The date will display in this format, for example, Jan 13,
2000.

+ Day, Month, Year - The date will display in this format, for example, 13 Jan 2000.

Select one of the above date formats by clicking on the white circle next to the selection, to place a black
dotin it.

Once all changes have been made to the Site Settings page, click the “ Save button.

A message Operation Complete will display.
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Custom Fields Page

The Custom Fields page allow you to custom design 11 fields for any data field needed on a cardholder,
in addition to the default fields in the cardholder database. For example, you can add Address, Emergency
Notification, etc.

To navigate to the Custom Fields page, from any Setup page, click the Custom Fld. tab button at the top
of the window, or from the main Setup Page click the Custom Cardholder Field button on the right side of
the screen. The following page will display.
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These custom design fields are called "Custom Cardholder Field 1 Name" through "Custom Cardholder
Field 11 Name" on the Custom FlId. page.

This page allows you to customize the label/name of these fields as they will appear in the cardholder
database. When deciding which label to use for each Custom Field, remember the maximum size allowed
in each field as shown below.

» User Field 1 - 4 can contain a maximum of 24 alphanumeric characters.
» User Field 5 - 7 can contain a maximum of 16 alphanumeric characters.
» User Field 8 - 11 can contain a maximum of 12 alphanumeric characters.

Once the new label/name has been entered on this page, the cardholder information which fits the custom
field, can be entered on the “Custom Fields Page” on page 3-22.

Add a Field

You add a field by entering the name (up to 12 alphanumeric characters) in one of the available blank fields
on this page.

NOTE: If the Clear button is clicked before the Save button, any
changes to fields or will be lost. Click on another page button and then back
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on the Custom FId. button. This will redisplay the original field names that
were saved.

Caution:

If you click on the Clear button, then click on the Save button, all field names will
be set to blank on this screen and on the cardholder screens. The information pre-
viously added for those fields will still remain in the cardholder database.

Modify a Field
1. You modify an existing name by changing the text in the field (up to 12 alphanumeric
characters).

2. Once the text in the fields appears as desired, click the “ Save button to save
any new field names.

A message Operation Complete will display.

4. Any new names will now appear in the Cardholder page as new field names.

Caution:

A You may rename a field at anytime, but the data already entered will not move with
the field name. For example, if a field is named Address and you have entered
address information into that field in the Cardholder page and then rename the
field to License Number. The address information will still reside under the same
field now with the new name of License Number.

Delete Fields

You cannot delete the custom field label/name. All you can do is change the names of those fields. Any
information entered on a cardholder screen for a given custom field is stored in that field permanently, or
until you erase the information on a cardholder screen.
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Facility Code Page

The Facility Code page allows you to enter as many as 16 Facility/Company Codes for different sets of
cards.

The Company Code and Facility Code are a set of numbers encoded into the access card that the system
uses to identify which site the cardholder is from.

To navigate to the Facility Code page, from any Setup page click the Facility Code tab button at the top of
the window, or from the main Setup page click the Facility Code button on the right side of the page. The
following page will display.

[Reager Evni§ Alarm Op. ¥ _Holdays 3

Facility Code Name Company Code Facility Code

[Gaslite Publish 1234 5678

= =y -

. (1%
Quick Start
i

Add Facility Codes

When you purchase cards you will get a particular company code for the set. When you purchase
additional sets of cards it is almost certain that the cards (unless you special order them) will have a
different company code. So you will configure a new facility and company code for the new set of cards.

To add Facility and Company Codes to the system, follow the procedure below.
Facility Code Name

Enter up to 15 alphanumeric characters for the name of the card set. The Company and Facility Code
numbers can also be used as the name.

Company Code
Enter up to 4 digits for the Company Code.

NOTE: For 26 bit card format, the facility code must be entered into the Company
Code field and the facility code field is set to 0.
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Facility Code
Enter up to 4 digits for the Facility Code.

Caution:

The Company Code and Facility Code must match the numbers encoded on the
access cards or the cards will not work properly.

The Save/Add Button

Once all the additions and/or changes have been made to the Facility Codes page click the
Save/Add button to save the data to the Server.

After clicking on the Save button the message Operation Complete should be displayed.
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Variable Card Page

The Variable Card Page allows you to configure the system to accept card formats other than the pre-
defined standard formats normally supported. This provides wider flexibility in the use of existing cards.

Custom Card Formats are used when upgrading readers without having to change the existing card
technology at a site. By entering the bit location and length in each of the code fields, a card format is
created that will then be assigned to one or more readers. You can define up to 15 Wiegand and 15 Mag
Stripe Card custom formats.

To navigate to the Variable Card page, from any Setup page click the Variable Crd tab button at the top of
the window, or from the main Setup page click the Variable Card Format button on the right side of the
page. The following page will display.
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Add a Card Format
Wiegand Card Formats

Cards with the Wiegand Card Format are usually ordered pre-coded with information (company code,
facility code, and card number). Most TOPAZ installations will not require a format change. If you do wish
to change the format you are using, you can do so with this screen.

Wiegand Card Formats are defined in terms of bits (a bit is either zero or one).

To add a Wiegand Card Format:

1. Select from the drop-down list of Wiegand Card Format #s a number from 1 to 15. Once a
record is selected, the screen displays the remaining fields for this format.

2. Select from 1 to 63 bits for the Card Length. Most TOPAZ installations use a 37-bit format,
which will be described in an example below. Another popular Wiegand Card Format is a 26-
bit format.
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3. The default is to use parity. You may turn parity off by selecting No Parity, to place a check
mark in the box.

4. You can select the location of the first bit for the Company Code as the Start value. For the
normal TOPAZ installation, the Start value is 2, meaning the Company Code will start in the
second bit in the string of bits. Bit 1 is normally used for parity. The Length is the number of
bits to use for the Company Code. For a Start value, select from 1-64 bits, and for a length,
select from 0-16 bits.

5. You can select the location of the first bit for the Facility Code as the Start value, and its
Length. For a Start value, select from 1-64 and for length, select from 0-16 bits.

6. You can select the location of the first bit for the Card Number as the Start value. For a Start
value, select from 1-64 bits, and for a length, select from 0-36 bits.

7. The lssue Code is not used in the Wiegand format unless you have the ability to encode your
own cards. The Issue Code is normally 1 digit. For a Start value, select from 1-64 bits, and for
a length, select from 0-8 bits.

Example of a 37-bit Wiegand Card Format

Field Start Length
Company Code 5 10
Facility Code 15 6
Card Number 21 16
Issue Code 2 0

Example of a 26-bit Wiegand Card Format

Field Start Length

Company Code 2 8

Facility Code 2 0

Card Number 10 16

Issue Code (ignored) 2 0
Mag Stripe Card Formats

Unlike a Wiegand Card Format, which cannot be changed for a given card, Mag Stripe Cards can have
their data changed. However, this requires the use of special equipment, which may or may not have been
part of your site’s installation of TOPAZ.

Whereas Wiegand cards are formatted in bits, Mag Stripe cards are formatted in digits (0 through 9).
To add a Mag Stripe Card Format:

1. Select from 1 to 40 digits for the Card Length. Most TOPAZ installations use a 3-2-6-1 format
and use 14 digits, which will be described in an example below. Another Mag Stripe Card
Format is the 4-4-10-2 format, which uses 22 digits. In both formats, the first and last digits are
used as a Begin digit (B) and a Finish digit (F). B is the Start digit and F is the Stop digit.

2. You can select the location of the first bit for the Company Code as the Start value. The
Length is the number of digits to use for the Company Code. For a Start value, select from 2-
40 and for a length, select from 0-4 digits
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Most cards do not use a Field Separator. It is most commonly used when compatibility is
required with Time and Attendance programs and other systems. When you select a Field
Separator, TOPAZ uses the letter D. If you want to use a Field Separator, click the box to the
right of the field. TOPAZ ignores the Field Separator digit in counting where data fields start.
See the example below.

You can select the location of the first bit for the Facility Code as the Start value. For a Start
value, select from 2-40 and for a length, select from 0-10 digits.

You can select the location of the first bit for the Card Number as the Start value. For a Start
value, select from 2-40 and for a length, select from 0-16 digits.

The Issue Code is normally 1 digit and is set to 1. You can use an Issue Code for replaced
cards, etc. You can select the location of the first digit for the Issue Code as the Start value.
For a Start value, select from 2-40 and for a length, select from 0-2 digits.

Example of a 14-digit Mag Stripe Card Format

Field Start Length
Company Code 2 3
Facility Code 5 2
Card Number 7 6
Issue Code 13 1

If a particular card had a Company Code of 3, a Facility Code of 2, and a Card Number of 12, the Mag
Stripe Card would look like the example below. The B is the Begin (Start) digit and the F is the Finish (Stop)
digit. Spaces are used here to make the value below easier to read. The actual card has no spaces.

spaces).

Description Value
Example B 003 02 000012 1 F
If this same example used field separators after each field, the actual card would look like this (ignore the
Description Value
Example B 003D 02D 000012D 1D F
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Modify a Card Format #

1. First select the Card Format #.

2. When the fields display, make the changes you want.

3. Then press the “ Save button for the card format modified. A message
Operation Complete will display.

Make sure that you click the Save button for the card format you are modifying. There is one for each type
Wiegand and Mag Stripe.

Delete a Card Format

1. First select the Card Format #.

2. When the fields display, reset all values except the Card Format # to the default values.

3. Then press the “ Save button. A message Operation Complete will display.
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Reader Event Page

The Reader Event page allows you to select how events related to access attempts will be handled. The
selections determine the system's response to a denied or authorized access event. You can determine
whether to Acknowledge, Display, or Print each of the possible access attempts.

For a list of reader events, see "Appendix B - Access Codes Definitions” B-1.

To navigate to the Reader Event page, from any Setup page click the Reader Evnt. tab button at the top
of the window, or from the main Setup page click the Reader Event button on the right side of the page.
The following page will display.

B oo Y e s Yo Aredd Acess Grp Qe s § Cosion i Yrchy Codel irale ro
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Event Name

- ANTI-F ACK VIOLATION
-AREA AT MaxIMUM LOADING
ACCESS AUTHORIZED - AREA DISABLED

ACCESS AUTHORIZED - AREA UNSECURED(ALARMS MASKED)

ACCESS AUTHORIZED - DELAYED ALARM UNMASKING STARTED

ACCESS AUTHORIZED - DELAYED ALARM UNMASKING STARTED - OWERRIDE

ACCESS AUTHORIZED - ENTRY GRANTED TO MASK ALARME =l

To select how events related to access attempts will be handled:

1. Select from the list of Event Names by scrolling through the list and clicking on the name of
the event to be configured.

Acknowledge - Select Yes/No if the operator should or should not be required to acknowledge
the event when it occurs.
Display - Select Yes/No if the workstation should or should not display the Access Event when it

occurs.
Print - Select Yes/No if the events printer should or should not print the Access Event when it

occurs.
Auto Acknowledge — If the Auto Acknowledge field is set to Yes the reader event will be dis-
played in the alarm queue window and will not require any action by the operator. It will clear after
a period of time.

The Auto Acknowledge field is not affected by the Acknowledge field.

2. After all Events have been setup click the “ Save button to save all changes
to the Server.

3. After clicking the Save button the message Operation Complete will display.
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Alarm Options

The Alarm Options setup has two sub-pages that allow you to add Alarm Instructions and define alarm
catagories.

e Alarm Instruction
+ Categories

To navigate to the Alarm Options pages from any setup page, click the Alarm Opt. tab button at the top of
the window, or from the main Setup page click the Alarm Options button on the right side of the page. The
following page will display.

Alarm Instruction Name IAccess Denied
Alarm Instruction Names Alarm Message Text

Access Denied L Card has been used and resulted in Denied ;I
Forced Open Lecess - Send Guard to investigate

All the sub-pages are covered in detail on the following pages.
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Alarm Instruction Page

The Alarm Instruction page allows you to add unique instruction messages to be displayed to the
operator when an event occurs.

* Add Instruction

*  Modify Instruction

* Delete Instruction
To navigate to the Alarm Instruction page from any setup page, click the Alarm Opt. tab button at the top

of the window, or from the main Setup page click the Alarm Options button on the right side of the page.
Then click the Instructions tab button and the following page will display.

LTI Cotczoric:

Alarm Instruction Name IAccess Denied
Alarm Message Text

A Card has heen used and resulted in Denied ;I
hoomess — Send Guard to investigate

Add an Instruction Message

Start by clicking on the Clear button to clear all the fields for data entry.

Enter up to 16 alphanumeric characters for the Alarm Instruction Name.

Click the Save/Add button to save the new instruction message.

1
2
3. Enter up to 495 alphanumeric characters for Alarm Message Text.
4
5. A message Operation Complete will display.

NOTE: Clicking Clear at anytime will clear changes that have been
entered.

Caution:

Clicking the Clear button before clicking on the Save button will delete newly
entered data.
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Modify an Instruction Message

1. Start by selecting the Alarm Instruction Message to be modified by clicking on the name listed
in the Alarm Instruction Names list.

2. After making changes to the Message text, click the Save/Add button.
3. A message Operation Complete will display.
Delete an Instruction Message

1. Start by selecting the Alarm Instruction Message to be deleted by clicking on the name listed
in the Alarm Instruction Name list.

2. After making sure the correct message to be deleted is selected (highlighted), click the

Delete button.

A message Are you sure you want to delete this record? will display. Click OK to continue.

4. A message Operation Complete will display.
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Alarm Categories Page

The Alarm Categories page allows you to group alarm events by name. The System comes with 16
generic alarm categories. The alarm categories appear in event reports and classify alarm events. You can
change any alarm category designation (defaults are shown below) to a description that is better suited to
your facility or application.

It is helpful to group alarms points into categories like "Intrusion Alarm" or "Maintenance Alarm", so they
can be recalled from history by that group, etc.

To navigate the Alarm Categories page from any setup page, click the Alarm Opt. tab button at the top of
the window, or from the main Setup page click the Alarm Options button on the right side of the page.
Then click the Categories tab button and the following page will display.

R, A Ope

n |Door Contact “ |User Categary 3
[Eystem nput K (== Catecpory =
[Forced Open BN [U<er Category 5
|Held Open |User Catagary b
Bl =t Terper [User Category 7
Il [o-vic= oine |User Categary 8
[Access Denied Alam K&l (== Categony @
BN ouess e B (== Cateqory 10

| save

The system default categories are:

1 Door Contact 9 User Category 3
2 System Input 10 User Category 4
3 Forced Open 1" User Category 5
4 Held Open 12 User Category 6
5 System Tamper 13 User Category 7
6 Device Offline 14 User Category 8
7 User Category 1 15 User Category 9
8 User Category 2 16 User Category 10
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You can make any changes desired to the category names and click the “ Save button.

A message Operation Complete will display.

Caution:
Clicking the Clear button before clicking on the Save button will delete all category
names!
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Holidays Page

The Holidays page allows you to predefine up to 32 Holidays to be used with Time Schedules to authorize
access, control alarms, and output relays.

Holidays are normally used to make the date assigned behave like another day off, for example, a
Saturday or Sunday. If no Holiday is assigned for a given date, then the normal access rules apply for that
date.

* Add New Holiday

* Holiday Types

*  Modify Holiday

* Delete Holiday

To navigate the Holidays page, from any Setup page click the Holidays tab button at the top of the
window, or from the main Setup page click the Holidays button on the right side of the page. The following
page will display.

[ Opersors Y Time Shed §secriy AresY Access Grp Y e Scings§ Custom i Qi Code rbi Crd
ISR YA, | s

January 1, 2004

February 16, 2004 =
3 a4 I - =l <]

July B, 2004

September 6, 2004 .
MNovember 25, 2004 Holiday Type 1 "

Mowvember 26, 2004

December 24, 2004 Holiday Type 2
December 27, 2004 g L

'
Adding a New Holiday

1. Start by clicking the Clear button to clear all the fields for data entry.

2. In the Description field enter the name of the holiday, up to 27 alphanumeric characters.
Select the Date for the holiday by clicking on the down arrow to the right of the fields and
clicking on the desired date. A calendar is available by clicking on the Calendar button.

4. Holiday Types

If a Holiday is defined without a Holiday Type, then the Holiday is like a regular day off. If it is
defined with a Holiday Type, then access for that date acts according to the rules for that type.
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Holiday Types are normally used for different countries where the date is treated differently. For
example, some countries may have the Friday after the U.S. Thanksgiving as a day off, and
access will be very limited. Other countries may treat that same Friday to allow an overtime crew
to work. Holiday types can also be used to allow a guard to get in a door through one reader for
that day, but not through the other doors.

Another example is to set Holiday Type 1 for hourly employees and Holiday Type 2 for salaried
employees. Type 1 could have a holiday defined to deny access for hourly employees, but Type 2
would allow salaried employees access to work on that holiday.

You can define the days and hours for two Holiday Types under Setup, under Time Schedule.
You can select which types of Holiday are active for a given date on this Holidays page.

+ Holiday Type 1 - If a Type 1 Holiday, click on the box to the right to place a check
mark in it.

» Holiday Type 2 - If a Type 2 Holiday, click on the box to the right to place a check
mark in it.

5. After adding data to the fields click the Save/Add button.
6. A message Operation Complete will display.

Modify a Holiday

1. Select the Holiday to be modified from the Holidays list by clicking on the name to highlight it.

2. After making all the required modifications to the Holiday click the Save/Add
button.

3. A message Operation Complete will display.

Delete a Holiday

1. Select the Holiday to be deleted from the Holiday list by clicking on the name so it is
highlighted.

2. Click the Delete button.
A message Are you sure you want to delete this record? will display. Click OK to continue.

4. A message Operation Complete will display.
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Hardware Button

The Hardware pages allow you to setup and configure hardware that will be connected to the System. The
following hardware setup pages are available:

»  Serial Port Page

*  LAN Communication Page
*  Workstation Page

* Field Panel Page

* Readers
* Alarm Point Setup Page
* Relay Page

* Auto Configuration Setup Page
* Video Recorder

To navigate to the Hardware pages, click on the Hardware button in the Main navigation button

window on the left side of the screen. The following page will display.

. Serial Port

LAN Comunications

| &

Workstation

|51

_| Field Panel
. Reader

- Alarm Point

Relay Output

- Auto Configuration

| Video

=
E
E
[
| .
|
e
|

L

To access one of the options in the Hardware pages click on the r‘ button next to the option.
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Serial Port Page

The Serial Port page is used to setup or modify settings of the PC Workstation's serial communication
ports. Configuration includes if the port is active or not, communication baud rate (speed), etc.

To navigate to the Serial Port page from any Hardware page, click the Serial Port tab button at the top of
the window, or from the main Hardware page click the Serial Port button on the right side of the page. The
following page will display.

[ Auto oY Video 3

Serial Port Name |COM2 Serial Ports

COM1
TN
Im Description
Admin Video

Port Connection Device |V|deo Switcher 'I Building 3 Zouth
Video Switcher Type |GE DYWMRe 'I

I

K5

From the list select the serial port to configure or modify by clicking on the port in the Serial Ports window
at the top right side of the page. Topaz supports up to five serial ports.

Serial Port Name
This field is display-only to show the name of the currently selected port.
Active

If the port is going to be used to actively communicate to field hardware it must be selected by clicking the
box to the right to place a check mark in the box.

Baud Rate

From the drop-down list select the baud rate that the equipment connected to the serial port will
communicate at. The possible selections are: 300, 600, 1200, 2400, 9600, and 19200.
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Parity

From the drop-down list select the parity for the equipment that is connected to the serial port. The
possible selections are: Even, None, and Odd.

Port Connection Device

From the drop-down list select the type of device that will be connected to the port. The list of equipment
selection is as follows.
+ SCP Device
+  SCP Dial-up
» Video Switcher - If this device is selected, the Video Switcher Type field will be active
allowing a selection of a brand of switcher.

NOTE:  You cannot change the connection device after the serial port has been
saved.

You cannot change the connection device after the field panel is assigned to a serial port.

If you wish to change the port connection device you must deactivate the port by un-checking the Active
box and clicking Save. Then you may modify the port. This feature is only available in TOPAZ Ver-1.30 and
later. If you see the following message you must first deactivate all field panels that are configured on the
port before you can deactivate the port.

InfoGraphics TOPAZ System [wWorkstation Server: ritchb) B3

& Dewvicelz] are Active, Request Aborted

Video Switcher Type

Before this field becomes active Video Switcher must be selected for the Port Connection Device.
Select the brand of video switcher from the drop-down list. The list of possible switchers is given below.

*  American Dynamics » Panasonic *  Quest Win
* Burle * Pelco *  Vicon

+ GEDVMRe *  Quest Plus

Description

Enter up to 60 alphanumeric characters to describe the device(s) connected to this port.
Clicking Clear at anytime will clear changes that have been entered.

After all the changes have been made to the Serial Port page you must click on the “
Save button in order for the changes to be saved.

You will receive one of the following messages.

+ If Operation Complete is displayed, then no further changes are needed.

» If Operation Failed is displayed, then a required field was not entered. Enter the field
and try again.

GE Security February 2, 2005 8-3



TOPAZ Software User Guide

LAN Communication Page

The LAN Communication page allows you to configure the LAN Adapters and TCP/IP address.

To navigate to the LAN Communication page from any Hardware page click the LAN Com tab button in
the top navigation bar, or from the main Hardware screen click the LAN Communications button on the
right side of the screen. The following page will display.

ACU'S Adapter LAN Name IGeneratiDnS LAN Names
TCP / IP Address [io1.01.01 245 MNewih/arld

\

AddaN

ew LAN Adapter

1. Start by clicking the Clear button to clear all fields.
2. Enter a name up to 31 characters for the LAN Adapter Name.
3. Enter the TCP / IP Address for the LAN adapter.

NOTE: If you are not sure what the TCP / IP address is, you should contact your LAN
Controller. Do not guess or enter a random number.

4. After all the fields have been added to the LAN Communication page, click on the
Save/Add button in order for the changes to be saved to the host PC's
database.

5. You will receive one of the following messages.

+ If Operation Complete is displayed, then no further changes are needed.

+ If Duplicate Record is displayed, then the LAN Adapter Name has been
repeated. Use a new name and try again.

+ If Operation Failed is displayed, then a required field was not entered. Enter the
field and try again.
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At any point if you wish to clear out all the entered information click the Clear button at
the bottom right side of the window.

Caution:

Clicking the Clear button before clicking on the Save button will delete newly
entered data.

Modify a LAN Adapter
1. Select the LAN Adapter to be modified from the LAN Adapters list by clicking on the name to
highlight it.

2. After making all the required modifications to the LAN Adapter Name and/or TCP/IP Address,

click the Save/Add button. If you change the name, the old LAN Adapter will
be deleted.

3. A message Operation Complete will display.
Delete a LAN Adapter

1. To delete a LAN Adapter from the System you must first select the LAN Adapter to be deleted.
Do this by clicking on the name of the LAN Adapter in the Configured LAN Adapters list.

Caution:
Before deleting a LAN adapter make sure that no field panels are assigned to the
LAN adapter you are deleting.

2. After making sure the correct LAN Adapter to be deleted has been selected click the
Delete button.

3. A message Are you sure you want to delete this record? will display. Click OK to continue.

4. The message Operation Complete will display.
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Workstation Page

The Workstation page will allow you to control how workstation will respond during use. For example,
whether the workstation will have photo badging capability, alarm color graphics capability, etc

* Add a Workstation

* Install a Workstation
*  Modify a Workstation
*  Delete a Workstation

To navigate to the Workstation page, click the Workstation tab button in the top navigation bar or from
the main Hardware screen click the Workstation button on the right side of the screen. The following page
will display.

T—
Internet (TCP/IP) Address I] 01.01.01.265

ritchis
desynb

Report Printer |Generic FaostScript Printer LI

Photo Badging v

Alarm Graphics ~

Route Alarms To Workstation Intchb ¥
Routing Time Schedule IThird Shift 3 vI

Alarm Ack Time Limit |30 Sec 'I

Add a Workstation

To add a workstation, you should first install the TOPAZ software on the new workstation’s computer. When
that workstation logs on with the software for the first time, the server will create a new record for that
workstation under the Workstation Name field and the Internet (TCP/IP) Address described below. The
values for all the fields on the workstation screen will be the default values.

If you add a new workstation from the server, it will not become effective until the TOPAZ software is
installed on that workstation and the software is started from that workstation. It is recommended that
you first install the software on the workstation, and then make any changes you want to the
workstation screen for added functionality, for example, the use of Photo Badging.
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Install a Workstation

Setup for Internet Explorer:

1. From Window’s desktop, right mouse click on the Internet Explorer Icon and select Properties.

2. On the General tab, click Settings, select “Every visit to the page”, and lastly click “OK” to
save.

3. On the Security tab, click on the Local Intranet icon. Click on the “Custom Level” button.
Under “ActiveX controls and plug-ins” change “Download signed ActiveX controls”,
“Download unsigned ActiveX controls” and “Initialize and script ActiveX controls not marked as
safe” to “Enable”. Then click “OK” to save.

4. On the Privacy tab, move the slide bar all the way down to “Accept All Cookies” then click “OK”
to save.

5. Click OK to save and exit Internet Explorer Properties.

Make sure the workstation Sentinel is plugged into the parallel port of the PC you are going to install the
workstation software on.

Make sure you are logged in as the Administrator so you have the correct rights to install software.

Insert the TOPAZ Installation CD into the CD drive. If Auto Insert Notification is enabled for your CD drive,
the Install Menu will appear as shown below and provide a selection list.

If the Install Menu, as shown below, does not appear within one minute, follow this procedure:
1. Open Windows Explorer.
2. Double-click on the drive of the CD.
3. In the root directory, double-click on the file “start.bat”.

The TOPAZ Install screen will display.

NOTE: Before installing the TOPAZ Workstation, make sure that Topaz server has
been installed and that the computers are communicating. If you have Internet
Explorer 6.0 already installed on your computer check to see if the title bar
states “Microsoft Internet Explorer provided by GE Security”. If not, you must
install the Virtual Machine that is located on the CD. For more information see
“Installing Virtual Machine” on page 1-9
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Installation CD

1. Click Install TOPAZ to start the installation setup.

The YWize Installation Wizard iz extracting files to your local

computer, please wait...

4
Cance |

2. If this is the first time TOPAZ has been installed on your computer and the Microsoft .NET
Framework is not installed, the Wise Installation Wizard dialog window shown above will
display. Extracting and installing the .NET framework may take several minutes. Please wait
while the Hourglass progress icon rotates. When the framework is completed, the TOPAZ
Installation Wizard will begin. If the .NET framework is already installed on your machine, it will
proceed directly to the The Welcome to the Topaz Installation Wizard dialog window will
display.
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¥'Tnpaz Setup o i) s
153

Welcome to the Topaz
Installation Wizard

It iz ztrongly recommended that you exit all \Windows programs
before running thiz zetup program.

Click Cancel to quit the setup program, then close any programs
you have running, Click Mest o continue the installation.

WARMIMG: This pragran iz protected by copyright law and
international treaties.

Unauthorized reproduction or distibution of this program, or any
portion of it, may result in severe civil ahd criminal pehaltiez, and
will be prozecuted to the marimurm extent possible under law.

< Back Cancel

3. Click Next> to continue.

|§' Topaz Setup

License Agreement

'ou must agree with the license agreement below to proceed.

END-USER LICENSE AGREFMENT FOR
GE Infrastructure Sofiware

This GE Infrastructure, End-User License Agreement ("EULA™) is a legal agreement
between you (either an individual o a single entity) and GE Infrastraeture for GE
Infrastructure software, which includes computer software and may include associated
media, printed materialz, and "online" or electronic documentation ("SOFTWARE
PRODUCT™. By installing, copying, of otheraise using the 20FTWARE FRODUCT,

wou agree to be bound by the terms of this EULA . If you do not agree to the terms of

this EULA, do not install or use the 30FTWARE PRODUCT. LI

{* i accept the license agreement

(| do not accept the license agreement

Wize Installation Wizard

FReset | < Back I Mext = I Cancel |

The next window will be the End User License Agreement. Read it carefully then select I accept
the license agreement. The next button will become available once the agreement is accepted.

Click Next to continue.
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{i¥ Topaz Setup ]
User Information

Enter the following information to personalize your installation,

Full M anne: ISc:herr Henderzon

Organization; IGE Security

The settings for this application can be inztalled for the cument user or for all users that
share thiz computer. Y'ou must have administrator rights to install the settings for all
uzerz, |nstall thiz application for:

% Anwone who uses this computer
= Only for me [MarjorisE)

Wize Installation Wizard

< Back I Mext = I Cancel |

4. The next window asks you to enter User Information. Type the name of the user in to the Full
Name field and the name of the organization into the Organization field. Select the radio
button beside Anyone who uses this computer. This is used to permit the system to
communicate with and respond to the Video Recorder. Click Next> to continue.

{i Topaz Setup ) — =] =]
Destination Folder

Select a falder where the application will be installed.

The ‘Wize Inztallation Wizard will inztall the files for Topaz in the following folder.
Toinztallinta a different folder, click the Browse button, and select another folder,

“r'ou can chooze not to ingtall Topaz by clicking Cancel to exit the \Wise Installation

‘wizard,
Destination Folder
[ C:\Program Files\GE SecuritytTopazh Browse |

‘wize Installation ‘wizard

< Back | Cancel |

This dialog window determines were the TOPAZ files will be stored on the system. If you do not
want to use the default directory, you may follow this procedure:
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a Click on the Browse button _ Bowse | and the Browse for Folder window will display.

Browse for Folder

Find Directory

F-i= 3% Floppy [4:]

H-=a (]

H-= (D]

t-{=1 Removable Disk [E:]
=) Removable Disk (F:)
{52 Apps on gs1' (L]
iS5 Comman on 'lgs1’ [M:]
= Home on 'lgs1' (M:]
]‘5—_‘ sftwreng on 'iged' [O:)
-5 ()

-[5] Contral Panel
...[&1_Printars

e T e O s OO s OO g O oy IO e O e OO s O

o]

i

[

Cancel |

b If you prefer to use a different directory, such as “Program Files”, select the desired
location for the TOPAZ software (such as c:\Program Files\TOPAZ) and click OK, then

Next>.

{i Topaz Setup =

Type of Installation

Select the type of inztallation...

=101 ]

g

N

Mo, | don't want bo add workstations...

g " Topaz Workstation

% ez | want to add workstations. .

‘wize Installation ‘wizard

¢ Back I Mest » I

Cancel |

5. This dialog window determines the type of installation you are doing. Since you are installing

the workstation, click the radio button next to Topaz Workstation. For information about
installing a server see “Installing a Host PC Server” on page 1-14

g Caution:

You must install TOPAZ on the server computer before installing it on any work-
station computer. Also make certain that the server computer and the workstation

computer are communicating properly.
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i"% Topaz Setup

Ready to Install the Application
Click Mexst to begin installation.

Click the Back button ta reenter the inztallation information or click Cancel to exit
the wizard,

Wize Installation Wizard

< Back Cancel |

6. If you satisfied with your settings, click Next to start installing the system.

'iaTupaz Setup O] x
|53

Updating System
The features you selected are cunently being installed,

Initializing...

‘wihize Installation ‘Wizard

The wizard will upload the required files and install them onto the computer. During the process, a
progress bar will display.
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{2 Topaz Setup B =|0] =
15

Topaz has been successfully
installed.

Click the Finish button to exit thiz installation.

< Black Cancel |

7. When all the files have been installed, the Topaz has been successfully installed dialog
window will display. Click Finish to continue with the installation of several video files. These
files are installed whether or not you are using Video.

N¥R Codec Installer I ll

This progranm will inskall the MR Wavelet Codec onka your computer, During the installation pracess, some kemporary
files will be copied to CMWRTemp, After installation wou can delete this temporary Folder. Press O to continue,

8. Click OK to install the Video files.

warning 1

4
The file Adve01,dl already exisks! Overwrite?
Replace all files with the same name without questions?
Mo | Caneel | ha |
NOTE: If a warning window displays that certain files already exist, click Yes to con-

tinue. When the dialog window asks whether to replace all files with the same
name without questions, click YES.

Specify Directory i x|

@ Press OF ko select the directory containing the Workstation. hta File. ..

9. This dialog window will appear if you selected Yes, | want to add workstations when installing
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the server. Click OK and another Browse window will appear. Select the directory or drive

where the Workstation. hta file was saved. After selecting the location click OK.

Operation Complete |

@ Workstation.hta Successfully Witken to CATOPAZY

10. The dialog window indicates that the file was written successfully. Now wait a few seconds

and the Sentinel Driver installation wizard will start.

i Sentinel System Driver 5.41.0 {32-bit) - InstallShield Wiza

Welcome to the InstallShield Wizard for
Sentinel System Driver 5.41.0 {32-bit)

The Installshield{R) wizard will install Sentinel Syskem Driver
5.41.0 (32-bit) on vour computer. To continue, click Next,

= Back Zancel

NOTE: If this is the first time you have installed TOPAZ on this computer, you should
follow the remaining steps. If this is an update, you may cancel out of the Sen-

tinel Driver wizard.
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11. Click Next > to install the sentinel drivers.

i'é" Sentinel System Driver 5.41.0 (32-bit) - InstallShield Wizar

Ready to Install the Program

The wizard is ready to beqin installation,

Click Install to begin the installation.

If wou want bo review or change any of your installation settings, click Back, Click Cancel to
exit the wizard,

IMPORTANT:
Please remove all USB SuperPro keys before continuing!

Imstallshield

< Back Cancel |

12. Remove all software sentinel keys from the USB port before continuing. Click Install to
continue.

i‘é‘n Sentinel System Driver 5.41.0 {32-bit}) - Installshield Wiza

License Agreement

Please read the Following license agreement carefully,

Rainbow Technologies, Inc. License Agreement il

I[P ORTATT: Eead this before using vour copy of Rainbow s software.

Thiz document iz a legal agreement between vou (either an indimidual or an
entity) and Eainbow Technologies Inc.. Use of the software indicates your
acceptance of these terms. As used in this Licensze Agreement, the term
"Software" means the Banbow software included on the media or

hardware provided with this License Agreement.

1. PROPEIETARY EIGHTS. The Software is a proprietary product of =l

* I accept the terms in the license agresment:

™ I do not accept the terms in the license agreement

ImskalShield

< Back I MNext = I Cancel |

13. Select | accept the terms in the license agreement, and the Next button will become
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available. Click Next > to continue.

i'é" Sentinel System Driver 5.41.0 (32-bit) - InstallShield Wiz

Setup Type

Choose the setup type that best suits vour needs,

Please select a setup tvpe,

Al program Features will be installed. (Requires the most disk.
space, )

{~ Custom

hoose which program features yvou want installed and where they
will be inskalled. Recommended For advanced users.,

ImstallShield

< Back I et = I Zancel

14. Select Complete, then Click Next > to continue.

i'é'u Sentinel System Driver 5.41.0 (32-bit) - InstallShield Wiz

Ready to Install the Program

The wizard is ready to begin installation,

Click Install to begin the installation.

If wou want bo review or change any of your installation settings, click Back, Click Cancel to
exit the wizard,

IMPORTANT:
Please remove all USB SuperPro keys before continuing!

Imstallshield

< Back Install Cancel |

15. Remove USB sentinel keys before continuing, then Click Install. A screen with a progress bar
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will display while the Sentinel Driver files are installed.

i'él' Sentinel System Driver 5.41.0 (32-hbit) - InstallShield Wiz

ard X

InstallShield Wizard Completed

The Installshield wizard has successfully installed Sentinel
System Driver 5.41.,0 (32-bit), Click Finish bo exit the wizard,

= Back

Cancel |

16. Click Finish.

17. You will now be returned to the desktop and the following message will display.

Warning

Far proper installation of the files, your syztemn must be
rebooted. Click ves to reboot niow,

18. You must restart your PC for the TOPAZ software to be activated. Click Yes to reboot your
system.

This ends the installation steps for a workstation.
To start TOPAZ, double-click on the TOPAZ icon on your desktop.

Modify a Workstation

After the software is installed on a workstation and you run the TOPAZ software (which connects the
workstation to the server), you can make changes to any workstation, including the one being used. This
means you can set the functionality for a workstation from that workstation, as long as you have the proper
user permission level.

You can select the information for any workstation by selecting its name from the right side of the screen
under Workstation. This will display on the screen the information for that workstation.
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Workstation Name

The Workstation Name is used to identify a workstation and may have up to 32 characters. You may have
only one (1) workstation on the system and it must have a unique name to identify it from the server

workstation.
NOTE: It is not recommended that you modify the Workstation Name.

Internet (TCP/IP) Address

The server must know the Internet (TCP/IP) Address of the workstation to allow the workstation to log-on.
This TCP/IP address is setup automatically the first time the Workstation runs the TOPAZ software. If you
are not sure about the TCP/IP address, contact your Network Administrator.

NOTE: It is not recommended that you modify the Internet TCP/IP Address.

Caution:

A If the TCP/IP address of the server currently being used is changed. The worksta-
tion will no longer communicate. The next time a request is sent to the Host the
workstation will not receive a response. The Host will send the information
requested to the original, not the new TCP/IP address. If the TCP/IP address is
changed, the new TCP/IP address must be entered from the Host.

Event Printer Configuration

To select an event printer, click on the drop-down list and click on the name of the local printer. The Event
Printer will print all events that are generated by the system. The default is "None".

If no printer is listed, you need to configure a local printer connected directly to the workstation.

You cannot select the same printer for both Event Printer and Report Printer. You must use two different
printers. After you configure the local printer properties you can select the Event Printer under Hardware —

Workstation.
Set the properties for the local printer available to this workstation.
Do the following to configure the properties for the event printer.

1. Click the Start button and select Settings, and then Printers.

A
e Settings 5 (7] cantral Panel

R crimand Prampl

9 Metwork and Dial

£ =

= @ seareh Bl rrinters L&\, Motepad

-:)] : Q Help and Support
i @ Help 5 Taskbar & Start [

Microsaft PowerPoink =
‘ /..) Search
_R Rur...

I All Programs D =7 Run..
i E 11 Shut Down... s -~ o B oacr [@ )] shut Do

ﬁgtart |J @ :’ﬂ @ @ m E @ ﬂ % E ‘:; stan @ ::?_'j I} E L o 2 Windows |
Windows 2000 Windows XP
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2. Click on Printers.

B3 Printers E=] B3

J File Edit “iew Favortes Too ™

Add Printer Acrobat Epzon Stylus
Diztiller COLOR 44,

Windows 2000

® 2 =2

Eltron P310 HP Laserlet  HP Laserlet |
Card Prinker 4050 Seri.., 4050 TMP... ~

Windows XP

3. Right click on the printer icon that is directly connected to your workstation and click on

Properties.

B3 Printers - |O] x| J

J File Edt “iew Favorites Too *

Fl]pen ;IE

R URiRRC %ﬁ;ﬁ:?:rt EI:—IL v Set ag Default Printer

Printing Preferences. .

Pause Frinting
Cancel &l Documents

Fax Generic
PostSeri...

Sharing...
Uze Printer Offline

Create Shorteut
Delete
Renamne
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4. For windows 2000 click the Advanced tab.

&% Epson Stylus COLOR 440 ESC/P 2 (Copy 2) Properties ﬂ!:!
Calar kManagement I Security I Device Settings l IItilities |
Geheral I Shating I Parts Advanced

% Always available
" fvailable from 12:00 Ak = 15 [1200aM L=

=7 =
Pricrity: I'I _I?
Crrixer: IEpsu:un Stylus COLOR 440 ESCAF 2 :J Mew Driver... |

" Spool print documents o program finizhes printing faster

£ SEart printing arten st page s spooled
% | Start printnaimmedistel

¢ Print directly to the printer

I Hald mismatehed dacuments
¥ | Eiirit spocled decuments frst
™ | Keep printed documents

I | Enable advancedipriting features

Printing Defaults. .. | Print Proceszor. . | Separator Page. .. |

] I Cancel | Apply |

5. Click the radio button to the left of Print directly to the printer to select it.
6. Click OK button.

7. Close the Printers window.

Setup is now complete and you can now select the events printer in the Event Printer field on
the Workstation Page.

Report Printer

If you want to print reports, a Report Printer must be selected. The drop-down list will show all configured
printers listed that have been added to the workstation. The default is "None". Select a printer by clicking
on it.

If there are no printers listed to choose from, you need to set the properties of a printer available to this
workstation. It can be either a local printer connected directly to the workstation, or a network printer. You
cannot select the same printer for both Event Printer and Report Printer. You must use two different
printers.

If you want to set a printer to spool reports:
1. Click on the Windows Start button.
2. Click on Settings.
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Click on Printers.
Click on Add Printer and select the printer for reports.

Click on the Scheduling tab.

2 e

Under “Spool print documents so program finishes printing faster”, select Start printing after
last page is spooled. The Reports printer must wait to print until the entire report is sent to
the printer.

Now you can select the Report Printer under Hardware — Workstation.

Photo Badging

If you want to use Photo Badging at this workstation, click the box to place a check mark in it.

Alarm Graphics

If you want to use Alarm Color Graphics at this workstation, click the box to place a check mark in it.
Route Alarms To Workstation

Alarms assigned to this workstation can be temporarily rerouted to another workstation during certain
times of the day and days of the week. To select a workstation to temporarily route this workstation’s
alarms to, select that workstation from the drop-down list.

This routing can also be used to manually reroute alarms at anytime by selecting the workstation you wish
to route the alarms to and then set the time schedule to route to the default of "Always" in the next field.

Routing Time Schedule

If you have selected a workstation in the above field to route alarms, you must also select the time
schedule for the routing to start and end. Select from the drop-down list any pre-configured Time Schedule
during which you wish to reroute alarms.

Alarm Ack Time Limit

You may select from the drop-down list the time limit allowed for the alarm to be acknowledged. The
default is None (will not expire) and the options are 5, 10, 15, 20, 25, 30, 45 seconds, and 1, 1.5, and 2
Minutes. After the timer expires at the Alarm Workstation, then the No ACK Workstation signed in the
Alarm Point Setup will receive the alarm for acknowledgement

After all the changes have been made to the Workstation page, you must click on the
Save/Add button in order for the changes to be saved to the Server PC's database.

You will receive one of the following messages.

+ If Operation Complete is displayed, then no further changes are needed.

+ If Duplicate Record is displayed, then the Name entered for the workstation has
been repeated. Use a new name and try saving again.

« If Operation Failed is displayed, then a required field was not entered. Enter the field
and try saving again.

At any point if you wish to clear out all the entered information click the Clear button at
the bottom right side of the window.

Delete a Workstation

To permanently delete a workstation from the system, you must:

1. Delete the TOPAZ software from the workstation computer.
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On the server, under Hardware, Workstation, select that workstation by name.

Press the Delete button.

A message Are you sure you want to delete this record? will display. Click OK to continue.

o > 0 N

The workstation name will be deleted from the list and the message Operation Complete
should display.

At any point if you wish to clear out all the entered information click the Clear button at
the bottom right side of the window.

Caution:
Clicking the Clear button before clicking on the Save button will delete newly entered
data.
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Field Panel Page

The Field Panel pages allow you to do the following.

* Add New Field Panel
* Modify Field Panel
¢ Delete Field Panel

These pages have three sub-pages.

+  Setup (default page)
« Dial-up
+ Elevator

They are used to configure more specific information for the field hardware.

To navigate to the Field Panel pages while in any Hardware page, click on the Field Panel tab button at
the top of the window, or from the main Hardware screen click the Field Panel button on the right side of
the screen. The following page will display.

IS e
e T

Panel Polling Dela 0 -
vy viey T
B = = Main ACUZZEL - ~|
Expansqun MD“H[ES’- Controls |
By ti = -
r B T E = s i
[Undefined =] [Undefined =] [Undefined =] [Undefined =]

The Field Panel Setup page is used specifically for adding or modifying new hardware. Here is where you
configure the ACU’s address, serial number, communications port, off line message, and expansion
modules.

Add Field Panel

NOTE: Before adding a new panel, detailed information on the panel from the
installer is required, such as location, type of panel, address, communication
protocol, etc.
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Start by clicking the button and enter the following information for the new field panel.

1.
2.

Panel Name - Enter a name for the field panel (up to 15 characters).

Panel Type — The only selection will be ACU. In future software versions there will be more
selections available to select from a drop-down list.

Maximum Readers — Select the maximum number of readers that this panel may be
configured for: 2, 4 or 8.

Polling Address - Set the Address of the ACU panel by clicking on the address from the
drop-down list. Notice that the list has numbers 0-9 and then A-F. The address is set in what is
called “Hex” or Hexadecimal numbers with 0-F equivalent to 0-15 respectively. The Polling
Address must match the address of the field panel.

The polling address is manually set with a rotary or DIP switch in the field panel and should have
been set when it was installed. If you are not sure of the address contact the installer of the panel.

Active - If the ACU panel is "Active", click on the box to show a check mark.

If the Host PC should start (polling) communicating with the Panel after saving the configuration to
the Host, then click on the box to the right to place a v check mark in the box. This will indicate the
field panel will be active.

If no check mark is placed in the box (default) the configuration for the panel can be saved, but the
Host PC will not start polling the panel. At a later time this field can be changed to have the Host
start polling the panel.

This is very useful when you would like to configure panels in advance, before the installation of
the panels or communication connection.

Server COM Port - From the drop-down list select the computer communication port that the
field panel will communicate to.

COM1 - The physical communication port on the back of the PC.

NOTE: If you need to setup a Com Port click on the @ link arrow. This will open the
Com Port setup page in an additional window. When setup has been com-
pleted, close the window by clicking the Save button.

Serial Number - The serial number is a unique number for each field panel and is only
required for dial-up panels. The serial number can be found on the documentation that came
with the field panel or on the board inside the field panel.

Elevator Operation - If the field panel is going to be used for Elevator Control, click on the box
to the right placing a ¥ check mark in the box. If not, leave the default of no check mark.

NOTE: If Elevator Operation has been activated, additional information must be con-
figured on the Elevator page.

Panel Polling Delay - If the TCP/IP or Server COM Port routinely give time-out error
messages, you can set a panel polling delay longer. The default value is zero for dedicated
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(direct connected) panels. Set the delay at .5 for all LAN and Dial-up panels.

Caution:

Never set the delay longer than necessary. For example, if you set the delay to 5
sec and the panel is not communicating, the server will wait the 5 seconds before
giving up and going to the next field panel. This could delay an event from being
reported to the workstation.

10. Expansion Modules — Set up the expansion devices that are connected to the ACU on the
Expansion Port. You can select an Input or Output module for addresses 4, 5, 6, and 7. For
example, an input module would be a RIM and an output module would be a RRM. The
address is set on the board at time of installation. If you are not sure of the board address,
contact the installer.

11. Configured Panels - This list is used when you wish to select an existing panel to modify or
check its configuration. See “Modify Field Panel” below.

12. Description - Enter the Description of the Field Panel. This can be up to 60 alphanumeric
characters describing the panel location or name of the areas of the building or site that it
controls.

For example: "ACU - Building 546 / Rm#2343 - Research Lab & Check Distribution Center".

After all the changes have been made to the Panel page, you must click on the Save/
Add button to save the changes to the server's database.

You will receive one of the following messages.

+ If Operation Complete is displayed, no further changes are needed.

» If Duplicate Record is displayed, then the Panel Name has been repeated. Enter a
new name and try saving again.

+ If Duplicate Polling Address is displayed, then a field panel with the same polling
address already exists. Check to make sure the correct address for the panel was
selected.

» If Operation Failed is displayed, then a required field was not entered. Enter the field
and try saving again.

At any point if you wish to clear out all the entered information click the Clear button at
the bottom right side of the window.

Caution:

Clicking the Clear button before clicking on the Save button will delete newly
entered data.

Modify Field Panel

1. To modify a Field Panel you must first select the panel to be modified. Do this by clicking on
the name of the Field Panel in the list to be modified in the "Configured Panels" window on the
right side of the screen.

2. Wait for the panel's configuration information to be displayed in the main window and the
Panel description to be displayed in the "Description" window below the "Configured Panels"
window.
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3. Make any necessary changes to the selected field panel's configuration.

4. Click the Save/Add button.
5

The message Operation Complete should be the message displayed and no further changes
are needed.

NOTE: The name of the field panel cannot be modified. You must delete the panel
and add it using the new name.

Delete Field Panel

Caution:
DO NOT delete a field panel until all associated readers, alarm points and relays
have been deleted from the panel first.

1. To delete a Field Panel from the System you must first select the panel to be deleted. Do this
by clicking on the name of the Field Panel in the list of Configured Panels to be deleted.

NOTE: In order to delete a Field Panel, you must first delete all readers, alarm points,
and relays on that panel. Then you can delete the panel.

2. Wait for the panel's configuration information to be displayed in the main window and the
panel's description to be displayed in the "Description" window below the "Configured Panels"

window, and then click the Delete button.
A message Are you sure you want to delete this record? will display. Click OK to continue.

4. If a message Device cannot be deleted with Readers Defined appears, then shutdown the
field panel and deleted it from the "Not Found" box in Hardware, Auto Configuration.

5. One of the following messages should display.

+ If Operation Complete is displayed, then no further changes are needed.

» If Operation Failed is displayed, then a required field was not entered. Enter the
field and try deleting again.

At any point if you wish to clear out all the entered information click the Clear button at
the bottom right side of the window.

Caution:

Clicking the Clear button before clicking on the Save button will delete newly
entered data.
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Dial-up Page

The Dial-up Page allows you to configure a dial-up connection from the ACU panel to the server.

Dial-up communication is used when an ACURT Panel is connected to a standard voice dial telephone line
and the server PC has an external US Robotics modem connected to its RS232 communication port. The
PC is configured to dial the phone number connected to the ACURT in order to download new information.
The ACURT panel may also Dial-up the Host PC to report alarms or download events.

When using Dial-up communications to an ACURT field panel you must install an external modem at the
server. The Topaz Software will ONLY support the (USR) US Robotics 33.6 faxmodem or the 56K V.90
faxmodem, Sportster modem models 0701 (005686-03) or 0459 (00083907).

For more information on setting up the external modem set External Modem Setup later in the chapter

To navigate to the Dial-up page from within the Field Panel pages, click on the Dial-up tab button. The
following page will display.

NOTE: If you see a message Panel with “dial-up” Server COM Port must be
selected then you have not selected a port in the Server COM Port field that

is configured as a dial-up port. To do this, click OK and then click on the @
link arrow next to Server COM Port. On the Serial Port window, select a
Serial Port on the right. Under Port Connection Device, select the device
that is configured for dial-up. Press the Save button.

oo Conie] Ve Y © TR cave  EETER

Configured Panels
Panel Phone Number 5551234 |ED j' m Gaslite Extension

Gaslite Main
@ Panel Dial Out Schedule Always 'I |144D vl m
Server Phone Number 1 BEE4321 Ignore Daylight Savings IND vI
Server Phone Number 2 QI33TkER Time Offset (Hours) ID 'l
Editorial -I
@ Server Dial Out Schedule NEEGENE 'I Extension office
6166 Arlington Uay <]

@ Comm. Overdue Message QERIsGIS vl

To configure a field panel for dial-up follow the procedure below.
Panel Phone Number

Enter the standard dial-up telephone number that the panel is connected to the server, for example, “555-
12347 (without the quotes). If you must “dial out” to get an outside line first and you need to first dial a
number such as “9” followed by a pause, enter the number as “9,555-1234”. The comma is needed for a
pause. If you must dial long distance, insert a “1” before the area code, for example, “9,1-799-555-1234".
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Panel Dial Out Schedule

Set the Time Schedule that the panel can dial out to the host. For more detailed instructions on how to set
up a Time Schedule, see “Setup - Time Schedules” on page 7-7.

For example, if the time schedule is set for Monday - Friday from 06:00 - 18:00, then after 6 P.M. at night
until 6 A.M. and all day Saturday and Sunday the panel would not be allowed to contact the host PC.

NOTE: If you need to setup a dial out Schedule click on the @ link arrow. This will
open an additional window with the Time Schedule setup page to allow you to
setup additional Time Schedule. When setup has been completed close the
window by clicking the Save button.

Server Phone number 1

Enter the primary phone number for the ACU panel to call the Server.
Server Phone number 2

Enter the secondary or backup phone number for the ACU to call the Server.
Server Dial Out Schedule

Enter the Time Schedule for the server (Host PC) to dial out to the ACU panel. This time schedule is used
to set when the server can contact the ACU to download new information. If you only want the download to
occur at night you could set the time schedule for Mondays, Wednesdays, and Fridays from 20:00 - 23:59.
This low-traffic time would be the only time that the server would contact the ACU and download new
information to it.

Max. Connect Time

Enter the maximum time in minutes that the panel may stay connected. For example, if the time is set for
"15" then at the end of 15 minutes the panel will automatically disconnect or hang-up. The default is 60
minutes.

Max. Disconnect Time

Set the Maximum Disconnect Time for the ACU panel. This ensures that the panel will be regularly
updated. If the server has not communicated with the field panel for the time set, it will contact the ACU
and send updates, download history events, etc. The default is 1440 minutes or 24 hours.

Ignore Daylight Savings

Select if daylight saving time is to be ignored Yes or No for this ACU only. If the ACU panel being
configured is located in an area that does not observe Daylight Saving Time, then this field should be set to
Yes.

Time Offset (Hours)

The Time Offset is the difference (in hours) between the server clock time and the ACU clock time, to
enable you to adjust for time zone differences. For example, if the ACU is located in another part of the
country where the time is 2 hours later, the time offset would be 2 hours.

Comm. Overdue Message

From the drop-down list select the message to be displayed anytime communication fails to the ACU.
These messages are from the list of Alarm Instructions configured under Setup / Alarm Options / Alarm
Instructions. For information on how to configure a message, see “Setup/Alarm Options - Instructions”,
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page 7-29. For information on how to generate a list all the configured Instruction messages, see “Reports
- Instruction Message Setup Report” on page 6-24.

Save

After all the changes have been made to the Dial-up Field Panel page you must click on the
“ Save button for the changes to be saved to the server's database.

You will receive one of the following messages:

+ If Operation Complete is displayed, no further changes are needed.
» If Operation Failed is displayed, then a required field was not entered. Enter the field
and try again.

At any point if you wish to clear out all the entered information click the Clear button at
the bottom right side of the window.

Caution:

Clicking the Clear button before clicking on the Save button will delete newly
entered data.

External Modem Setup

The switches on the back of the modem must be configured with switches 0000
5 and 6 set to the UP position, all others should be in the down position as
shown to the right.

IIII
122458678

NOTE: You will NOT need to install the modem or drivers in Windows.

When you power up the external modem LEDs AA, TR, and CS should be illuminated, all other should be
off.

Software Setup

After installing the modem make sure dial-up panels are configured in the Topaz server software as SCP
Dial-Up, set to 9600 baud, No parity and Active.

From Control and Service Functions, you must setup the modem. Choose Initialize - Test Modem and
Serial Port and say Go. The modem LEDs SD and RD should blink several times. This sends the correct
AT commands necessary for the modem to work correctly.

NOTE: Itis recommended you use a minimum of two dial-up ports/modems for data and alarms.
As the system grows or as the alarm load increases, it may be necessary to use more
Server modems to handle the traffic.

The Topaz systems administrator will also need to know the ACURT2 or ACURT4 Controller’s Serial
Number.

For additional information on dial-up communication see Dial-up Modem (Optional) in the Topaz Hardware
Installation User Guide.
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Elevator Control

*  Overview

«  Configuring the Elevator Control

* TOPAZ Field Panels and Elevator Control
* Cab Setup

*  Floor Definitions

Overview

The Elevator Control Software (ECS) is an enhancement that allows TOPAZ to manage floor access. This
feature is turned on in the Field Panel configuration page. TOPAZ associates cab and floor numbers with a
security area and a relay.

Once a field panel is configured for the elevator control function it can only be used for elevator control.
The relays on an elevator control field panel are always in the activated (on) state. A valid access will
deactivate the relay(s) for the authorized floor(s) on the cab being used.

The Elevator Control Software can support up to all 32 readers configured as elevator cabs even if the
cabs are in different buildings. Elevator cabs used in conjunction with this feature should be equipped with
card readers, which may or may not have keypads. Two (2) elevator cabs are supported per ACURT?2 field
panel and four (4) elevator cabs are supported per ACURTA4 field panel.

ECS controls access to different floors for each badge holder using security area (s)/group and time
schedules per card per floor. The software verifies that the cardholder has access to the cab and floor
combination. If access is allowed the system will send a momentary relay deactivation command to the
elevator control panel.

Configuring the Elevator Control
Configuring the Elevator Control is a five-step process:

1. Install the specific hardware that supports elevator control. Install card readers in the elevator
cabs and connect the control relays as the interface to the elevator control panel.

2. Define the field panel configuration used with the elevator cabs. You can configure any reader
on an elevator ACURT2 or ACURTA4 as an elevator cab reader. There is no special elevator
configuration needed in the Reader Setup.

NOTE: Once an ACU is configured for Elevator Control it can only be used for Eleva-
tor Control.

Configure a Security Area for each floor that the elevator cab(s) will control access to.

4. Define the elevator cabs and floors accessible by the cab. Up to 40 floors can be configured
by adding two (2) RRMs (address 6 and 7) to the ACURT4. For more information on this step,
see “Elevator Floor Definition Page” on page 8-34.

5. Setup and configure the Elevator Control itself.
TOPAZ Field Panels and Elevator Control

The ACURTZ2 field panel has 4 onboard relays and the ACURT4 has 8 onboard relays. The ACU can have
two (2) RRMs added for a maximum of 36 or 40 relays maximum for elevator control. The relay numbering
will be different depending on which ACU is used (see the relay numbering chart below).
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The example below is using an ACURT4 with one RRM (addressed #6). There are 3 Elevator Cabs
controlling 4 floors each. Each Relay would be given a Security Area for access authorization. Each
elevator cab must have its own reader. When a card is read in Elevator Cab 2 and the user has access to
Areas “Records” and “Accounting” then only relays 4 and 5 would operate.

NOTE: Only RRMs addressed 6 and 7 can be used for ACUs configured for elevator
control.

Elevator Relay Numbering

Relay Numbering for Elevator Control
ACURT2 ACURT4
Onboard ACU 0-3 0-7
RRM Address 6 4-19 8-23
RRM Address 7 20-35 24 - 39

Elevator Relay Interface

GE Security Side Elevator Side
M2, —L
+ &
Floor Select Button EIevator' '
hReIay Wiring

GE Security
Relay

[

NOTES:

*  When an ACU is used for Elevator Control, all of its relays are set to energized when
not selected. If the ACU were to fail, all floors will be enabled. (Fail Safe)

* Some older elevators require the relay to be activated longer. If this is necessary, in
the software set the Door Bounce Timer to 2 seconds. This should take care of any
additional delay required by the elevator.
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Elevator Cab Setup

To navigate to the Cab Setup page from any page in the Field Panel Setup pages, on the Setup — Field
Panel page, first make sure you have a panel selected and Elevator Operation selected. If you don't,
when you try to select Setup — Field Panel — Elevator, you will get the “Elevator must be selected”
message:

InfoGraphics TOPAZ System [Workstation Server: ritchb) B3

& Elevatar must be selected

After selecting Elevator Operation, click on the Elevator tab button at the top of the window. The following
page will display.

Configured Panels
|Admin Blda
Elevator Cab Name @ Elevator Cab Reader Starting Relay Number

|N0ne 'I
|N0ne 'I
|N0ne 'I

MNone | Description
Mane |

[Main North

IMain South

ronn

mmwmmhim—ta

| [ sne ]
NOTE: If you entered data on a new field panel to be used with the elevator cab, you

must first save the data on the panel before you can assign cab readers to
this elevator device.

Elevator Cab Name
Enter up to 21 alphanumeric characters for the name of the elevator cab.
Elevator Cab Reader

Select from the drop-down list the reader that will be assigned to the elevator cab.
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NOTES:

+ If you need to setup an Elevator Reader click on the @ link arrow. This will open an
additional window with the Reader setup page to allow you to setup additional Read-
ers. When you press the Save button, the window will close and you can continue
working in Elevator Cab setups.

* If you configure a new field panel from the Reader Setup page, you must save that
new panel’s data. If you do not, you will not be able to attach that reader to the eleva-
tor.

Starting Relay Number

Select from the drop-down list the first relay for that cab. For a given cab, the relays must be assigned in
sequence and a single relay number cannot be used for more than one cab. The relay numbers range from
0 to a maximum of 35, for a maximum of 36 relays per ACURT2 and from 0 to a maximum of 39, for a
maximum of 40 relays per ACURT4 field panels. For example, if you have 3 elevator cabs serving the
same 9 floors of a building, you might assign relays 0-8 for cab 1, relays 9-17 for cab 2, and relays 18-26
for cab 3.

NOTE: The drop-down list will contain only those relays that are appropriate for the
selected ACURT2 or ACURT4 panels.

Atfter all the changes have been made to the Cab setups page you must click on the “
Save button in order for the changes to be saved to the server PC's database.

You will receive one of the following messages.

» If Operation Complete is displayed, no further changes are needed.

+ If Duplicate Record is displayed, then the Elevator Cab Name has been repeated.
Enter a new name and try again.

» If Operation Failed is displayed, then a required field was not entered. Enter the field
and try again.

At any point if you wish to clear out all the entered information click the Clear button at
the bottom right side of the window.
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Elevator Floor Definition Page

The Elevator Floor Definition page allows you to setup the relay links to floors and Security Areas for
access authorization.

To navigate to the Floor Definition page from any page in the Field Panel Setup pages, click the Elevator
tab button at the top of the window and then click the Floor Def. tab button. The following page will display.
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Floor Definition

The column of relay #s on the left of the page are Relay #s in the ACU panel. Floor Names and Security
Areas for authorization will be assigned to each relay that is used.

Relay #

Topaz allows up to 36 relays (0-35) in the ACU panel in the column on the left of the window. The blue
panel on the left of these relays indicates the location and relay number on the selected panel. This will
make linking the correct floor to the correct relay easier. You will need to know which floor button in the
elevator cab corresponds to which ACU relay. If needed, use the scrollbar on the right side of the window
to navigate down to all 36 relays.

NOTE: Different cabs may skip relays/floors.
Floor Name

Enter the Floor Name (up to 32 characters) to identify the floor that the relay is linked to. For example,
"Floor 2",

Security Area

Select the pre-configured Security Area from the drop-down list by clicking on the arrow to the right of the
Security Area field and then click on the name to select the Security Area for authorization.
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If a Security Area is not selected before saving the page, the Floor Name will not be saved.
NOTES:

« The name of the security area for elevator control must be a number such as “3”, not
“Floor 3.

+ If you need to setup a Security Area click on the @ link arrow. This will open an addi-
tional window with the Security Area page. When setup has been completed close the
window by clicking the Save button and continue working in the Elevator Floor screen.

Assigning relays to the floors

For each relay that electronically selects a requested floor enter a name for that floor. For information
about wiring the ACU, see the Topaz Hardware Installation Guide page 4-29. Next to the floor name select
the Security Area that belongs to this floor. A Security Area must be configured for each floor that will be
controlled by the panel. Assign the floor name and Security areas in sequential order.

If there are no Security Areas in the drop-down list, then you must first create your site’s security areas by
going to Setup page, then Security Areas. For more details on how to configure a Security Area, see
“Setup - Security Areas” on page 7-10.

Configured Panels
You can select a field panel by clicking on the name listed.
Description

You can enter or change the description of this field panel.

After you have completed assigning the floors and Security Areas, click on the “ Save
button for the data to be saved to the Server's database.

You will receive one of the following messages:

+ If Operation Complete is displayed, then no further changes are needed.

» If Operation Failed is displayed, then a required field was not entered. Enter the field
and try again.

At any point if you wish to clear out all the entered information click the Clear button at
the bottom right side of the window.

Caution:

Clicking the Clear button before clicking on the Save button will delete newly
entered data.
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Elevator Public Access

The Elevator Public Access page allows you to define multiple public access scenarios for elevators. At
the start of the time schedule, elevator buttons associated with the selected security areas will be enabled
allowing anyone to have access to those elevator floors.

On this page you can:

¢ Add an Elevator Public Access
*  Modify an Elevator Public Access
e Delete an Elevator Public Access

For an overview on the Elevator Control, see Overview on Elevator Control on page 8-30.

To navigate to the Public Access page, from any page in the Field Panel setup pages, click the Elevator
tab button at the top of the window and then click the Public Access tab button and the following page will
display.

NOTE: After clicking the Public Access tab the tabs for Dial-Up, Elevator, Floor Def.,
and Cab Setup will no longer be available and will appear like this exam-

ple,. B8 % To access these tabs again you must first click back on the
Field Panel /Setup tab.
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Areas Public Access Area Name
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SA Elevator Start Action |F’Uh|iC Access Enable [x]
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Public Access Elevator Area

This is a list of Public Access Elevator Areas that have been configured. If you have not configured any
areas yet, the list will be empty. To modify an existing area, click on the name in the list to select it. The
following information will assist you in configuring new areas.
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Public Access Area Name

Enter the name of up to 26 characters for the public access area. This will indicate the Security Area that
will be open to the public during the selected time schedule.

Security Areas

Select a Security Area from the list by scrolling through the list and clicking on the name of the area so it is
highlighted. Only elevator security areas will appear in this list.

If you need to set up a Security Area, click on the @ Link Arrow. This will open an additional window with
the Security Area set up page to allow you to set up additional Security Area. When set up has been
completed close the window by clicking the Save/Add button.

Time Schedule

Select from the drop-down list the Time Schedule for this elevator public access area. The Default is
"Always".

If you need to set up a Time Schedule, click on the @ Link Arrow. This will open an additional window
with the Time Schedule set up page to allow you to set up additional Time Schedules. When set up has
been completed close the window by clicking the Save/Add button.

SA Elevator Start Action

There are two actions that are available for Elevator Start Action. Select the action that will occur when the
Time Schedule starts from the drop-down list. Options include:

*  Public Access Enable (default)
*  Public Access Disable

SA Elevator Stop Function

There are two actions that are available for Elevator Stop Function. Select the action that will occur when
the Time Schedule ends from the drop-down list. Options include:

*  Public Access Enable
* Public Access Disable (default)

Clear

At any point if you wish to clear out all the newly entered information, click the Clear button.

Caution:

Clicking the Clear button before clicking on the Save button will delete newly
entered data.

Save/Add
Once all the information has been added, click the Save/Add button.
Caution:

Do not click the Save/Add button, as this will overwrite the original record rather
than create a new record.
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One of the following messages should appear:

+ If Operation Complete is displayed, no further changes are needed.

+ If Duplicate Record is displayed, then the Public Access Name has been repeated.
Use a new name and try saving again.

+ If Operation Failed is displayed, then a required field was not entered. Enter the field
and try saving again.

Delete
1. To delete a Public Access Area, select the area to be deleted.
2. Click the Delete button.
The message Are you sure you want to delete this record? will display.
3. Click OK.

The message Operation Complete will display

8-38 460932001 GE Security



Reader Setup

Readers

Reader Setup Page

The Reader Setup page allows you to add, modify, or delete readers, including configuring the reader
address, name, description, unlock time, security area, etc.

There are two reader setup pages

* Reader Setup Page
* Reader Options Page
To navigate to the Reader Setup page from any Hardware page click the Reader tab button in the

navigation bar at the top of the main window, or from the main Hardware screen click the Reader button on
the right side of the screen. The following page will display.

[ Serial Port JLAN Comm § WorkstationY Field Pancl YR Alarm Point § _ Relay
Unlock Time {(Seconds) iB @ Field Panel |ACU#1 'l Configured Readers
Held Open Time {Seconds) [i5 = QlStandardWiegand -

Door Contact ~ I Default LI ACU#I-1
IKE Reader | IE

Unlock Door on REX Vv Enter Card # by Keypad |Di3ﬁb|8d 'I _|
Extend Held Open on REX Bm Relock Door | Lock on door opening a|
Magnetic Bond Sensor [ | @ Workstation for Reports Imikeh h

Overlapped Access m

IKE Allow Ingress

Allow One Minute Grace [

(IR
Add Reader

Reader Name

Enter the Reader Name of up to 12 alphanumeric characters, for example, “Lobby Door" or "Parking
Gate".

Reader Number

Select the Reader Number from the drop-down list of 0-7 by clicking on the number. This number is the
address where this reader is connected on the reader board. If you are not sure of the address contact
your installer.
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Unlock Time (Seconds)

The Unlock Time is the amount of time the door lock is to stay unlocked allowing the cardholder to open
the door. Type the number of seconds directly into this field. The range of times that can be entered is 0-
255. The default is 6 seconds.

Field Panel

From the drop-down list select the ACU Panel that the reader communicates with or is connected to. If you
are not sure of which panel the reader is connected to contact the installer.

NOTE: If you need to setup an ACU Field Panel, click on the @ link arrow. This will
open an additional window with the Field Panel setup page to allow you to
setup additional Field Panels. When setup has been completed close the win-
dow by clicking the Save button.

Held Open Time (Seconds)

The Held Open Time is the number of seconds that the door can remain open after a granted access
before an alarm is generated. The options are 15, 30, 45, 60, 90, 120, 180, 240, 300, 600, or 999 seconds.
The default is 15 seconds.

NOTE: For the Held Open Time option to work, a door-monitoring device must be
installed, connected, and configured.

Card Format

If you are using access cards with this TOPAZ system, then select the Card Format from the drop-down
list. If you are not sure of the format on your cards contact the installer. The possible options are:

+ Standard Wiegand
+ Standard Mag Stripe

NOTE: If your card format is not one of the Standard Wiegand or Mag Strip formats,

you will need to setup a Variable Card Format. Click on the @ link arrow.
This will open an additional window with the Variable Card Format setup page
to allow you to setup Variable Card Formats. When setup has been completed
close the window by clicking the Save button.

PIN Required

If there is a keypad on the reader being configured and you wish to require the cardholder to use a PIN,
select Yes. If the reader does not have a keypad or the PIN is not going to be used, select No.

Security Area

Select the Security Area from the drop-down list of predefined security areas that the reader will be
associated with. For example, if the reader is the Main Door to the Research Lab, then it may be assigned
to an area called "Research Lab". Later when giving access authority to a cardholder they may be given
the "Research Lab" as an area of authorized access.

NOTE: If you need to setup a Security Area click on the @ link arrow. This will open
an additional window with the Security Area setup page to allow you to setup
Security Areas. When setup has been completed close the window by clicking
the Save button.
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Door Contact

Select this box if the door that the reader is controlling has a contact and you wish that contact to be used
to monitor the door status. The default is to have a checkmark in this box. If the door contact is not going to
be used, click on the check box to remove the check mark.

Door Contact Zone

Select the alarm point to be used as the door contact. By default the field panel will use the zone at the
reader.

Paired Readers

If two readers are connected to the same door, on opposite sides of the door, you can configure them as
“Paired Readers”. To do this, for each door:

1. Both readers must be controlled by a single ACU.
2. Door Contact must be used.

3. Select the same Door Contact Zone for both readers.
IKE Reader

If the reader you are configuring is an IKE reader you will need to check this box in order for the reader to
work properly to activate and deactivate alarms.

Door Bounce Delay

Door Bounce Delay allows you to select a delay from 1-7 seconds for the forced open alarm. This prevents
a false alarm from occurring, for example when the door closes to quickly and the pressure from the
hydraulic door closer allows the door to bounce open again before securing.

NOTE: If using Elevator Control, some older elevators require the relay to be acti-
vated longer. If this is necessary, in the software set the Door Bounce Timer to
2 seconds. This should take care of any additional delay required by the ele-
vator.

IKE Allows Ingress

This field only appears if IKE Reader is selected above. In some security applications, alarms can only be
masked from inside the area. When this is the situation, and this IKE reader is used to enter the security
area, click on the check box. The IKE reader will allow the authorized cardholder into the area, but will not
mask the alarms.

Door Strike Relay #

If you are using a relay other than the default selection for the door lock, select a relay number for the door
strike by clicking on a relay number in the drop-down list. The default selection for reader 0 uses relay 16
located on the ACU reader 1 uses relay 18 and so on. For more information on relay addressing, see
“Elevator Control” on page 8-30

Allow One Minute Grace

Select this option if you want the Door Held Open timer to extend for one additional minute after the normal
Held Open time. During this time the reader's LEDs (and buzzer if equipped) will signal a violation. If the
controlled door re-closes before the minute expires, the door Held Open Alarm cancels and is never sent
to the Workstation.
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Lock Type

There are two types of lock that are used in different situations depending on how the lock should respond
to a power failure.

» Fail Safe — Select if the electric lock installed requires power to keep the door locked.
If power were to fail the door would then automatically unlock.

» Fail Secure — Select if power would be required to unlock the door. In the normal
condition with no power to the lock it would be locked. In the event of a power failure
the door would remain locked.

Unlock Door on REX

Select this option when you want the reader door to unlock when a person initiates a Request To Exit
(REX) the area. A button, motion detector, or other device may activate the Request to Exit. A Request to
Exit is required so that a Forced Open Alarm is not generated when a cardholder exits an area that does
not have an exit keypad or reader, but does have a door contact.

If the door is to unlock when the Request to Exit is generated, click on the box to the right. The door
responds the same as if a cardholder has entered a valid card/PIN to access the area.

If the door has a crash bar which allows exiting without unlocking the door, remove the check mark from
this box. This will allow the door to be opened from the inside but the alarm will be masked allowing the
person to exit without generating a Forced Open Alarm.

Enter Card # by Keypad

The Enter Card # by Keypad will allow the cardholder to enter their card number by using the keypad.
The number of digits set in this field represents the number of digits that are required for a card number to
be considered complete. For example, if the card number is 4 digits (0000 - 9999) or less, the field should
be set at 4 digits. A cardholder whose card number is less than required number must enter leading zeros,
or can use the * key (for example, if the card number is 0032, you can enter 32*). The * key is only used for
leading zeros, not trailing zeros, for example, it is not required for 3200.

The possible options are 4 Digits, 5 Digits, and 6 Digits. The default is Disabled.
Extend Held Open on REX

Select this option if you want the Held Open Timer to automatically extend for as long as the Request to
Exit (REX) input is activated. The Held Open timer does not start counting until the REX is released. Select
the feature by clicking on the box placing a check mark in it.

If not selected the Held Open Timer starts counting as soon as the door opens, and the timer will expire
even if the REX stays activated with the door open. At the end of the time, an alarm would be generated.

Relock Door

« After Door Opening — Select if you want the door to be relocked as soon as the door
opens.

» After Door Closes — Select if you want the door to relock only after the door closes.
This option (if selected) will keep the door locked even after the set lock time and will
only relock the door after the door is closed. This option is used for dead bolt and
other similar type locks.

* Relock Door on Strike Timeout - Select if you want the door to remain unlocked
(even if the door is still open) until the strike timer expires. The door cycle will also end
at that time. End of cycle means that alarms are immediately enabled, including the
'forced open' alarm for doors with a door contact.
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NOTE: If the door is monitored by an alarm contact, and the reader is set for 'Over-
lapped Access', and is open at the end of the door strike timer, then the 'Held
Open' time will be used to end the door cycle, and a new card read will re-fire
the door strike and restart the timers.

The above action requires the panel to have firmware version 5.79 (5 series) or 6.10
(6 series) or higher.

The first two of these options require a door contact to monitor door condition.
Magnetic Bond Sensor

Select this option when you want the third alarm point connection to work with some type of latch monitor
sensor such as a magnetic Lock. When selected, alarm point number Z02 will be wired to the latch
monitor. When not selected it may be used as a normal alarm point.

Workstation for Reports

Select from the drop-down list the server or Workstation to which the reports from the reader will be sent.

NOTE: If you need to setup a Workstation click on the @ link arrow. This will open an
additional window with the Workstation setup page to allow you to setup the
Workstation. When setup has been completed close the window by clicking
the Save button.

Overlapped Access

Normally after an access is granted the system must see the door closed before the reader will reset for
the next cardholder. When this option is selected by placing a checkmark in the box, the reader will reset
immediately after the first access request is made by a cardholder, allowing the next cardholder to access
the reader without closing the door.

For this feature to work properly, a door contact switch should be installed and connected to the system to
monitor the condition of the door.

Description

Enter the description of the reader, up to 50 alphanumeric characters. This could describe the location and
area the reader protects.

Save

After all the changes have been made to the Reader Setup page you must click on the “
Save button for the changes to be saved to the Server's database.

You will receive one of the following messages.

+ If Operation Complete is displayed, then no further changes are needed.

» If Duplicate Record is displayed, then the Reader Number has been repeated. Enter
a new number and try again.

« If Operation Failed is displayed, then a required field was not entered. Enter the field
and try again.
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At any point if you wish to clear out all the entered information click the Clear button at
the bottom right side of the window.

Caution:

Clicking the Clear button before clicking on the Save button will delete newly
entered data.

Modify Reader
1. Select the reader to be modified from the Configured Readers list.
2. Make all the desired modifications to the reader.
3. Click the INNNEIZN save button.
4. A message Operation Complete will display.

Delete Reader

Caution:

DO NOT delete a reader until all associated alarm points, cameras and relays
have been deleted from the reader first.

To delete a reader from the system you must first select the reader to be deleted. Do this by
clicking on the name of the reader to be deleted in the Configured Readers window to the right
of the main window.

Wait for the reader's configuration information to be displayed in the main window and the
reader description to be displayed in the Description window below the Configured Readers
window.

After making sure that the correct reader to delete is selected, click the Delete
button.

A message Are you sure you want to delete this record? Will display. Click Yes to
continue.

A message Operation Complete will display.
The reader will be removed from the list of Configured Readers.

NOTE: When deleting a reader the Alarm points for the reader will remain in the data-
base. If the reader is added back into the system, the alarm points will be
reassigned to the reader, unless you previously deleted the alarm points.
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Reader Options Page
The Reader Options page allows you to set up automatic actions for the reader to perform and assign
video switchers and digital video recorders to the reader.

To navigate to the Reader Options page from any Setup page click the Reader tab button in the
navigation bar at the top of the window and then the Options tab button. The following page will display.
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Video Switch Alarm Number | Video Switch Preset

Reader Alarm Video Recorders

Description
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Reader Action Schedule

Select the Time Schedule for the Reader Action Schedule. This will allow the reader to enter the
selected action at the Begin Action (beginning of the time schedule) and enter another selected Action at
the End Action (end of the time schedule).

The selected Begin Actions and End Actions are as follows:

* Access, No Keypad - Only a valid card for access is required.
* Access, Keypad - Only a keypad is required for access.

* Access, Company Mode - Access will be granted if the Company Code on the card
is correct.

* Access, Facility Code - Access will be granted if the Facility Code on the card is
correct.

* Lock Door - Door will lock and no access will be granted for any cardholder.
* Unlock Door- Door will unlock.

+ Conditional Unlock - This options keeps the door locked until a cardholder with
Authorized for Conditional Unlock presents their card.

e Turn On Keypad Enter - Only a valid PIN is required for access.
*  Turn Off Keypad Entry - A valid PIN is not required for access.
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NOTE: If you need to make a new schedule, click on the @ link arrow. This will open
an additional window with the Time Schedule setup page to allow you to setup
an additional Time Schedule. When setup has been completed close the win-
dow by clicking the Save button.

Duress Events Video Switcher

Video Switch Alarm Number

Enter the alarm number of the video switcher that should be activated when the reader's duress alarm is
generated. This field requires a video switcher alarm input.

For more information on duress, see the "Glossary”, page G-2.
Video Switch Preset

To activate a preset on the video switcher when the duress alarm is activated, enter the preset number of
the video switcher that is to be activated.

Reader Alarm Video Recorder

Topaz allows cameras on digital video recorders to be linked to readers so that alarms generated at a
reader can be recorded for investigation. See “Video Recorder” on page 8-63 for information on
configuring a Digital Video Recorder.

First Camera

This is the first camera that is associated with an alarm event generated by this reader. Select the camera
from the drop-down list of available cameras. See “Video Camera” on page 8-65 for information on
configuring a camera.

Save

After all changes have been made to the Reader Options page click on the “ SAVE button
for the changes to be saved to the Server's database.

You will receive one of the following messages.

+ If Operation Complete is displayed, then no further changes are needed.

+ If Duplicate Record is displayed, then the Reader Name has been repeated. Enter a
new name and try again.

» If Operation Failed is displayed, then a required field was not entered. Enter the field
and try again.

At any point if you wish to clear out all the entered information click the Clear button at
the bottom right side of the window.

Caution:

Clicking the Clear button before clicking on the Save button will delete newly
entered data.
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Alarm Point Setup Page

The Alarm Point page is used to add, modify, or delete existing alarm points. The Alarm Point page has
two sub-pages, "Setup" and "Options". They are used to configure more specific information for the alarm
point.

* Alarm Point Setup Page
* Alarm Point Options Page

To navigate to the Alarm Point page within the Hardware pages, click on the Alarm Point tab button at the
top of the window, or from the main Hardware screen click the Alarm Point button on the right side of the
screen. The following page will display.
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Alarm Name

The Alarm Name field is used to designate the name to be used for an alarm point. it can contain up to 26
characters. For example, "Emergency Exit Door S/E"

NOTE: Each name must be unique from any other. No duplicate names are allowed.
Field Panel

The Field Panel field is used to indicate the ACU that controls this alarm point. Select the Field Panel from
the drop-down list of pre-configured panels.

NOTE: If you wish to configure a field panel click on the @ Link Arrow button to the
left of the Field Panel field to open the Field Panel configuration page. Config-
ure the Field Panel and click the Save button to return to the Alarm Setup
page.
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Security Area

The Security Area field is used to assign a security area to the alarm point. It is selected from a drop-down
list of configured Security Areas.

NOTE: If you wish to configure a Security Area click on the @ Link Arrow button to
the left of Security Area field to open the Security Area configuration page.
Configure the Security Area and click the Save button to return to the Alarm
Setup page.

Alarm Categories

The Alarm Categories field indicates the category to which this alarm point is to be assigned. It is good to
group alarms points into categories like "Held Open" or "Motion Det." so that the group can be recalled
from history. It is selected from a drop-down list.

NOTE: If you wish to configure an Alarm Category click on the @ Link Arrow button
to the left of Alarm Category field and the Alarm Category configuration page
will drop down. Configure the Alarm Category and click the Save button to
return to the Alarm Setups page.

Alarm Instructions

The Alarm Instruction field contains the name of one of the configured Instruction Messages. It is
selected from a drop-down list.

NOTE: If you wish to configure an Alarm Instruction click on the @ Link Arrow but-
ton to the left of Alarm Instruction field and the Alarm Instruction configuration
page will drop down. Configure the Alarm Instruction and click the Save but-
ton to return to the Alarm Setups page.

Alarm Workstation

The Alarm Workstation field links the alarm to a workstation where it will report for acknowledgement ad
processing. It is selected from a drop-down list.

No Ack Workstation

The No Ack Workstation field is used to route an active alarm if it is not acknowledged at its usual
workstation. Select the workstation from the drop-down list of configured workstations. If your system does
not have a workstation assigned the default will be the server.

Active

The Active field is used to indicate if the alarm point is active. Place a check mark in the box indicating
alarm point is connected and the system is to start monitoring the point. The server will not start monitoring
the point until the configuration is saved. If the point should not be monitored until a later time, leave the
box unchecked. This allows the system to be programmed while the hardware is being installed without
generating constant alarms.

Input Number (Address)

The Input Number (Address) field is used to indicate the location on the ACU to which the alarm is wired.
If you are not sure what the alarm number is, contact the installer.
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Priority

The Priority field indicates the level of importance this alarm should have. The range is 1 to 16. The
default is to have 16 the highest priority. To change this to 1 being highest, click the Priority 1 is Highest
Priority check box on the Site Settings page. See “Priority 1 is Highest Priority Alarm” on page 7-18.

For example, a Smoke Detector alarm might be given a higher priority number so it would be reported
ahead of other alarms. The highest priority will appear at the top of the list in the alarm queue. The Duress
alarm defaults to a priority 15 due to the usual setting that priority 16 is the highest priority.

User ACK Required

The User ACK Required field is used to require acknowledge by the operator when the alarm is
generated and displayed on the Workstation.

If the operator does not acknowledge the alarm in a predetermined time limit, the Workstation will display
Operator Failed To Acknowledge and log it to the event file. After acknowledgement the operator may
also enter comments that will be logged to history.

If you uncheck this box the operator will not be require to acknowledge the alarm point. The alarm will be
placed in the queue but no enunciator will sound at the workstation.

Alarm Can Be Masked

The Alarm Can Be Masked field is used to allow the alarm to be masked by authorized personnel. Click
on the box to the right placing a check mark in the check box. If the alarm point should never be masked,
then leave the default with no check mark.

Caution:

Alarms that report the state of an alarm such as Alarm Off line or Tamper should
not be masked. Allowing these status alarms to be masked will reduce the security
and effectiveness of the system.

Description

The Description field allows you to enter other information about this alarm point. The field allows up to
256 alphanumeric characters. For example, "High Temp in Computer Room Build-23" or "Emergency Exit
door By Southwest Stairwell - Build #501". You could even include an address like "Roof Hatch Southwest
Corner - 254 E. Main St."

Alarm Reporting Delay

The Alarm Reporting Delay field is used in conjunction with Keypad Masking, etc., where the keypad is
located inside the protected area. For example, if the alarm point being configured is the door you would
use to enter the area, the alarm can be delayed for between 1and 255 seconds to give you time to enter
the area and deactivate the alarms before they are reported to the operator. Select the number of seconds
the alarm report should be delayed from the drop-down list.

Save

After all the changes have been made to the Alarm Point Setup page you must click on the
“ Save button in order for the changes to be saved to the server database.

One of the following messages will display.
+ If Operation Complete is displayed, then no further changes are needed.
+ If Duplicate Record is displayed, then the Alarm Number has been repeated.
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Enter a new number and try again.

+ If Operation Failed is displayed, then a required field was not entered. Enter the
field and try again.

At any point if you wish to clear out all the entered information click the Clear button at
the bottom right side of the window.

Caution:

Clicking the Clear button before clicking on the Save button will delete newly
entered data.

Modify Alarm Point
1. To modify an alarm point, select the name of the point to modify from the "Alarm Input Points"
window.

2. Make any necessary changes to the Alarm Point fields.

3. Atfter all the changes have been made to the Alarm Point Setup page you must click on the
“ Save button in order for the changes to be saved to the server database.

4. One of the following messages will display.

+ If Operation Complete is displayed, then no further changes are needed.

+ If Duplicate Record is displayed, then the Alarm Name has been repeated. Enter
a new name and try again.

+ If Operation Failed is displayed, then a required field was not entered. Enter the
field and try again.

Delete Alarm Point

1. To delete an Alarm Point from the System, select the Alarm Point to be deleted by scrolling
through the Alarm Input Points window and clicking on the name of the Alarm Point.

2. Wait for the Alarm Point configuration information to be displayed in the main window and the
Alarm Point description to be displayed in the "Description" window below the "Alarm Input
Points" window.

3. After making sure that the correct Alarm Point to delete is selected, click the
Delete button.

4. A message Are you sure you want to delete this record? Will display. Click OK to continue.

A message Operation Complete will display.
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Alarm Point Options Page

The Options Page is used to assign digital cameras and video switchers to an alarm, to control automatic
masking actions and to link alarms to a relay.

To navigate to the Alarm Point Options page from any Hardware page click the Alarm Point tab button in
the navigation bar at the top of the main window and then the Options tab button. The following page will
display.

[ Scri Pore § LAN Conn§ WorksatonY i Panel § _Reader ARSI oy 3

| Opions . ESTIIR. =

o Hl

T —
ACUT-LOWBATT -
ACU1-POWER
ACUT-TAMPER

Video Switcher Alarm # || Video Switcher Preset # ACL P O BATT

ACU 2-POWER
ACU 2-TAMPER
ADMIN MNW-DC

Dial-Up Report IAlways Feports -I ADKIN Mi-FO id|

Description

@ Masking Schedule INDne vI Masking Action Mask -l

|

Alarm Links to Relay # INDne 'l

i Ei A
First Camera

This is the first camera that is linked to this alarm. Select the pre-configured camera from the drop-down
list. To configure a camera, click the Video | Camera tabs at the top of the screen and complete the page
that displays. For information about configuring a camera See “Video Camera” on page 8-65.

Video Switcher Alarm# (Camera#)

If an approved optional video switcher is connected to one of the serial ports of the server, the PC can
send a signal to the video switcher to trigger one of its alarms/cameras.

Enter the alarm/camera number of the optional video switcher that is to be activated when the alarm point
becomes active.

NOTE: When using a GE Video Switcher use the number of the camera to be called
for the Video Switcher Alarm # field.
Video Switcher Preset#

If an approved optional video switcher is connected to one of the serial ports of the server, the PC can
send a signal to the video switcher to trigger one of its presets.

Enter the preset number of the optional video switcher that is to be activated when the alarm point
becomes active.
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Dial-up Report

If this alarm point is connected to a dial-up field panel, you can specify if you want the dial-up device to
store alarms and troubles until the next scheduled download to the server or send the information to the
server as they occur.

The optional reports are:

NOTE:
Masking Schedule

Always Reports - Select this option if you want the field panel to dial-up the server
and report all events immediately from this point instead of being stored in memory
until the scheduled download.

Report Troubles - Select this option if you want troubles from this alarm point to be
sent immediately to the server instead of being stored in memory until the scheduled
download. For example, a Request To Exit alarm would report if the point when into
trouble, but would not report every time a request to exit was sent.

Log Reports - Select this option if you want alarm and troubles from this point to be
stored in the dial-up device's memory until the scheduled download time.

The video option cannot be used with a dial-up panel.

If the alarm point is to be automatically masked or unmasked during a time schedule then select the pre-
configured time schedule from the drop-down list. The default is Never (will not mask by time).

NOTE:

Masking Action

If the desired Time Schedule has not yet been configured, then you can click

on the @ Link Arrow button to the left of Masking Schedule. The Time
Schedule configuration window will drop down. Configure the desired time
schedule and click the Save button.

If you have selected a time schedule above, then select from the Masking Action list if the point is to be
masked or unmasked during the time schedule selected.

Choose one of the options:

Mask — Select if you want the alarm point to be masked without restrictions during the
scheduled time. At the end of the time schedule the point will unmask.

Unmask — Select if you want the alarm point to be unmasked without restrictions (that
is, the alarm point should be monitored) during the scheduled masking time. At the
end of the time schedule the point will mask.

Alarm Links to Relay #

You can select a relay number to be linked for this alarm by clicking on a relay number in the drop-down
list. This allows you to link several alarm points to a single relay. The relay must be on the same panel as
the alarm point for this to function. The relay will activate whenever the alarm point is in an active state and
will deactivate when the alarm resets or returns to normal.
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Atfter all the changes have been made to the Alarm Options page you must click on the “
Save button in order for the changes to be saved to the server PC's database.

The message Operation Complete should be displayed.

At any point if you wish to clear out all the entered information click the Clear button at
the bottom right side of the window.
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Relay Page

The Relay page will allow you to do the following.

* Add Relay
* Modify Relay
* Remove Relay

To navigate the Relay page from any Hardware page, click on the Relay tab button navigation bar at the
top of the screen, or from the main Hardware screen click the Relay Output button on the right side of the
screen. The following page will display.

o Fore YUAN CommY WorkaionY Fied Pl § Reader Y Al Poinc IENY
[ Auco Confg Video 3

Relay Name IACCESS LIGHT
Configured Relays
Relay Number {Address) ID ACCESS LIG
@ Field Panel |Gas|ite tdain v_l

Alarm Linking Scheduling

Controlled by Alarm Point Y'eg @ Relay Action Schedule |Always 'l
@ Alarm Point Name IACCOUNT\NG-FO 'I
[

@ Link During Time Schedule IAIways vI
Activate When Alarm is Masked ol |Ac1ivate 'I

Add Relay
1. Start by clicking on the Clear button and enter the data as described below.

2. Enter a name of up to 16 alphanumeric characters for the Relay Name. The name of each
relay must be unique.

Enter the Relay Number (Address) of the relay that is being configured.

4. Select from the drop-down list of pre-configured Field Panels the one to which the relay is
connected.

5. Alarm Linking allows you to link the selected Relay to a selected Alarm Point. Any time the
alarm point goes into alarm the relay will activate and when the alarm cancels the relay will
deactivate. This allows you to link any number of relays to the same alarm point.

6. Controlled by Alarm Point: If the Relay is to be linked to an Alarm Point then select Yes from
the list. The default is No.

7. From the drop-down list of configured Alarm Point Names, select the point that will activate
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this relay when it goes into alarm.

NOTE: If you wish to configure an Alarm Point click on the @ Link Arrow button to
the left and the Alarm Point setup page will drop down. Configure the Alarm
Point and click the Save button and you will return to the Relay Setup page.

8. Link During Time Schedule: If you want the Relay to activate upon the alarm during a
selected Time Schedule only, then select the Time Schedule from the drop-down list of
configured Time Schedules.

NOTE: If you wish to configure a Time Schedule click on the @ Link Arrow button to
the left and the time schedule setup page will drop down. Configure the time
schedule and click the Save button to close the window.

9. Active When Alarm is Masked: Under normal conditions when the Alarm Point that is linked
to the relay is Masked, the relay will not activate when the point goes into alarm. If you wish
the Relay to Activate even if the Alarm Point is Masked, click the box to the right placing a
check mark in it.

10. Scheduling: If the Relay is going to be activated or deactivated by a Time Schedule the
following fields need to be configured.

11. Relay Action Schedule: If the relay is to be automatically Activated during a Time Schedule
then select from the drop-down list a pre-configured Time Schedules for the relay action to
Begin and End.

NOTE: If you wish to configure a Relay Action Schedule click on the @ Link Arrow
button to the left and the Time Schedule configuration page will drop down.
Configure the panel and click the Save button and you will return to the Relay
Setup page.

12. Begin Action: Select if the relay is to Activate or Deactivate at the beginning of the time
schedule.

13. End Action: Select if the relay is to Activate or Deactivate at the end of the time schedule.

14. Enter up to 127 characters for the Description for the relay.

15. After all changes have been made to the Relay page you must click on the
Save/Add button for the changes to be saved to the Server database.
You will receive one of the following messages:
+ If Operation Complete is displayed, no further changes are needed.

» If Duplicate Record is displayed, then the Relay Name has been repeated. Enter
a new name and try again.

+ If Operation Failed is displayed, then a required field was not entered. Enter the
field and try again.

At any point if you wish to clear out all the entered information click the Clear button at
the bottom right side of the window.

Caution:

Clicking the Clear button before clicking on the Save button will delete newly
entered data.

GE Security February 2, 2005 8 -55



TOPAZ Software User Guide

Modify Relay

1.

Start by selecting the relay to be modified by scrolling through the Configured Relays list and
clicking on the relay to select it. After the fields are filled in make sure the correct relay to
modify has been selected.

2. Make any desired changes to the Relay Setup page desired.
3. Atfter all changes have been made to the Relay page, you must click on the
Save/Add button for the changes to be saved to the Server database.
4. One of the following messages should be displayed.
+ If Operation Complete is displayed, no further changes are needed.
« |If Duplicate Record is displayed, then the Relay Name has been repeated. Enter
a new name and try again.
+ If Operation Failed is displayed, then a required field was not entered. Enter the
field and try again.
Delete Relay
1. To delete a relay from the system you must first select the relay to be deleted. Do this by
clicking on the name of the relay in the Configured Relays list.
2. After making sure the correct relay to be deleted has been selected (highlighted), click the
Delete button.
A message Are you sure you want to delete this record? Will display. Click OK to continue.
4. A message Operation Complete will display.
If Operation Failed is displayed, then a required field was not entered. Enter the field and try
again.
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Auto Configuration Setup Page

Auto Configuration will allow you to have the system automatically configure any device by clicking the
Auto Configuration button. The system software will detect any newly added device such as ACU panel
or card reader and set it up with default values.

Default Device Names

After Auto Configuration has been completed the devices will have numeric names, for example, Reader
2-1-3 is Host Port two (2), Field Panel address one (1), Reader number three (3). You may want to rename
the devices with your own descriptive names. For more detailed information see the chart below.

Reader/
Example Type COM# | ACU Polling # | Alarm # | Alarm Type
Field Panel Device 1-0 Device 1 0
Reader RDR 1-0-0 RDR 1 0 0
FO
RDR 1-0-0 FO RDR 1 0 0 (Forced
Reader Alarm Open)
Alarm Alarm 1-0-0 Alarm 1 0 0
Area Area 1-0-0 Area 1 0 0
Example Type | Device # | Reader Port | Address | Alarm Type
Panel Alarms ACU 1 -TAMPER | ACU 1 1 TAMPER
Input Module RIM 1-1-7-OL RIM 1 1 7 OL (Offline)
Output Module RRM 1-1-5-OL RRM 1 1 OL (Offline)

When you click on the Auto Configuration button, the message Please be patient while we examine
your system will display.

InfoGraphicz TOPAZ System

; ! E Flease be patient while we examing your system
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If no new devices are detected the following page will display.

Not Configured

B System
COMILT
B Gaslite Main
B Readers
E ACCOTNTING
= MFG OFFICE
# Aarme
CONI2

; .
[ selectal W Clearal B Gaslite Extension
Generations

ELEWATOR

ACU HLOWBATT
ACU 3-TAMPER
ACU F-POWER
ELEVATOR 1-DC
ELEWATOR 1-REX
ELEWATOR1-FO
ELEWVATOR 1-HO

Gaslite Elevator

Gaslite Extension Editorial Extension office 61E
Gaslite Elewatar Main Building Elevatar Cantra

| vl

Configuration Tree Legend

Found - not configured -
Configured - not found
Found and Configurzd L

m Compress All

You can instead select the standalone Device Tree at any time by clicking the |Device Tree! Device Tree
button on the Main tool bar on the left side of the screen.

If new devices are detected and/or old devices are not found, you will receive a message to that effect,
such as:

InfoGraphics TOPAZ System [Workstation Server: ritchb) B3

& Mew devices found - Some old devices not found

Left Side of the Page

The page is divided into two halves with a vertical line. On the left side are two lists showing the devices,
which need your attention: those Found and Not Configured and those Configured and Not Found.

Found and Not Configured

On the left side, under Not Configured you will see a list of devices that the system found which you have
not configured yet, if any such devices are found. These devices should be configured before proceeding.

To do this click on all the devices you wish to have auto configured, and then click the

Configure button. Those highlighted devices should no longer appear in that list,
and should now be located in the system device tree on the right side of the page, along with all of the

TOPAZ devices connected to that communication port. Any selected device may be deselected by clicking

the

3 Clear button.
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Configured Not Found

On the left side, under Not Found you will see a list of devices that the system has a configuration for but
cannot find. You should confirm that these devices are no longer installed and physically connected to the
server. It is possible that the device has a communication or other related problem.

If you want any device in this list removed from the database, click on it to be highlighted, and then click the

TR conigure button

NOTE: If you configure a Com port for one device and later unplug it and plug in
another device of a different type, when you run Hardware\Auto Configura-

tion, Auto Configuration will not find that device. You must reconfigure the
device for that Com port.

Caution
If a Com Port is not listed correctly, Auto Configuration won't find anything under
that Com port.

Right Side of the Page
Color Legend

In the corner of the screen, you will see the color legend, which describes devices listed under the System
icon. These colors provide information about the configuration status of each device.

Configuration Tree Legend

| Found - not configured -

| Caonfigured - not found -

Found and Configured -
m Compress All

You can view text boxes describing the meaning of each color by placing your mouse pointer on a color
bar.

Devices shown in green are Found But Not Configured:

Found but Mat Configured. The system has detected new
hardware. This hardware needs to be configured.

Devices shown in red are Configured But Not Found:

Configured but Nat Found. The hardware is configured | but
niot communicating with the spstem.

Devices shown in black are Found and Configured:

Found and Configured. The hardware iz configured and
communicating with the system.
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Device Tree

You can access the Device Tree by clicking on the |1] plus button by System at the top right side of the
page.

Bl System

You can also expand the entire tree by clicking the m Expand All button or you can compress
the tree by clicking the Compress All button.

Clicking this button will open the tree to show the Communications ports and LAN Adapters (ACUs
communicating over the LAN) configured on the system as shown below.

B System
CONI
8 Conhiz
z} Gaslite Exten
= Eeaders

The =] ICON by Readers indicates that no additional information resides under that part of the tree.

Opening more of the tree would look something like the image below.

Gt Configured - not found -
yatetn
B CoMMI Found and Configured -

8 Gue pmni a1 | Compem

B Readers
E ACCOUNTING
® MFG OFFICE

12} Alarms
® Alarm 1-1-
B Alarm 1-1-
® Alarm 1-1-
® Alarm 1-1-
® Alarm 1-
® Alarm 1-1-
B Alarm 1-1-
E Alarm 1-
® Alarm 1-1-
® Alarm 1-
B Alarm 1-1-10
® Alarm 1-1-11
E ACT 1-LOW BATT

R PR P i RGPS i P Rl Pl ey
i 1
(e 8 o Y EO ) ol A0 5 (PN 1 S R o)

When you leave the Auto Configuration (Device Tree) page and later return, the Tree will appear opened to
the same place as it was when you left.

At anytime you can click on any one of the underlined names to bring up its appropriate configuration page
and re-configure or edit that item.
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For example, if the ’ACCOUNTING-FO” alarm in the tree above were clicked on it would bring up the
Alarm Point configuration page as an additional browser page with Auto Configuration remaining in the
background as shown below.

r Bl System
B COomMi
IO e Eupanaa | comprl
Readers

Alarms

[ Serial Pore JLAN Comm §WorkstacionY Fiekd Panel § _Reader  SEVTUGIUIN _Relr
[ Auio o § [ Opions NEETINNNESK

IACCOUNTING-FO| Alarm Input Points
& Field Panel [Gaslite Main =] “ v ACCOUNTING-HO
ACCOUNTING-0L

ACCOUNTING-REX

@ IACCOUNTWG 'l Input Number {Address) [ ACCOUNTING-RT

ACU-LOW BATT
ACU1-POWER

@ Alarm Category IForced Open 'I |1 'l ACU1-TAMPER ﬂ
@ IFUFCBd Open j' User ACK Required 7 Description
Aooounting Office -I
Alarm Workstation IfitChb = Alarm Can be Masked v Nain Daor
-
No ACK Workstation Iritchb i
Alarm Reporting Delay ID j' m

= |

You can then make any modifications or deletions. After making changes click the Save/
Add button at the bottom of the Alarm Point Setup page to close it and return to the Device Tree.

The device tree will automatically be updated with the changes you made.
When you navigate to another page the Device Tree will remain in the view you left it.

NOTES:

*  You cannot use the Auto Configuration or standalone Device Tree to add new devices.
You must add them by using the hardware page for the device you wish to add.

+ At any time, while on any other page of the TOPAZ system you can click on the

Device Tree peyice Tree button located in the main tool bar on the left side of the
screen to access the standalone device tree page.
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Device Tree

If you just click on the _ Device Tree button you will see the following page, which shows only
the device tree.

Expand All Compress All

To run Auto Configure you must click the Hardware button on the main tool bar on the left and then click
the Auto Configurations button. The device tree is also displayed on the Auto Configuration page.

Aside from auto configuring your system, and specifically for day-to-day system hardware navigation and
editing, we recommend using the Device Tree.
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Video Recorder

Topaz supports alarm video recording. This allows the system to link the video recorded during an alarm
event to the alarm record. A digital video recorder allow the video clip to actually begin prior to the alarm
event allowing the actual event to be seen by the operator.

To navigate to the Video Recorder page, click the Hardware button on the main navigation bar

at the left side of the browser window then click the! ! Silver button next to Video on the main
Hardware page. You can also click the Video tab at the top of the window from any Hardware page. The
following page will display.

Video Recorders
Video Recorder Name [Building 1 South

Building 2 West
Building 3 North
Internet (TCP/IP) Address IWD.D.D.BB
Connect to Video Recorder 3

Before configuring the recorders in the TOPAZ system, they should be installed and functioning properly.
Make certain that you have the TCP/IP address which has been assigned to the recorder available before
you start the setup process.

NOTE: While many Digital Recorders may use DHCP addressing, Topaz must use
Static IP addresses. Be certain when installing the recorder that a static IP
address is assigned to it.

Video Recorder Name

The Video Recorder Name field assigns a name to the recorder that can then be selected on various
pages of the TOPAZ system. This name must be unique and clearly identify the recorder. It could reference
the location of the cameras that it will be controlling. For example: Administration South or Building 1 West
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Internet (TCP/IP) Address

The Internet (TCP/IP) Address field is used to connect the recorder to the LAN and to the TOPAZ system.
The address must be a static IP. IP addresses should be issued by your IT department and configured on
the recorder before completing this form.

Save/Add
Click the Save/Add button to save the configuration to the database.

Connect to Video Recorder

Once you have saved the configuration, click the Connect to Video Recorder 3 button to verify that
the correct recorder has been configured.

This button will launch the Wave Browser. This browser allows the user to connect to a video
recorder and test the various cameras by viewing live feed from that camera.

Address @ http:f10.0.0,67 fwrcontrolite, ssi

| @6 |Links >

g /2 /2004
12:00:00 A

For information about how to use the Wave Browser, refer to the documentation that came with your
DVMRe
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Video Camera

This page allows the user to link the video recorder to the cameras which will monitor and record the alarm
events. Digital video recording allows the video clip to actually begin prior to the alarm event. This feature
allows the actual event to be seen by the operator. Pre event, Length and Quality settings are done on the
DVMRe directly. Refer to the documentation which came with your video recorder. On this page, you will
assign a name to the camera and link it to a Video Recorder.

To navigate to the Video Camera page, click the Hardware button on the main navigation bar

at the left side of the browser window then click the! g Silver button next to Video on the main
Hardware page then click the Camera tab. You can also click the Video tab at the top of the window from
any Hardware page and then click the Camera tab. The following page will display.

Video Cameras

Video Camera Name ICDmmDns 3
o Martheast Entrance
South Entrance

Recorder Camera Number IB 'I

e

West Corridaor

Add a Video Camera

Use the following steps to add a new video camera to the system. Before configuring the cameras, they
should be installed and functioning properly. Make certain that you have the Recorder Name to which the
camera is attached and the number assigned to the camera on that recorder before you start the setup
process.

Video Camera Name

The Video Camera Name field is used to assign a name to the camera that can then be selected on
various pages of the Topaz program. This name must be unique and clearly identify the camera. It could
reference the area which is monitored by the camera that is being configured. for example: Southeast
corridor or Accounting Lobby, etc.
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Recorder Name

The Recorder Name field is used to indicate the video recorder that controls the camera. Select the name
of the recorder from the drop-down list of available video recorders.

If the correct recorder is not configured you can click the link arrow @ button to open the Video
Recorder page and configure the required recorder.

Recorder Camera Number

The Recorder Camera Number field indicates the Camera Number that was assigned to this camera on
the recorder. For information regarding the assigning of Camera Numbers refer to the documentation
which came with the Video Recorder.

Save/Add

Click the Save/Add button to save the configuration to the database.
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Chapter 9

Badge Design

Introduction

This feature is currently not being evaluated by UL.

The Badge Design page allows you to design badges for use with individual employees in the Cardholder
record.

The TOPAZ badge design facility is easy to use and has a wide range of features for designs. As a
demonstration, the badge shown below uses a few of the design features. This badge was designed and
saved into the system in approximately five minutes.

Background

: L]
N [ Eaio :
r — : Ghosted
Rectangle — i ) e
Conditional

Database
Infarmation

Bar code

You can orient the design for either portrait or landscape badges. You have great flexibility in what may be
placed on a badge. The following features may be incorporated into a badge template. The template is
then used for printing cardholder badges.
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1. Cardholder Photo - The Cardholder’s photo is stored in the Cardholder record and is
automatically accessed when the Display Badge, Print Badge, or Display Photo selections are
made. The photo can be implemented with several different format selections including
Chroma Key, Chroma Cut, Ghosting, Black and White format, and Rescaling.

2. Cardholder Signature - The Cardholder’s signature is also stored in the cardholder record
and is acquired from an optional signature panel attached to any enroliment workstation within
the system.

NOTE: An optional signature capture pad is required for this feature.

3. Logos - These are bitmaps of any object or scene that can be imported into the system from
any external software package. They can be used as backgrounds or as smaller symbols, and
can be overlaid on top of each other.

4. Rectangles, Triangles, Circles, Ellipses - You can draw and automatically size rectangles,
triangles, circles, and ellipses. You can fill them with color from the extensive color palette
within the system, or you can leave them without a fill. You can round the corner, mix the width
of the external lines, and select the color.

5. Lines - You can draw lines with varying styles, thickness, and color in any direction.

6. Fixed (Constant) Text - You can enter text onto the badge at any selected location and select
the font from the extensive font list.

7. Database (Variable) Text - You can automatically add text from the Cardholder Database.
You can select the location and orientation, and you can also define the font and whether full
or partial rending of the data shall be used. The fonts size automatically and you can choose
the color for the text from the built-in color palette.

8. Bar Codes - You can print the card number and employee number on the badge as a bar
code. You can select the location, size, and color of the bar code.

NOTE: During the process of badge design, it is recommended that you periodically
save the badge template using the File menu on the Menu Bar at the top of
the screen. The first time a template is saved, you must select a unique name
for the template. The name can be a maximum of eight (8) characters in
length. Use the Save As command the first time.
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Accessing Badge Design

To navigate to Badge Design click on the Cards button in the main navigation bar on the left side of the
browser window then click on the Photo ID button, then the Design Badge button. The system will open
the badge template design window as shown below.

PHOTO BADGE - [Untitled]

Ble Edt [raw Optons Test Help

NOTE:

N N S S R T A R N e T A A o

If the Photo Badge window does not display, make sure the workstation has
been set up for Photo Badging.

To select a Portrait badge or a Landscape badge, move the mouse pointer to the Options selection on the
menu bar at the top of the window and click the left mouse button. Choose the selection of Portrait or
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Landscape, which is suitable for the badge design you wish to implement. This will alter the dotted line
template on the screen for badge orientation selected from the menu as shown below.

¢ Pl Edd [raw (psoer Tedt Help

@ PHOTO BADGE: [Unttled)

Mde Dipey Cofoee Eie Edi Draw [RERY Test Helo
Giid
Srizp

Currently
selected format
is grayed out,

Encade Magstipes
Irveait Badge on Print

Renmanze lamplate
Impoet Bibmap
Frirtes 2edecton
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Entering Information

In order to place any field information on a badge, you need to first select Draw from the menu bar at the
top of the window. This will pull down a menu list, which lists all of the different items, which may be
inserted into a badge template.

The Draw menu offers the following items:

Dptionz

«  Photo Phata

»  Signature Signature

o« Text Test

: g.atﬂabase DataBaze

. Lilnrgap El.itmap

«  Triangle Lire

+ Rectangle Triangle

+ Circle Rectangle

*+ Ellipse Circle
Ellipze

Photo and Signature

These two commands allow you to specify the position, shape, and size of the cardholder’s photograph or
signature.

Once you have selected either of theses items, the menu will disappear. You should then select the
position of this item on the badge. To select the position, place the mouse arrow at the top left hand corner
of the desired position, press down and hold the left mouse button and drag it to the bottom right hand
corner of the desired position.

The screen will show a rectangle with large square dot corners called "Handles". These "Handles" indicate
that the object has been "Picked" for editing. The rectangle will have a gray background.

Click and hold left
mouse button in
upper left corner and
drag to right bottom

COrner.

When the item is
selected, handles for
adjusting are located
at all four corners.

You can move the rectangle around on the template by placing the mouse arrow inside the selected field
(showing the handles), then hold the left mouse button down and drag the rectangle to the new position. To
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change the size, place the mouse arrow directly on one of the handles, then click and hold the left mouse
button and drag to the new shape.

To select attributes, while the "Handles" are still in place, and with the mouse pointer located within the
area of the "Handles", click the right mouse button. The Attributes screen is shown below.

DEFAULTS

Text Dptions

Databass N - Fartherme [4ia =] Outine
Teud | Fitation ID *I

—Shde ———— ~Alignmant ~Case ~Bar Code ~Diate Formal —Mame Fomais —
& Hammal = Lett Justity # Mo Chenge @ Mo Barcods ~ Mo Change = Mo Change
£ HBald  Rigght Justify r UpperCase | | Coda 3of8 & dofmimAy " Last hlama
" alic [ Center " Lowet Case ~ Code 125 Al 1~ First Marma
F Underline C Mised Cese | | € Code 2of 5 € yaitrim £ Midddlle: MNarme
| Sodaber Cdd i  Firat ane biddle
 Flip Mame

Colorand Lines
- _ II] 3: Fad Lirie Wil IU 3:
OEEOBOCOBEBEOOCOB O Oa.E
HEENENNDNNNNND N NN NN I 3* [T RBound Corners
Pty DR EEEDEE . 0 - it - Fil
;I HE N EENOODOOOOOOCOOO@E ] Iﬂ Blua il'inarea
FPhoto gnd Bitmep alterations |

= Chrmme Res I8 P EhtaR = Ehmstee I= Elents ool iihite [T Allew Reenele

—Frint If

| = EIN

Petem Fill Badge |

Distabese Field Condition Walue to Check ‘

[ Raplicata I Brick Fattem [T Double Space

ot | Cancal |

These attributes, which may be selected or changed for any particular “Picked” object, are in bold on the
screen and the attributes, which may not be used, are grayed out. In the case of the Photograph and
Signature objects, the available attributes are Chroma Key, Chroma Cut, Ghosting, Black & White, and
Allow Rescale. These are explained in detail later in this chapter.

Text and Database

These two commands allow you to specify the position, shape, and size of the text and database field
information to be shown on the badge. Text refers to "Constant" text that is entered by the badge designer
and will always appear on the badge in the same form. Database refers to "Variable" information, which is
extracted from the cardholder database and is specific to the individual cardholder

Once you have selected either of theses items, the menu will disappear. You should then select the
position for these items on the badge. To select the position, place the mouse arrow at the top left hand
corner of the desired position, press down and hold the left mouse button and drag it to the bottom right
hand corner of the desired position. The screen will show a rectangle with large square dot corners called
"Handles". These "Handles" indicate that the object has been "Picked" for editing.

A dialog window will appear on the screen.
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If the Text command has been selected, the dialog box will provide an open field into which you can enter
the text to be placed on the badge in that position.

Once you click the left mouse button on the OK button, the text will appear in the area between the
"Handles" of the "Picked" object.

If the Database command has been selected, a dialog box will appear with a pick list, showing all of the
available Cardholder Database information fields that can be selected. You can scroll through all of the
available selections by placing the mouse pointer over the up or down arrows located at the right hand side
of the dialog box. To select a database item, you move the mouse pointer to that selection and click the left
mouse button. To enter this database item onto the badge, you may double-click the left mouse button, or
place the mouse pointer over the OK button, and click the left mouse button. The selected database item
will appear in the area between the "Handles" of the "Picked" object.

DATABASE FIELDS |

BUILDING -]
CARD#

CARDMAME —
CARDSMN

CITIZEM

CLERANCE

COMMENTT

COMMEMNTZ

CROHLDR#

DACTDATE

DIISION

DRINVLICH

DRIVSTH

DRYR LIC

DRVRSTAT -
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To assign attributes to the "Picked" item, place the mouse pointer over the area between the "Handles" and
click the right mouse button. The Attributes screen will appear as shown below.

Text
Options

- Text Oplions
Diatabase

Database
Field

Bar Code

Ruotation

Date
Form at

Tiat
Sayle Cete Farm Hame Formats
& Haormal f Justy Mo Change = Mo Barcode I MaChange o NDD'““EN
" Bold ™ UpperCase || Code3old = dfmmpy | T LestMeama Marn e
T Rt W  Lower Case ~ Code 128 ™ mimfddAy " First Mema Format
 Undorng r Mixed Caze | ™ CodaZalb ™ amimdd " Middie Hame
- ™ dd Prenr sy ™ First and Middiz
| " Flip Mame
Cobor and Lines
5 2 Reg  Linewiam [0 B
OEEEEEEEONEBEEOO0OO000Os
I I BN BN 0N BN N BN BN BN BN BN 0N BN I I ra
Sl I O O N B B il Firi .nuniﬂg:: Draw
RN L N N N == =f=f= == ™ Fillin area and Fill
Fhoto and Bitmap alterations
L = Colaor
Erint I Falette
\pmuban Faield
Fatesmn Fill Badge
I Replicata ™ Brick Patam
o] 4 I

Print If...

Photo and Bitmap
Alterations

The Font Size is determined by the size of the rectangle drawn on the template. To adjust the size of the
font, try changing the height of the rectangle. You will notice that the sample text in the rectangle will
change as you adjust the height of the rectangle.

The length of the rectangle will determine how much of the text is shown/printed on the badge. If the text is
longer than the rectangle it will still show when the badge is printed or displayed.

Text and Database Options

In the case of the Text and Database objects, the following attributes are available from the Text Options

section:
« Font Name
+ Style
e Case
« Date Format
* Rotation
9-8 460932001

Outline
Alignment

Bar Code
Name Formats
Print If
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Texd Dptions
Detabese [ | FontPame [arig) = outine
Text I Fletation IU 'I
Shyele Align merit Case Bar Code Diate Farmet Mame Forn ets
& Parnal & Lefl Justify & MoChange * o Barcode © o Change * [No Change
© Bold = Right Justify T Upper Case " Code 3019 & dofmmane " LestMame
 fialic € Center © Lowet Cage || € Code 128 € mimfcicny  First Name
 Undeding I~ Mixed Case " Code 2 oi5 g o  hdicld e Mame
O Cucsls " dd mmmyan " Firgt and kiddle
" Flip Hame
Font Name

To select a font, place the mouse pointer over the down arrow on the left of the Font Name, and click the
left mouse button. A pick list will appear. Use the up and down arrows at the left of the pick list to scroll
through the available fonts. To select a font, place the mouse arrow on to the selected font and click the left
mouse button. The pick list will disappear, and the selected font name will show in the field next to the Font
Name legend.

QOutline

The Outline command allows you to select the color and font for the text, but in outline only, with the
background information visible through the text characters.

Alignment

The Alignment command allows you to select whether the text will be Left Justified, Right Justified, or
Centered inside the picked rectangle.

Case

The Case command allows you to specify the typeface to be used for the selected Text or Database item.
The options are:

* No Change

* Upper Case

* Lower Case

* Mixed Case

Selecting No Change causes the data to be printed exactly as typed for a Text item or exactly as entered
in to the database for a Database item.

Selecting Upper Case causes the data to be printed entirely in Upper Case letters.
Selecting Lower Case causes the data to be printed entirely in Lower Case letters.

Selecting Mixed Case causes the data to be printed with the first letter of each word Capitalized, and the
other letters in lower case. If the text contains a capitalized letter within a word (like a person’s name), the
mixed case setting will change that letter to lower case. For example, McDonald becomes Mcdonald.

Bar Codes

The Bar Code command allows you to represent any numerical Text or Database Information in the form
of a bar code on the badge. The selections are:

« No Bar Code
e« Code30f9
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e Code 128
e Code2o0f5

Date Format

The Date Format command allows you to select the format in which dates may be represented on the
badge. The available formats are:

e dd/mmlyy
* mm/ddlyy
* yy/mm/dd

« dd mmm yyyy
Name Formats

The Name Format command allows you to specify the format in which the Cardholder’s name, as entered
in the system Cardholder database, will be printed on the card when selected using the Database
command. The options are:

* No Change

+ Last Name

*  First Name

* Middle Name

» First and Middle

* Flip Name

By using the No Change selection, you can choose to have the name printed in the same format as it was
entered into the system database.

The Last Name, First Name, Middle Name and First and Middle options allow you to specify that only these
parts of the Cardholders name will be printed in the selected object field.

Using these selections in multiple Database fields allows you to put different parts of the Cardholder's
name at different locations on the Badge.

The Flip Name command allows you to enter the Cardholder's name into the selected field in reverse order
from that which it is entered into the Cardholder Database. For example, if the Cardholder's name is
entered into the Database as Doe John, using the Flip Name command will cause it to be printed on the
card as John Doe.

Place the mouse pointer over the relevant button and click the left mouse button. A black spot will appear
in the center of the button to indicate the item has been selected.

Rotation
The pop up menu allows you to select a rotation of 0°, 90°, 180°, or 270°.
Color and Lines

The color for the printed text on the badge is selected from the extensive color palette in the Color and
Lines section of the Attributes screen. The Lines portion of this section does not apply to Database or
Text applications and will be dealt with under the sections relating to Line, Triangle, Rectangle, Circle,
and Ellipse.

The palette shows a small selection of the total colors available. To view more colors, place the mouse
pointer over one of the arrows at the left of the color palette, click the left mouse button and hold it down
until the right shade of the desired color appears. Release the left mouse button and the scrolling will stop.
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To select the desired shade, place the mouse pointer over the selected color and click the left mouse
button. A box will appear indicating that the color has been selected.

If none of the colors on the palette appear suitable, you may tailor a color to suit by using the Red, Green
and Blue color adjusters at the right of the color palette. You should first select from the palette the nearest
color to the desired shade. The color you selected will show in the large color frame to the left of the color
adjusters. To adjust the tint, you can then place the mouse pointer over the up or down arrow next to the
tint number of the Red, Green or Blue color adjuster and click the left mouse button to change the value of
the selected tint. The tint values may be set between 0 and 256. As the tint is adjusted, the actual color will
be shown in the large color frame at the left of the color adjusters, and also in the selected palette color
surrounded by the black box. This particular color will then be saved as part of the standard color palette
for future use.

Print If-

The Print If section of the attributes screen may be used to define the conditions under which a "Picked"
object is printed. Print If can be used to print text or a bitmap image, photograph, signature, etc. only for
some cardholders.

| Database Fisld Conditian Walug to Check

] ] 2|

As an example, the following procedure will enable you to print the word “Contractor” on the badges for
Cardholders who are contractors. To do this, you create a Print If condition of “TITLE IS EQUAL TO
CONTRACTOR”.

Place the mouse pointer over the down arrow in the Database Field of the Print If section. Click the left
mouse button and a pick list will appear showing all of the available fields in the Database. Scroll through
the pick list by placing the mouse pointer over the down arrow and clicking the left mouse button and
holding it down until the legend "TITLE" appears in the list. Release the left mouse button, and move the
mouse pointer over the word "TITLE", and click the left mouse button. The pick list will disappear, and the
word "TITLE" will appear in the Database Field.

Move the mouse pointer to the down arrow by the side of the Condition field and click the left mouse
button. A pick list will appear with arrows and a scroll bar at the side. Move the mouse pointer to the legend
"IS EQUAL TO" and click the left mouse button. The pick list will disappear, and the legend "IS EQUAL TO"
will appear in the Condition field.

Move the mouse pointer to the "Value to Check" field and click the left mouse button. A cursor will appear
in the "Value to Check" field. Type the word CONTRACTOR into the field.

[ Database Figld Condition Walua to Check

[TITLE =l |isEcuaLTo =l [contacior

The Print If command allows you to select whether a "Picked" object shall be printed on a badge based on
the following conditions compared to information contained in the Cardholder database:

* ISEQUALTO

+ ISGREATER OREQUAL TO
* IS GREATER THAN

+ ISLESS OREQUAL TO

*+ ISLESS THAN

+ ISNOTEQUAL TO
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This is very useful in designing badges that are specific to individual cardholders.

Once you have selected the various items from each of the above sections to define the details of the
"Picked" Text or Database object, you may return to the badge design screen by placing the mouse
pointer over the OK button at the base of the screen and clicking the left mouse button.

The "Picked" object will now appear on the screen in the format, which you have selected, still with the
"Adjustment Handles" on the rectangle. The Font size may however be unsuitable and can be adjusted by
altering the size of the "Picked" object. To do this, move the mouse pointer over the bottom right
"Adjustment Handle" of the object, press the left mouse button and move it to the correct size for the text in
the object. The Font Size will automatically adjust to fit the new size of the picked object.

When the itermn is \

selected, handles for
adjusting are located
at all four corners.

Place the mouse arrow
on one of the handles,
click and hold the left
mouse button and drag '
the ohject ta the !
desired shape and :
size.

Bitmap
The Bitmap command allows you to specify the placement of a bitmap logo or picture on the badge, and
to manipulate it to suit the overall badge design. For more information see “Import Bitmaps” on page 9-24.

Once you have selected the Bitmap command from the Draw menu, the menu will disappear. You should
then select the position in which this item is to be located on the badge. To select the position, place the
mouse arrow at the top left hand corner of this selected position, press down and hold the left mouse
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button and drag it to the bottom right hand corner of the desired position. The screen will show a rectangle
with large square dot comers called "Handles".

LOAD BITMAP |

ligslogo.bmp
alarmbco.bmp
alarmbck.bmp
cintbck.bmp
detbmap.bmp
lgslogo.bmp
nothkbck bmp

Ocean . bmp

Ocean Sands Wall Paperbmp
FSBADGEFINAL bmp
science.bmp
space.bmp

O | conce |

These "Handles" indicate that the object has been "Picked" for editing. The "Picked" rectangle defines the
position in which the desired object will be placed on the badge. When you release the left mouse button, a
dialog window will appear on the screen.

The dialog window will show a list of bitmaps stored in the system. Use the scroll bar at the side of the
dialog box to scan through the available bitmaps. Select the desired bitmap by moving the mouse pointer
over the bitmap name and clicking the left mouse button. This will highlight the bitmap name. Either double
click the left mouse button over the highlighted name or move the mouse pointer to the OK button and click
the left mouse button. The Bitmap will appear in the area between the "Handles" of the "Picked" object.

When the bitmap image is displayed in the area between the "Handles" of the Picked object, the full image
may not be displayed if the Picked object does not have the correct relative dimensions of height and
width. The Picked object may be adjusted for relative dimensions by placing the mouse pointer over one of
the "Handles" and holding down the left mouse button. This will grab the "Handle" and allow you to resize
the Picked object until the entire bitmap portion, which you require, is shown inside the Picked object. You
may then size the image by using the same method to adjust the size of the Picked object, keeping the
relative dimensions of the Picked object the same, while increasing or decreasing its overall size.

Once the image has been correctly sized, you can move it by placing the mouse pointer over the area of
the Picked object, clicking and holding the left mouse button, and dragging the object to the required
position on the badge.

Once the bitmap image is placed, you may assign attributes to the image by placing the mouse pointer
within the area of the Picked object and clicking the right mouse button. These attributes include Chroma
Cut, Chroma Key, Ghosting, and Black and White. These are explained in more detail later in this
section on Badge Design.
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The other available attribute selection is Print If command. This command operates when a condition is
placed on a specified database item. The Print If function is an extremely powerful tool in designing
badges specific to individual cardholders and is explained in more detail earlier in this section.

Line

The line drawing tool is a way to add simple lines to the badge design. To add shapes, see Triangle,
Rectangle, Circle, & Ellipse

Start drawing the line by placing the mouse arrow at the starting point on the badge. Click and hold the left
mouse button and move the mouse arrow to the ending point. Release the mouse button. A light gray line
will appear on the badge with a black positioning box on each end. The Line can be moved by placing the
mouse over one of the positioning boxes and then click and hole the left mouse button. Move the
positioning box to the new ending point and release the mouse button.

To remove a line, select the line by clicking on the line to reveal the positioning boxes. Once the line is
selected, click on the Edit menu on the main tool bar, and select Cut. The line will disappear from the
badge design.

Line Attributes

With the line selected (positioning boxes are visible), click the right mouse button to open the attributes
window.

The Color and Lines section allows you to select or define a color for the line, and also to define the
thickness of the lines. Select the color you want from the palette, adjust the thickness of the line and apply
the attributes by clicking OK.

More information about the Color and Lines section of the attribute window can be found on the Text and
Database page.

Triangle, Rectangle, Circle, & Ellipse

The Triangle, Rectangle, Circle, and Ellipse commands allow you to specify the placement of these
automatically drawn geometric figures into the badge, and to manipulate them to suit the overall badge
design.

By selecting any of these commands, you may position the figure on the badge by placing the mouse
pointer in the approximate location in which the figure is required, clicking and holding down the left mouse
button, and dragging the pointer from the point of origin. The figure will automatically display on to the
screen. In order to resolve the triangle and ellipse to the correct dimensions, you should release the left
mouse button, and move the mouse pointer to the second "Handle" near the point of origin, depress the
left mouse button and drag the "Handle" until the triangle or ellipse resolves itself to the required
dimensions.

Once the required dimension has been obtained, you may drag the figure to a more exact position on the
badge by placing the mouse pointer over the general area of the Picked object, depressing the left mouse
button and dragging the object to the required position. Releasing the left mouse button drops the Picked
object in the selected position.

To select attributes for the picked object, you should place the mouse pointer over the general area of the
picked object and click the right mouse button. The attributes screen will then appear.

The Color and Lines section and the Print If sections will be highlighted showing that these sections may
be used to define attributes for the badge.
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The Color and Lines section allows you to select colors or define colors for the figure, and also to define
the thickness of the lines and whether or not the figure should be filled with color.

The color palette shows a small selection of the total colors available. To view more colors, place the
mouse pointer over one of the arrows at the left of the color palette click the left mouse button and hold it
down until the right shade of the desired color appears. Release the left mouse button and the scrolling will
stop. To select the desired shade, place the mouse pointer over the selected color and click the left mouse
button. A box will appear indicating that the color has been selected.

If none of the colors on the palette appear suitable, you may tailor a color to suit by using the Red, Green
and Blue color adjusters at the right of the color palette. You should first select from the palette the nearest
color to the desired shade. Once selected, this color will be surrounded by a black square. The color will
also show in the large color frame to the left of the color adjusters.

To adjust the tint, you can place the mouse pointer over the up or down arrow next to the tint number of the
Red, Green or Blue color adjuster and click the left mouse button to change the value of the selected tint.
The tint values may be set between 0 and 256. As the tint is adjusted, the actual color will be shown in the
large color frame at the left of the color adjusters, and also in the selected palette color surrounded by the
black box. This particular color will then be saved as part of the standard color palette for future use.

You may select the thickness of the lines in the figure using the line width selector on the right of the Color
and Lines section. You may also select rounded comers and the ability to fill the figure with a color selected
from the color palette.
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Alterations

Chroma Cut, Chroma Key, Ghosting, Black & White, and Allow Rescale

These selections allow you to adjust the color attributes of the selected bitmap, in the “Photo and Bitmap
Alterations” section of the attributes screen, as shown below.

[ Phofo and Bitmap alterations
[T Chroma Key ™ Chroma Cut ™ Ghosting ™ Black and White [+ Allow Rescale

Chroma Cut and Chroma Key

These allow you to remove color from an image. Chroma Cut removes the color from the image
background, whereas Chroma Key removes the color from the whole of the image.

When a Chroma function is selected, the system automatically selects the top left pixel of the image, and
the top right pixel, and removes these from the image. It is very important therefore, for successful use of
these features that the background of the image should be a uniform color, and be uniformly lit.

By utilizing Chroma Cut on a logo, for example, the outline of the logo can be superimposed over a
background image. By using Chroma Key, the background may be seen through various parts of the
image as well as the background. However, if Chroma Key is used, any part of the image containing the
Chroma Keyed colors will also be removed.

Ghosting

The Ghosting facility is normally used for photographs and is designed to make the copying of badges
extremely difficult. The process removes each alternate pixel from the photograph, giving it a slightly
washed out appearance, and ensuring that any attempt to copy the image can be easily detected.

Black & White
This function converts color photographs and bitmaps into a grayscale representation.
Allow Rescale

This function is extremely useful in ensuring an image will fit within the handles of a Picked Object. The
system automatically re-sizes the image to fit the size of the selected object.

9-16 460932001 GE Security



Editing Facilities

Editing Facilities

Any Picked object can be edited using the Edit commands. To select the edit menu, move the mouse
pointer to Edit on the menu bar at the top of the screen and click the left mouse pointer. A menu will appear
with the following items:

Drave  Options
Cut

e Cut
«  Copy Copy
Fazie
« Paste
« Move Forward i awe Earvand

. Move Backward b ove Backward

fif (i Bt
¢ Move to Front e e

M owve To Back
«  Move to Back
« CenterLtoR Center LA
+ CenterTtoB Center 7.8
* Attributes Aftributes. ..
« Undo Unda

Cut, Copy, Paste and Undo

The Cut, Copy, Paste, and Undo facilities follows the standard convention for these functions as in most
word processing or drawing software packages.

If you are not familiar with these conventions, the Cut facility, if selected, will remove any Picked object
from the badge design. The Cut object will be temporarily stored in memory so if the Paste command is
selected next, the Cut object will appear in the last selected position on the badge.

The Copy command operates in the same way as the Cut command, but instead of removing the Picked
object a copy will be stored in memory and the object will remain on the badge. If you then move the
mouse pointer to a new position on the badge and click the left mouse button, selecting the Paste
command from the Edit menu will pace a copy of the Picked object at the selected position. Each
subsequent use of the Paste command will place a copy of the picked object on the badge until either the
Cut or Copy command is used for a different Picked object.

Deleting Items From Template

To delete an unwanted field/item from the template, select the item by clicking on it to cause the handles to
appear. Click on the Edit menu and select the Cut option from the menu.

NOTE: The Cut option is the only way to delete an item from the template.
Move Forward, Move to Front, Move Backward and Move to Back

The badge may be designed to have a virtually unlimited number of layers on which objects may be
placed. The Move commands allow you to move the individual Picked object forward or backwards through
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the layers, so that individual objects may be superimposed over other objects. This is often used to ensure
that counterfeiting of a badge is made more difficult.

: The badge has a 1) Rectangle, 2) Tnangle, and 3)

Circle.

i If after selecting the rectangle you perform a Mowve to
i Front, the rectangle will move to in front of the circle,
becoming the first item to the front.

@ E If you select the rectangle again and perform a Move
to Back, the rectangle will maove all the way to the

back, to behind the tnangle to its onginal location.

Ifthe Rectangle 1s selected and you perform a Move
Forward, the rectangle will move to in front of the
tnangle and behind the circle.

a (D If you select the Rectangle and perform a Mave

5 Backward, the Rectangle will move again back to its
| original location behind the triangle.
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Center L, R and Center T, B

Elements of the badge may need to be aligned. Alignment can be done by a click of the mouse. Select the
object first and then select Center Left to Right or Center Top to Bottom.

UPiDown Company | UP/Down Company L UP/Down Company

Start with CenterL, R CenterT, B

Pattern Fill Badge

If you want to duplicate the text or image in the background to cover the whole area of the badge, you can
select one of three options.

| Fattern Fill Badge
| T Replicate I Brick Pattern [ Double Space
Replicate

The pattern of text or image is copied in adjacent rectangles. For example, if we use the text “Acme
Products Inc.” in a small rectangle, the background might look like this:

Acme Products Inc. Acme Products Inc.
Acme Products Inc. Acme Products Inc.
Acme Products Inc. Acme Products Inc.
Acme Products Inc. Acme Products Inc.

Brick Pattern
If you also choose the Brick Pattern, the background might look like this:

Acme Products Inc. Acme Products Inc.
ducts Inc. Acme Products Inc. Acme Pro
Acme Products Inc. Acme Products Inc.
ducts Inc. Acme Products Inc. Acme Pro

Double Space

If you also choose Double Space, the background might look like this:

Acme Products Inc.
Acme Products Inc.
Acme Products Inc.

Acme Products Inc.
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Attributes

The Attributes selection is the same as clicking the right mouse on an element in the badge to have the

attributes window pop up as shown below.

DEFAULTS
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File Menu

File Menu
REW Edit Draw
« New 1=
«  Open Open...
. Save S awve
+ SaveAs... Save Az
*  Quit Qi

During the process of badge design, it is recommended that you periodically save the badge template
using the File menu on the Menu Bar at the top of the screen. The first time a template is saved you mist
use the Save As command.

By moving the mouse pointer to the File menu on the menu bar at the top of the screen and clicking the left
mouse button, you will display the File menu. To save a template for the first time you should place the
mouse pointer over the Save As command and click the let mouse button. A dialog box will appear into
which you should type the name of the template being saved. The template name may be up to eight
characters and no spaces. Once you have selected OK with the mouse, the system will automatically save
the template using a TPL suffix.

Once you have initially saved the template using the Save As command, future modifications to the
template can be saved using the Save command from the File menu. Using the Save Command will
automatically save the latest version of the template under its existing filename.

To modify an existing template File Menu, it is first necessary to open the file containing the template. To
do this, you should select the File menu from the menu bar at the top of the screen. Select Open from the
File menu, and then select the required template from the pick list of templates. You may open a template
file by either (1) placing the mouse pointer over the selected template name, and double-clicking the left
mouse button, or by (2) clicking once to highlight the file and then moving the mouse pointer to OK and
again clicking the left mouse button.
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Options Menu

With the system in Badge Design Mode, you may select the Options menus by placing the mouse pointer
over the word Options on the menu bar at the top of the screen and clicking the left mouse button. The
options menu will appear showing the following available selections:

[N[slieftl Test Help
«  Grid Grid
.« Snap Shnap
« Landscape Landzzape
«  Portrait v Earirat
» Test Display Tlest [ieplay
.  Test Print Tiezt Hirt
* Encode Mag Stripe Encode Magstipe
* Invert Badge on Print Inwert Badge an Print

Overlaminate badge

*  Overlaminate badge
Reverse template

* Reverse template
* Import Bitmap [rport Bitrmap

¢ Print selection Printer zelzction

e Parameters
Parameters

Grid

By selecting the Grid option you will be provided with a grid of dotted lines across the face of the badge to
assist in locating various items of the badge design. Selecting Grid a second time from the Options menu
will erase the grid from the display.

Snap

The Snap facility assists you in lining up objects to the grid lines. When Snap is selected the system will
automatically align the "Handles" on a Picked object with the nearest Grid line.
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Landscape and Portrait

To select a Portrait badge or a Landscape badge, move the mouse pointer to the Options selection on the
menu bar at the top of the window and click the left mouse button. Choose the selection of Portrait or
Landscape, which is suitable for the badge design you wish to implement. This will alter the dotted line
template on the screen for badge orientation selected from the menu as shown below.

i PHOTOD BADGE: [Untitled)
il [ I qoc Eile Edt [raw EELIGER Test Help

Currently
selected format
is grayed out.

Encade Magstipe
Irnwant Badge on Print

Revvaize lamplate
Import Bitmap
Priries sgbachon

Test Display, Test Print

The Test Display command allows you to view the badge design with the database information designed
into the badge from a default cardholder file set up in the system at the time of delivery. This gives you the
opportunity to view the badge design with real database information.

NOTE: Not all fields will be visible.

The Test Print command allows you to print the badge shown with the Test Display command, to see how
the badge will look when printed.

Encode Mag Stripe

Selecting the Encode Mag Stripe command will set the printer to encode the magnetic strip on the card
with the card number in the standard GE Security format.

NOTE: This can only be done if the correct card stock is used, and an approved
printer with Magnetic Stripe encoding option is used with the system.

Invert Badge on Print

Rotates the image 180° when printing the badge.
NOTE: Rotation is usually required for printing Mag Stripe cards.
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Overlaminate Badge

This feature laminates a security hologram on to the card during printing. The printer must support this
feature, such as Eltron P500, Fargo PRO-L, etc. If the selected printer does not support this feature, the
option on the menu list will be grayed out.

Reverse Template

When selected this feature will print the selected template on the back of the card. If the printer does not
support double-sided printing the reverse template feature will be grayed out in the menu.

Import Bitmaps

A wide range of options is available for inserting Bitmaps into a card, such as logos, designs and
photographs, may be imported into the badge design.

To import a bitmap into a Badger Program, from the Options menu select Import Bitmap. The following
Import Bitmap window will display.

Import Bitmap HE |
Look e | ENTEE -] &) e
% defbmap. brip
|gzlogo.brp

File name: I".I:ump Open

Files of type: I Bitmap j Cancel

Help

Pl
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Select the bitmap file to import by clicking on it so that it is highlighted and click the Open button.

Import Bitmap HE |
Lok jr: {3 bmps j El

ﬁ Desktop
;:Iefll:umail: My Computer
gslogo. bnj (== k31 Floppy [4: 8

g2 (] |
[ ore2Zmp
L badger
= bmps
&2 D) -
File name: I".I:ump Open
Files of type: |Bitmap j Cancel

Pl

Help

Click the down arrow to the right of the Look in field at the top of the window.
From the scroll list select the Floppy A: Drive.
Import Bitmap HE |
Lok IQ 3% Floppy (4] j ﬁl

100b.bmp

100b1 a.bmp
100b1b.brap
BMP2E0-TFL.brop

File narme: I'I 00b1.bmp Open

Filez of type: |Bitma|:u j Cancel

il

Help

Select the bitmap file to import and click the Open button.
After the window closes the Bitmap will appear on the list of Bitmap available from the Draw, Bitmap, List.

To access the bitmap for installation into the badge template, from the Badger Photo Badge design
window, select the Bitmap command from the Draw menu. Once the location of the bitmap object has been
set up on the badge, a pick list will appear with the file name of available bitmaps, including any you have
imported using the steps above. Use the procedure described previously in this section to install the
bitmap into the badge.
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Print Selection

The Select Printer drop-down list allows you to select the photo printer being used.

Select Printer

Frintars supported:

<<NO FRIMNTER»» -
DATACARD IMAGECARD EXP
DATACARD IMAGECARD Il
DATACARD IMAGECARD v
DATACARD IMAGECARD SELI
ELTRON PRIMILEGE 300/310
ELTRON FEMLEGE 400/420
[ELTRON PRIVILEGE 500

FARGO 4250
FARGO CHEETAH

FARGO CHEETAH I
FARGO HOE 710 ll

oK Help |

Parameters

The Parameters menu selection pops up the Badger Options window and allows you to set the Strip Bar
Code Checksum, and Add CC/FC.

Badger Options

Photo Call-Up timeout [seconds)

Cancel | Help |

Strip Bar Code Checksum

This option, when selected, will stop the checksum portion of the bar code information from printing on the
badge. The option may be selected by clicking on the box to the left of the option placing a check mark in
the box. To de-select the option, click the box again to remove the check mark from the box.
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Add CC/FC

The Add CC/FC option will add the Company Code and Facility Code to the cardholder number on the
badge. Select the option by clicking on the box to the left of the option and the Company code / Facility
Code will be printed on the badge along with the cardholder number. See, the example below.

i | Company Code
William McPherson i & Facility Code
: added to Card#

0111-00224 39
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Chapter 10

Map Button

This feature is currently not being evaluated by UL.
Color Graphics Maps

The TOPAZ Color Graphics software is an integrated part of all TOPAZ Software packages. The software
allows you to add drawings, floor plans, and pictures to the system as maps.

A variety of icons that come with the software, or ones you can create, are assigned to the maps and
represent alarm, access, control points, and map links. When the alarm points the icons represent
generate an alarm condition, the icons will flash. Acknowledgement of the alarm is required. You can then
use the access and control icons to lock and unlock doors, turn on lights, and control other functions that
the alarm point has been configured for. The map links allow you to jump between related maps with a
mouse click.

All activity you perform with the TOPAZ Color Graphics software is archived in the Operator History file and
can be recalled.

Caution:

A While in the configuration mode, which allows you to add and modify
maps and icons, the icons on the maps will not be updated until the color
graphics system is placed back into online mode.

NOTE: For best overall image quality and operating efficiency, make sure the most
current video drivers for the card being used are loaded and minimum of 2
Megabytes of video RAM is installed.

Maps used in the software must be Enhanced Metafile (emf) type files. You can convert AutoCAD, dxf,
jpeg, and bitmap files to emf with third party software such as Paint Shop Pro.

The TOPAZ Color Graphics software is automatically activated when the TOPAZ software is started and
you press the MAP button. It shuts down when you log-off or exit TOPAZ.

You can hide the Map window by clicking the ;| Minimize button in the top right corner of the map
window.

If you don’t see a MAP button then Color Graphics has not been configured for the workstation. To enable
Color Graphics:

Select the Hardware button on the left side of the main screen.
Select Workstation.

3. Under Workstation, select the name of your workstation. The name should appear in the
Workstation Name field.

. Select Alarm Graphics by clicking the mouse in the check box placing a check mark in it.
5. Click the Save/Add button.
Click the Refresh Alarm Queue button to show the MAP button.
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Operating TOPAZ Color Graphics

Activating Map Screen

To activate the TOPAZ Color Graphics Maps, click the

AP | Map button in the lower left corner of the

screen or triple-click on any alarm in the alarm queue window at the bottom of the screen. A map window
like the following will display.

& = n e T

Q coreu:
= Q T Bt

Q o

m T R
l . 105 eh & EnEs iR & i
(&} Q TwoBitech -Foar .

] - y ;

wwen o CRAPHIC | N

[

E RECEFTION

|Reception Area Camera

Map Screen

The Map Screen contains two windows. The window on the left contains the Map and Device Trees. The
Map Tree is a hierarchical view of the maps that have been assigned to the color graphics system. Click
the map name or its icon in the tree to display the map in the map window. The device tree shows all
currently configured device, alarm points, readers, relays, etc. The map window on the right displays the
currently selected map.

A

10-2

Caution:

Any time a field device is not communicating with the server, all icons associ-
ated with the device will be grayed out. When communication is restored, it may
take 30 seconds for the map to update and the icons to reflect the current sta-
tus.
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Operating the Map Screen

The map window will display the currently selected map. If there are additional maps assigned to the color
graphics system, they will be listed in the map tree in the left window.

To display other maps in the window, select the Maps tab at the top of the Maps / Devices Tree window.
This will display the list of maps that have been added to the color graphics system.

The map tree is a hierarchical list of maps consisting of Overview maps and Detailed maps. Any time there
are maps assigned under an overview you may need to expand the overview to see the list of detailed
maps under it.

o Overview Map — A map that has been initially added to the system.

D Detail Map - A detail map is a portion of the overview map above it in the hierarchy,
shown when the tree has been expanded.

-

An overview map that is preceded by the sign has additional maps collapsed under it. To see the list of

maps under the overview map, click the in the map tree to expand it, as shown in the following
example.

=' ’ 0 Two Biatech == 0 Twao Biatech

%} Q) TwoBiotech-Floor1 = ) TwaBiotechFioor 1

To view any map in the map window click on the map name in the tree.
Map Icons

The icons control different results, depending on the icon type.

The icons on the map represent alarm points, reader doors, relays, security areas, map links, and
cameras. When the mouse arrow is passed over an icon the name of the icon will display in the bottom left
corner of the map window.

Alarm Icons

The interactive map alarm icons will change color to show the alarm status in real time.
Green — The alarm is in a normal secure condition and is not masked.

Green Flashing — The alarm has returned to normal condition, but needs to be acknowledged and
cleared.

Red — The alarm has been acknowledged, but has not cleared (reset) yet.
Red Flashing - A new alarm has been activated that needs to be acknowledged and cleared.

Blue — The alarm is currently masked and will not generate a new alarm condition, but will report trouble
conditions.
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Yellow — A new alarm trouble has been activated that needs to be acknowledged and cleared. The trouble
condition will be reported even if the alarm point is masked.

Yellow Flashing — A new alarm trouble has been activated that needs to be acknowledged and cleared.
The trouble condition will be reported even if the alarm point is masked.

To acknowledge a flashing alarm point, double-click its icon. The following window will display.

LOBBY MOTION |

Inztruction meszage Comments
= =
I =
[EE AT | Cancel |

The left side of the window may have an instruction message. The right window is for you to type
informational comments about the alarm or actions you take.

NOTE: DIAMOND II has several common characters which cannot be used. These char-
acters are: Apostrophe ( ‘), Comma (, ) Greater Than ( <), Less Than (> ) and
Quote Marks (“).

Click the Acknowledge button to stop the alarm sound and stop the flashing of the icon. You may then
enter your comments and either click Clear or click Cancel. Cancel will close the window without
comments and allow you to reopen it later to add comments and then click Clear.

There are different types of icons for alarms conditions: door alarm, forced open, and held open. When you
double-click on these icons, the Show Details window will display.

Other alarm icons are for general alarms such as intrusion, motion, duress, glass break, high temp, water
leak, etc. There are default icons listed below.

Default Alarm Icons (user assignable/configurable)

Icon Description of Alarm Icon Represents
@jﬂ AC Power Failure - Power to the field panel has failed

@ Device Offline - Communication to the field device has failed

.ﬁ@? Door Alarm - Magnetic door contacts on the reader doors.

Duress Alarm - When a duress PIN code has been entered at the keyboard.

Fire Alarm - Auxiliary output from fire panel has activated.

oF
@ Forced Open - When a reader door is open without authorization.
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Default Alarm Icons (user assignable/configurable)

Glass Break - Alarm glass break detector has been activated while not masked.

Held Open - When a door is not secured within the allowed time set in the reader
configuration.

High Temperature - The temperature in the room has risen above the set threshold.

Low Battery - The DC Battery in the field controller has dropped below the required
voltage.

Motion Detector - Alarm motion detector has been activated while not masked.

Request to Exit - A request to exit has been received from the reader door.

Smoke Detector - Auxiliary output from fire panel for a smoke detector has been
activated.

Standard Alarm - Other types of alarm points not covered by any other default alarm
category

System Input - Low Battery or AC Power Failure.

ese [0 eldme e H

System Tamper - Field controller panel door has been opened.

Masking Alarm Points

To Mask or Unmask the alarm point, right-click on the icon and a menu will display next to the icon. From
the menu you can select any of the options that are not grayed out. In the following example the only
options are Mask and Details. If the alarm was currently masked or configured as a non-maskable alarm
point, the Mask option would also be grayed out.

q Acknowledge
@' Mazk

. LUnmaszk
Q Details

Click on the option you want to select it.

You can also place the mouse arrow on the icon, highlighting it. This will make the Mask, Unmask, and
Toggle Mask icons appear in the top left portion of the toolbar. While the icon is highlighted, click the
desired button on the toolbar.
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Reader/Door Icons

There are four reader door icons, described below.

Default Reader Door lcons

Locked — The reader door is locked and MO access will be granted. YWhen you double-
click on the icon the reader door will go to the Timed Mode.

Unlocked — The reader door is unlocked for free access.

Control Mode — The computer is controlling the reader door.

Reader Door in Timed Unlock Mode — The reader door will be unlocked for a set time
(lock time) and will return to its previous mode at the end of the time cycle.

NOTE: The door icon on the map will be grayed out when the panel is offline (not
communicating with the server).

To change the status of the reader door, right-click on the reader door icon and a menu will display next to
the icon. From the menu you can select any of the options that are not grayed out. In the following example
the options available are Lock, Unlock, and Timed.

t\ Lock

'\‘\ Unlock
h System Control
T Timed

Click on the option you want to select it.

You can also double-click the reader door icon to have it open (unlock) the door for the pre-set unlock time.
For example, if you double-click the door icon, it will send an Unlock Timed command to the door. At the
end of the time cycle the reader door will return to its previous mode (System Controlled or Locked).

NOTE: The door will stay unlocked for its configured lock time, but the icon on the
color graphics map will only change to the timed unlock icon for about 3 sec-
onds.

Relay Icons
Default Relay Icons
e Deactivate — Relay is deactivated.
(Green)
. Activate — Helay is activated.
(Red)
NOTE: The relay icon on the map will be grayed out when the panel is offline (not

communicating with the server).
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There are three types of relay actions: activate, deactivate, and pulse. When you double-click on the icon it
will pulse (activate) the relay for less than one second.

To control a relay, right-click on the relay icon to display a menu. From the menu you can select any of the
options that are not grayed out. In the following example the options available are: Activate, Toggle, and
Pulse.

’ Activate
G Deactivate
ﬁ Toggle
,ﬁ Pulze

Activate — When clicked, the relay will activate and will not change until the deactivate command is sent
by you or the system.

Toggle — When clicked, the relay will change to the opposite of its current state. For example, if the relay is
activated, when the toggle is clicked, the relay will deactivate.

Pulse — When clicked, the relay will activate for just under one second and then deactivate.
Click on the option you want to select it.

You can also double-click the relay icon on the map, which will pulse the relay, activating it for just under
one second and then deactivate it.

NOTE: The relay will pulse (about.5 seconds), but the pulse icon will show on the
color graphics map for about 3 seconds.

Security Area Icons

There is only one (1) icon for each Security Area. The icon will change to indicate if the area is Masked or
Unmasked.

Security Area lcon

Unmasked Security Area — The area is unmasked and will repont any
ﬁ BACK DOOR alarms generated that are assigned to the area.

Masked Security Area — The area is masked and alarm conditions will
------ Bldth s DI not be reported. The only alarms that will be reported are non-maskable
alarms and trouble alarms.
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Color Coded Security Areas

The security area may be color-coded. This changes the black outline of the icon and area name to a
selected color. The area of the map that covers the security area may be outlined as well. The color of the
outline on the map will be the same color as the outline of the icon, as in the example below.

Area Unmasked Area Masked

iy
EH ACCOUNTING |

‘7

RCGOUNT G

‘7

‘7

o

Notice that the alarm icons change from green to blue when the area is masked.
Masking Security Areas

To Mask or Unmask a security area, right-click on the security area icon to display a menu next to the icon.
From the menu you can select any of the options that are not grayed out. In the following example the only
options are Mask and Toggle Mask. Any alarms assigned to the area that are configured as non-maskable
will not be masked.

B Mask

B Unmask
gl Toggle Mask

Click on the option you want to select it.

You can also place the mouse arrow on the icon, highlighting it. This will make the Mask, Unmask, and
Toggle Mask icons appear in the top left portion of the toolbar. While the security area icon is highlighted,
click the desired button on the toolbar.

Camera Icon

Camera Icon (optional)

Camera lcon {optional)

The camera icon - YWhen clicked, it will display the camera window, which shows the live
camera image and any control options available for the camera.
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The following example shows the camera window with the location of the pan & tilt, zoom, focus, iris,
preset features, and how they operate. Most cameras do not have all of these features. Only the features
that are available and configured for the camera will appear in the window.

Lobby Camera #3

Close camera
weirid oo

Live video from carmera in this wind ow

Zoam

)

Focus

)

Itis

Camera
Preset

._=.________| Pan, Tilt

Pan the camera by clicking the left 4 and right B arrows.

o

Tilt the camera by clicking the up & and down ™ arrows.

+
Initiate the camera’s preset by clicking the *3* button in the center of the arrows.

Zoom the camera by clicking the ~ IOCIM * _ and + buttons.

Focus the camera by clicking the = Eﬁ%ﬂ —and + buttons.

Adjust the camera’s iris by clicking the . *| — and + buttons, which will lighten and darken the
image.

Close the window by clicking on the Animated Camera button in the bottom left corner or the in the
top right corner of the window.
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Map Links

A Map Link allows you to display the maps that have been assigned to the icon.

Map Link - Allows you to quickly jurmp directly to the map you assign to
Eb" the icon.

Ta activate a jump, double-click on the Map Link icon.

Toolbar

The toolbar at the top of the map window contains buttons you can click to:

*  Manually scroll through the map tree.

*  Automatically scroll through the map tree.
» Select configuration mode.

* Issue commands to selected points.

The buttons that appear at the left end of the toolbar will change as the mouse arrow is passed over
different types of icons on the map.

When you want to change the current status of an icon on the map, the quickest and easiest way is to
right-click on the icon for the menu, but you may also pass the mouse arrow over the icon. This will
highlight the icon, selecting it for action. The icon on the map will stay highlighted and selected until the
mouse is passed over another icon, highlighting it for action.

After making sure you have the correct icon highlighted and the name appears in the bottom bar of the
map window, you can then move the mouse to the toolbar and click the button for the action you want to
take.

Caution:

A Make sure you have the correct icon selected before taking any action. Once an
icon on the map is selected and highlighted, you must be careful not to pass the
mouse over any other icon while moving the mouse to the toolbar. As stated
above once the mouse arrow is passed over another icon, that icon will then be
selected and highlighted. This could cause you to take action on the wrong icon.
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Map Function Buttons

g; Freeze Map Scrolling - This button will stop the map from scrolling automatically.

(Grayed out when the map-scrolling mode is already stopped).

Restart Map Scrolling - This button will start the map automatically scrolling through the

H! map tree.
(Grayed out when the maps are automatically scrolling through the map tree).

Previous Map on Tree — Each time this button is clicked the map just abave the one
currently selected in the tree will display.

Next Map on Tree — Each time this buttan is clicked the map just below the ane currently
selected in the tree will display.

Configuration Button

The Configuration button at the right end of the toolbar allows you to take the Color Graphics software
offline and enter the configuration mode where you can set up maps and icons.

1

On Line Mode — This button will take the Color Graphics off-line and put the software in
the configuration mode.

(Grayed out when color graphics is in the configuration mode).

Configuration Mode — This button will exit the configuration mode and put the Color

Graphics software back on-line.

(Grayed out when in the color graphics software is on-line).

Caution:

A While in the configuration mode, if alarms linked to icons on the maps are acti-
vated, the icons will not be updated until the color graphics system is back
online.

The following buttons will only appear in the upper left corner of the toolbar after the mouse has selected
an icon on the map.
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Security Area Masking Buttons

When a security area icon is selected on a map by placing the mouse arrow on it, the following buttons
appear in the top left corner of the toolbar. When masking a security area all alarm points linked to the area
will be masked unless they are configured as a non-maskable alarm point.

@ Unmask Security Area - Yill unmask the currently selected security area.

Mask Security Area — Will mask the currently selected security area.

: Mask/Unmask Security Area — Willtoggle between masking and unmasking the selected
security area. YWhen the area is masked the button will unmask the area. YWhen the area is
unmasked the button will mask the area.

You can also right-click on the security area icon to display a menu next to the icon. From the menu you
can select any of the options that are not grayed out. In the following example the only options are Mask
and Toggle Mask. Even if Mask is selected, any alarms assigned to the area that are configured as non-
maskable will not be masked.

B Hask

B Unmazk
ﬂl Toggle Mazk

Click on the option you want to select it.

Acknowledge Alarm

% Acknowledge — Acknowledges an alarm.

To use this button to acknowledge a new alarm or an alarm that has returned to normal you must first
select the alarm by passing the mouse over the alarm icon requiring acknowledgement. You can then click
OK button to acknowledge the alarm.

If you are acknowledging an alarm that has returned to normal, don'’t forget to clear it.

Caution:

A Make sure you have the correct icon selected before taking any action. Once an
icon on the map is selected and highlighted, you must be careful not to pass the
mouse over any other icon while moving the mouse to the toolbar. As stated
above once the mouse arrow is passed over another icon, that icon will then be
selected and highlighted. This could cause you to take action on the wrong icon.
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The easiest and quickest way to acknowledge and clear the alarm is to double-click the icon to display the
Alarm Detail window or right click on the icon to display the menu and click the Details selection.

LOBBY MOTION '
Instruction messzage Comments

Tlear | Cancel i

Type any informational comments about the alarm or actions you take and click Clear. If you click the
Cancel button the window will close without clearing the alarm or saving any comments. You can open the
window at any time to type comments and clear the alarm. Once the alarm is cleared the window when
displayed will be blank once again.

Warning:

A If you have acknowledged an alarm that has returned to normal and you do not
clear it, the icon for that point will be green and appear to be normal. Until the
alarm is cleared, new alarms for that point will only turn the icon to steady red
on the color graphics map. It is suggested that once an alarm has returned to
normal you clear it right away.

NOTE: You may only clear an alarm that has returned too normal.
Alarm Point Masking Buttons

When an alarm icon is selected on a map by placing the mouse arrow on it, the following buttons appear in
the top left corner of the toolbar.

= Mask Alarm — This buttan will mask the currently selected alarm point on the map so it will
not be reported. The icon will turn blue while masked.

Unmask Alarm - This button will unmask the currently selected alarm paint on the map so
any alarm condition will be reported. The icon will change frorm blue to green.

To mask or unmask the alarm point, right-click on the icon to display a menu next to the icon. From the
menu you can select options that are not grayed out. In the following example the only options available
are Mask and Details. If the alarm were configured as a non-maskable alarm point the Mask option would
also be grayed out.

q Acknowledge
ﬂ Mask

% Unmazk
Q Details
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Click on the option you want to select it.

Details — Activates the Alarm Detail window to show alarm instructions, acknowledge the
Q alarm, clear the alarm, and type in comments,

This button will display Alarm Detail window, See Ackrowedge Alarm for more information.

You can also double-click the alarm point icon on the map to display the Alarm Detail window.

Relay Control Buttons

ﬁ Relay Activate — Activates (turns on) the selected relay.

@ Relay Deactivate - Deactivates (turns off) the selected relay.

% Relay Toggle — Toggles the relay between activated and deactivated.

f@ Relay Pulse — Activates the relay for just under one second and then deactivates it.

Double-clicking the relay icon on the map will also toggle the condition of the selected relay. For example,
if the relay is active, when you double-click on the icon, it will deactivate the relay and vice versa.

You can also right-click on the relay icon to display a menu next to the icon. From the menu you can select
any of the options that are not grayed out. In the following example the options available are Activate,
Toggle, and Pulse.

f Activate

@ Deachivate
& Toggle

,ﬁ Pulze

Click on the option you want to select it.
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Reader Control Buttons

These buttons control the selected reader.

n\
““f Reader Lock - Wil lock the selected reader, denying access to all cardholders.
n Reader Unlock - Vil unlock the selected reader, allowing the reader doorto be opened
without requiring a card and/or PIN.

‘®l | Reader Controlled - Places the reader under control of the software.

ﬁ\ Reader Open Timed - Unlacks the reader door for the time duration set in the reader
configuration. At the end of the time duration, the reader will relock automatically.

To change the status of the reader door, right-click on the door icon to display a menu next to the icon.
From the menu you can select any of the options that are not grayed out. In the following example the
options available: are Lock, Unlock, and Timed.

{i‘a Lock
ii%‘a Unlock
'ﬁ-ﬁ System Control

P Timed

Click on the option you want to select it.

You can also double-click the reader door icon to have it open (unlock) timed. For example, if you double-
click the door icon it will send an Open Timed command to the door. At the end of the time cycle the reader
door will return to it's previous mode.

The open time is the unlock time in seconds that was selected during the reader’s set up.
Map Window Sizing Buttons

These buttons control the size of the map and tree windows.

ﬁ Increase Map Window — Each time the button is clicked the map window increases in size to
28 a preset maximum. As the map window increases the map tree window decreases in size.

% Decrease Map Window - Each time the button is clicked the map window decreases in size
i to a preset minimum. As the map window decreases the map tree window increases in size.

GE Security February 2, 2005 10-15



Topaz Software User Guide

Map Tree and Devices Window

Maps lDevices]

Maps Tab

The Maps Tab displays a hierarchical view of all maps with their assigned names. Each map’s placement
in the tree is determined by when it was added to the system. You can click the buttons to expand the
tree and the [=| buttons to collapse the tree.

o Overview Map — An imported map that has additional detail maps added under it.

D Detail Map - A detail map is a portion of the averview map abave it in the hierarchy.

You can select a map from the tree by clicking on the map name, which will display it in the map window.

Device Tab

Clicking on the Device tab will display the list of field devices (ACUs, etc.) that are currently configured in
the system, as shown below.
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Double-clicking on the @device icon or device name will expand the device tree as shown below. The
device tree lists all the alarm points, readers, and relays that are currently configured in the system for the

device.

Maps Devices I

Maps Devices I

% DEMQ ACL_2

4]

D1 Palling Addres

DEMDACU 2 D1 Poling Add—]

Jl

r@i ADMIN GLASS BREAK
|

@5 ADMIN MOTION

BACK DOOR

BACK DOOR-DC
BACK DOOR-FO
BACK DOOR-HO

COMFERENCE SMOKE

é DEMO RELAY 0
é DEMO RELAY 1

é DEMO RELAY 2
ﬂ] FRONT DOOR -
| ¥

V-V-V-VN

SRIAV AR S

The device tree is used to locate the map an icon is currently assigned to, add icons to the maps, and
control the device points.

If you click on a device name in the tree that is already assigned to a map, the map it is assigned to will
display in the map window and the icon on the map will highlight.

Device Point Icons

There are three types of point icons under the ‘gﬂ device icon in the device tree.

'LEIZ Alarm Point
‘4] Reader
éﬁ Relay

You can control a point listed in the device tree by clicking on it and the corresponding control buttons will
display in the toolbar above the tree. You can then click the desired button to control the selected device

point.

GE Security

February 2, 2005 10-17



Topaz Software User Guide

Configuring Color Graphics
Adding Maps

To add a map to the Map Tree you must place the TOPAZ Color Graphics system into the configuration

mode. Do this by clicking the _f—"_ Go to Configuration Mode icon in the right end of the toolbar. The icon

will change to the 2 Go to Online Mode icon showing you are in the configuration mode.

Caution:
A While in the configuration, alarms linked to icons on the maps will not be
updated until the color graphics system is placed back online.

-JJr Save Configuration — Located in the center of the toolbar. Wil save the changes made to
the configuration.

message will display.

Map Editor

@ Do pou want to apply the changes to all the system ?

Click the Yes button to save the changes and then click the 2 Go to Online Mode button to return to the
Online Mode.

Click the No button to return to the configuration mode without saving any changes.

When you click the 2 Go to Online Mode button to return to the online mode, if you have made

Map Editor B

@ Changes not zubmitted will be lozt. Continue

Clicking the Yes button will disregarded your changes and return to the online mode.
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Clicking the No button will close the message and return you to the configuration mode. You can then click

the online mode.

While in the configuration mode the buttons on the toolbar will not change unless you click on a device
point in the tree.

Map Configuration Buttons

Map Configuration Buttons

@ Insert Sihling Map —'Will add a map to the bottom of the list at the same level as the map
= currently selected.

% Insert Child Map - Will add a map as a lower lever than the one currently selected.

RERL | Insert Detailed Map — VWil allow you to select a portion of the currently selected map to be
&| | created as a lower level more detailed map.

w Delete Map — Deletes the currently selected map from the tree.

Add Sibling or Child Map

To add a Sibling map to the tree, select a map in the tree at the level you want the new map to be placed

in. Click the E Sibling Map button and the Map information window below will display.

To add a Child map to the tree, select the map in the tree that you want the new child map to be placed

below. Click the @; Child Map button and the Map information window below will display.

Map information Ed

Map Hame ||

Map file name |

Browse !
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Click the Browse button to locate the map file to add and the following window will display.

Mapbao @R
Lok in: |El one3Zmp j ﬁl

@ [ dmslnew ] mapdemo
E—cIEIEﬂf:-cnew [ dms2 2 pIocE

1 aacares (3 dms2 3 screens

] badger (2wt 2 webhelp

[ co [izes

1 dms? [ import

File name: I Open
Filez of bype: IWindnws Enhanced Metafile j Cancel

Help

Pl

Using the standard Windows convention, locate the map file you wish to add. Click Open and the map will
be copied to the aacgfx directory.

NOTE: The only map files that can be added to the Color Graphics system must be
an Enhanced Metafile format and have the .emf extension.

Detailed Map

A detailed map is created from a portion of a current map in the tree by drawing a rectangle around the
area you want to become the new detail map. This allows you to have an overview map of a building and
then a more detailed cut away of an area or room from the building overview map.

To add a detailed map to the tree, select the map in the tree you want to make the detail map from. Click
the la-ﬁ Detailed Map button and the Map information window below will display.

Map information

Map Mame ]

ak. | Cancel

Enter the Map Name that will display with the icon on the map and click OK.
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Select the area to be saved as the new detailed map by placing the mouse pointer at the starting point on
the map, then click and hold the left mouse button while dragging a rectangle around the desired area on
the map.

&3/ @ Q 52 b 3

Maps | Devices | > Ej N ! &
Q- g, e
Sl & U f
= Q) TowoBishech-Foc 1
n Teso Bictech - Dt 1
[} rofivech-Duisiz
Q Honpial

_—
[ Fr_Woa o
E ECEWﬂ%FDNFEHENC‘EFWH’HNG I ‘ @
f-ﬂ EI CONFERENCE SMOKE

When you release the mouse button the area you selected will become the new detailed map in the map
tree with the name you entered. All the icons in the selected area will also be placed in the new map.

- L] )

Map Ciy | Device Cfg |

Q Camprsz
- Q Toaa Binlech,
- Q Tum Bt - Pl 1
D Ergn=eing
n T Bustech - D E
D Tovez Bictech - D
Q Heprd
O(Hl,
i N wowe |||||””
= ¥ ”
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message will display.
Map Editor

@ Do you want to apply the changes to all the syztem 7

Click the Yes button to save the changes and then click the 2 Go to Online Mode button to return to the
online mode.

If you click the No button you will be returned to the configuration mode without saving any changes.

When you click the 2 Go to Online Mode button to return to the online mode, if you have not clicked the

Map Editor E

@ Changes not zubmitted will be last, Continue ?

Online Mode button to return to the online mode.

If you click the Yes button your changes will be disregarded and you will return to the online mode.
Rename Map

To rename a map in the map tree double-click on the map name and the following window is displayed.

Map information

tMap Mame Ilqth Floor

Ok I Cancel |

Type in the new map name and click the OK button.
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Deleting Map
To delete a map from the tree select the map to be deleted by clicking on the map name in the tree. When

the map will display in the map window, click the #Delete Map button and the following message will
display.

Map Editor B

@ Do you want to delete the map or the node ?

Click the Yes button to delete the map or No if you do not.

|
When you have finished with the configuration click the __'lL Save Configuration button to save your
changes.
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Adding Points to Map

To add a point to a map, select the map to add points to from the tree, then select the Device tab.

Double-click any type icon to expand the list of configured device points.

Map Cfg Device Cfg Device Tree Icons

[Fdg pEMDACU 2 D1 Poling Address # 1 M Devices — Devices (ACUs)

currently configured in system.
[Blg wentacuz  DoPoling Addess # 0

- .
% Test Device 'LLI: Alarm Point
E:h Security Areaz i:] Reader

Relay

Eg.. Map Links

Security Areas — Areas currently
configured in system.

% Cameras — Cameras currently

assigned to maps.

.bv Add map links — Map Links
k currently assigned to maps,

There are six types of icons in the tree that you can add to a map. Three (3) are device points.

¢ Device Points

« Alarms
e Readers
* Relays

»  Security Areas
» Cameras (Optional)
* Map Links

These icons are described in detail in the following sections.

Adding Device Points to Map

Double-click the @Device icon to expand the Device Tree for a list of currently configured points that can
be added to the map.
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Map Cig Device Cfg

‘% DEMOACL 2 D1 Paling Address # 1

......... q@ ADMIN GLASS BREAK,
......... qﬁ; ADMIN MOTION

--------- = BACKE. DOOR-DC
--------- BACK. DOOR-FO
--------- BACK. DOOR-HO
- BACK. DOOR-OL
- BACK. DOOR-RE=

BACK. DOOR-RT

@ Eéli""!li"" [

COMFEREMCE SMOKE

DEMO RELAY O

Device Points

i .
'LEL Alarm Point

Reader

1
é Relay

point has been added to a map.

The red check mark indicates that the

Adding Alarm Points to Map

T
In the Device Tree, locate the alarm point to add. Place the mouse pointer on the =& = alarm icon, click,

and hold down the left mouse button. Drag the icon on the map, and release the mouse button.

When you release the mouse button after dragging the alarm icon onto the map, it will open the Icon Group

window. Then you can assign the icon group that will be used for the point you placed on the map.

GE Security
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From the Icon Group drop-down list select the Icon Group you want for the point by scrolling through the
list and clicking on the name on the group.

Alarm lcons E3 | Alarm lcons E |

Static: Static:
on Eroups |zon Groups

Secure On tazked  Trouble

[of I Cancel |

After you click on the name of a icon group, the four icons configured for the group will appear in the blocks
below each of the point designations.

tazked Trouble

Cancel |

To move the icon to a different location on the map, click and hold the left mouse button on the icon and
drag the icon to a new location on the map.

NOTE: When placing a new point on the map, the icon will default to a green secure
icon even if the point is an active alarm. When the color graphics is back to
online, it will check for the current status of the point and change the icon
accordingly.

The alarm icons in the tree with the ¥ red check mark have already been added to a map and cannot be
added again. If you want to add the icon to a different map you must first delete it from the current map.

To delete or remove an icon from the map, click and drag the icon back to the tree window and release the
mouse button. The icon will disappear and the red ¥ check mark on the icon in the tree will be removed.

All the default icons that come already configured on the system are listed below. Additional icon groups
may be added, Check with the system administrator.

Default Alarm Icons (user assignable/configurable)

Icon Description of Alarm Icon Represents
@ﬁt AC Power Failure - Power to the field panel has failed

@ Device Offline - Communication to the field device has failed

dﬁ@? Door Alarm - Magnetic door contacts on the reader doors.

Fire Alarm - Auxiliary output from fire panel has activated.

Duress Alarm - When a duress PIN code has been entered at the keyboard.
oF

Forced Open - When a reader door is open without authorization.
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Default Alarm Icons (user assignable/configurable)

Glass Break - Alarm glass break detector has been activated while not masked.

Held Open - When a door is not secured within the allowed time set in the reader
configuration.

High Temperature - The temperature in the room has risen above the set threshold.

Low Battery - The DC Battery in the field controller has dropped below the required
voltage.

Motion Detector - Alarm motion detector has been activated while not masked.

Request to Exit - A request to exit has been received from the reader door.

Smoke Detector - Auxiliary output from fire panel for a smoke detector has been
activated.

Standard Alarm - Other types of alarm points not covered by any other default alarm
category

System Input - Low Battery or AC Power Failure.

ese [0 eldme e H

System Tamper - Field controller panel door has been opened.

NOTE: Default icons shown in the table above represent the alarm condition as
secure mode. The icons also have three others colors that are described
below.

The interactive map alarm icons will change color to show current status.

Green — In normal secure condition and not masked.

Green Flashing — Returned to normal condition, but needs to be acknowledged and cleared.
Red — Alarm has been acknowledged, but has not cleared (reset) yet.

Red Flashing - A new alarm has been activated that needs to be acknowledged and cleared.

Blue — Alarm is currently masked and will not generate a new alarm condition, but will report trouble
conditions.

Yellow — A new alarm trouble has been activated that needs to be acknowledged and cleared. The trouble
condition will be reported even if the point is masked.

Yellow Flashing — A new alarm trouble has been activated that needs to be acknowledged and cleared.
The trouble condition will be reported even if the point is masked.

NOTE: Because of the versatility of the software, which allows you to configure your
own icon, it is possible that the colors explained above are not the actual col-
ors used. Ask the system administrator if your system has custom configured
icons and confirm your systems icon colors represent the different alarm con-
ditions.
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toolbar at the top of your screen.

NOTE: If you do not save your changes to the configuration, when you exit the pro-
gram all the changes will be lost.
Adding Readers to Map

In the Device Tree locate the reader to add. Place the mouse pointer on the i—l Reader icon, click and hold
down the left mouse button while dragging the icon onto the map, and release the mouse button.

When you release the mouse button it will change to the . Reader Locked icon.

If additional custom icon groups have been created for doors (after dragging the reader icon on to the map
and releasing the mouse button), the Icon Groups window will be displayed.

Select the icon group you want to use for the reader icon you placed on the map by clicking on the icon
group name.

After you have clicked on the name of a icon group, the four icons configured for the group will appear in
the blocks below each of the point designations.

To move the icon to a different location on the map, click and hold the left mouse button on the icon and
drag the icon to a new location on the map.

NOTE: When placing a new reader point on the map, the icon will default to a Control
Mode type even if the point is in lock or unlocked mode. When the color
graphics is back online, it will check for the current status of the reader door
and change the icon accordingly.

Default Reader Door Icons

Locked - Dooris locked and NO access will be granted.

Unlocked — Reader door is unlocked for free access.

Control Mode — The computer is contralling the reader door and is the default when
adding to the map.

E_) Reader Door in Timed Mode — Reader door will be unlocked for a set time determined in
the reader configuration and will be re-secured at the end of the time cycle.

NOTE: The door icon on the map will be grayed out when the panel is offline (not
communicating with the server). When communication is restored it will take
30 seconds for the icons to reflect the current status.

The reader icons with the ¥ red check mark on their icon have already been added to the map.

To delete or remove an icon from the map, click and drag the icon back to the tree window and release the
mouse button. The icon will disappear and the ¥ red check mark on the icon in the tree will be removed.

toolbar at the top of your screen.
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Adding Relays to Map

&
In the Device Tree locate the relay to add. Place the mouse pointer on the ™ relay icon, click and hold the
left mouse button. Drag the icon onto the map and release the mouse button.

When you release the mouse button it will default to = a deactivated relay icon.

NOTE: When placing a new relay point on the map the icon will default to a deacti-
vated relay mode type even if the point is activated. When the color graphics
is back online, it will check for the current status of the relay point and change
the icon accordingly.

Default Relay Icons

= Deactivated — Relay is deactivated.

. Activated — Relay is activated.

If additional custom icons groups have been created for doors (after dragging the relay icon on to the map
and releasing the mouse button), the Icon Groups window will be displayed.

Select the icon group you want to use for the relay icon you placed on the map by clicking on the icon
group name.

After you have clicked on the name of a icon group, the two icons configured for the group will appear in
the blocks below each of the point designations.

To move the icon to a different location on the map click and hold the left mouse button on the icon and
drag the icon to a new location on the map.

NOTE: The relay icon on the map will be grayed out when the panel is offline (not
communicating with the server). When communication is restored it will take
30 seconds for the icons to reflect the current status.

The relay icons with the W red check mark on their icon have already been added to a map.

To delete or remove an icon from the map, click and drag the icon back to the tree window and release the
mouse button. The icon will disappear and the red ¥ check mark on the icon in the tree will be removed.

toolbar at the top of your screen.
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Adding Security Areas to Map

Double-click the El Security Areas icon to expand the Security Areas tree for the list of currently
configured security areas that can be added and cannot be added again. The Security Areas with

the wcheck mark on their icon have already been added to a map.

Map Cfg Device Cig | Map Cfg Device Cfg

Fe
DEMOACU_2 D1 Poling Addres [Blg peMoscU_2 D1 Poling Add—
LANTACU_2 DO Poling Address [Blg vnTacu2  DoPoling Add

Test Device

Securty freas

:ﬁu Map Links

In the Security Area tree locate the security area to add. Place the mouse arrow on the El Security Area
icon, click and hold the left mouse button. Drag the icon onto the map, and release the mouse button.

When you release the mouse button, after dragging the security area icon onto the map, it will change to

an EH.M] Unmasked Security Area icon with the area name in a thick black outline.

To relocate the icon click and hold the left mouse button to drag the icon to a new location on the map.

NOTE: When placing a new security area on the map the icon will default to
unmasked area icon even if the area is masked. When the color graphics is
back onlineg, it will check for the current status of the area and change the icon
accordingly.

Security Area Icons
Security Area Unmasked — Area is unmasked and will report any alarms
ﬁ BELLLULIIER generated that are assigned to the area.
Security Area Masked — Area is masked. The only alarms that will be
------ ) LAt WL reported are non-maskable and trouble alarms.

To delete or remove an icon from the map, click and drag the icon back to the tree window and release the
mouse button. The icon will disappear and the red ¥ check mark on the icon in the tree will be removed.

Save your configuration changes by clicking the icon in the center of the toolbar the top of your screen.
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Color Coding Security Areas

The security area can be color coded and an outline of the area can be drawn in the same color. When the
area is masked the outline of the area will be filled with an overlay of mesh the same color as set for the
security area, as shown below.

Area Unmasked Area Masked

ILCCOUNTING

gE IACCOUNTING

FCLEANT R

To color code and outline the security area you must be in the configuration mode. After placing the
security area on the map double-click the security area icon you want to color code and the following
configuration window will display.

Security Area Configuration |

Security Area Mame
IEAEK DOOR

Clear Polygonal |
Cancel |

NOTE: You cannot change the name of the security area in this window. You must go
to Security Area page under the Setup button.
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To change the color of the area, click the ___ " JCoIor button and the color window will display.

G HE|

B azic colors:

Define Custom Calars »» |

(] ance

Select the color from the Basic or Custom colors by clicking on the color block. The default black outline for
the area icon will change to the color selected.

You can create your own color by clicking the Define Custom Colors button.

Color EE
Basic colors:
il P B
e e | 2]
ErfrFEETEN
HMrEEENENEN 5]
AN EEEENEN
HEEEE .
Custom colors:
- R [ "
ug:lhﬁ Eed:lﬂ_
I_ I_ I_,_|_| . I_ . I_ Eat:lﬂ_ Ereen:lﬂ_
| Qn;/[)‘iktom (B s I Calar Lurm: ||:|_ Blue; ||:|_ :!Il
K | Cancel | Add to Custom Colors

To create a custom color, follow the steps below (each number in the list corresponds to a number in the
image above).

1. Click the Custom color block to select where the new color will be placed. You can replace an
existing color by clicking that color block.

2. Click the mouse pointer inside the rainbow window to select the general color you want.

3. Click in the slide bar and select the shade of the color. Continue changing the color areas in
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step 2 and 3 until the color you want appears in the currently selected color window.

4. Click the Add to Custom Colors button and the color will now appear in the Custom Colors
block you selected earlier.

5. Click on the color block to select a color for the security area.
6. Click OK and you will be back to the Security Area Configuration window.
The Color you selected will appear in the color block in the Security Area Configuration window and the
security area icon on the map will be outlined with the new color, as shown below.
Security Area Configuration |

Securty Area Mame
IMEDUNTINE

Color

Clear Palygonal |
] concel | EEAC(:UUNTMG ]

Click OK to exit the Security Area Configuration window.
toolbar at the top of your screen.

NOTE: If you do not save your changes, when you exit the program all changes will
be lost.

Outline Security Area

The security area on the map can be outlined with the same color as the icon’s outline. When the area is
masked the outline of the area will be filled in with an overlay of mesh the same color as set for the security
area, as shown below.

Area Unmasked Area Masked
L/\_I [
ﬁ IACCOUNTING E: __ ___ 3 _ JACCOUNTING

AL LOAINT MG

NOTE: The security area does not require an outline. If you do not want the mesh to
appear when the area is masked, then you should not outline it.

To outline the security area you must be in the configuration mode. After placing the security area on the
map, double-click the security area icon to outline. The Security Area configuration window will display.
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If the security area color has not been selected click the ___ = | Color button and the color window will
display.

Select the color from the Basic or Custom colors for area by clicking on the color block.

NOTE: Only one color can be selected for both the security area and the icon out-
lines.

The Color you selected will appear in the color block in the Security Area Configuration window, as shown
below.

Security Area Configuration |

Security Area Mame
IAI:I:IIILINTING

Caolar |
Clear Palpgonal |

Ea | EHACCOUNHNG 1

Start drawing the outline of the area by placing the mouse arrow at the starting point on the map. Click the
left mouse button once to set the starting point. Move the mouse arrow to the next location and click the left

button once again. Repeat this until the entire area is outlined and you have clicked the mouse button back
on the starting point.

o ]|

Starting
Paoint

Starting
Paoint

E}Accoumme ]

RCLEANT G

-
A IACCOUNTING

RO GEIMT G

Click

—

After clicking back on the starting point you will find that each point you clicked now has a small square
block called a reshaping handle. These reshaping handles allow you to reshape the outline.

To reshape the outline of the area, place the mouse arrow on top of a reshaping handle, click and hold the
left mouse button as you drag the lines to the desired reshape. The two lines that are joined at the point will
move together as you drag the handle.

Click and
drag to
reshape
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You can delete the outline and redraw by clicking the CesFayznsl | Clear Polygonal button.

When you have completed changes to the Security Area Configuration window, click the OK button.

1
Save your configuration changes by clicking the :!1 Save Configuration button in the center of the
toolbar at the top of your screen.
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Adding Camera to Map

In the Device tree locate the camera icon. Place the mouse pointer on the % Cameraicon, click and hold

down the left mouse button. Drag the icon on the map and release the mouse button.

When you release the mouse button (after dragging the camera icon onto the map), the Camera
Configuration window will display as shown below.

Camera Configuration E |

Camera Mame I

— Camera Orientation

ﬂ Camera # I'I

Camera Positions

’,r"'

— Camera Features

[ Pan
[ Til

[ Zoom

[™ Focus

[~ lnis

[ Prezet position

o]

Cancel

Clicking the Cancel button will close the Camera Configuration window and remove the camera icon from

the map.

Enter the Camera Name of up to 35 alphanumeric characters. The camera name field may only display a
portion of the 35 characters, but the title bar on the camera window (shown below) when called up will
display the full name.

Select the number for the camera that corresponds to its number as configured in the video switcher.

Select the Camera Orientation, which is the direction the camera icon should point in the map by clicking

the up and down arrows to rotate the camera 45 degrees each time.

Select the Camera Features that the camera is set up for. The camera and video switcher’s capability

determine these features. The features that are available are:
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Pan

Tilt

Zoom

Focus

Iris

Preset position
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If all features were selected, the camera window would display like the example below.

Lobby Camera #3 E

Close
WYind o

Live wideo from camera in this wind ow

Jfi

Zoom

)

Focus

)

Irig

Carmera
Preset

o)

Pan, Tilt

:

When you have completed configuration of the camera, click the OK button.
To relocate the icon, click and hold the left mouse button and drag the icon to a new location on the map.

To delete or remove a camera icon from the map, click and drag the icon back to the tree window. The icon
will disappear from the map and the ¥ red check mark on the icon in the tree will be removed.

toolbar at the top of your screen.

Add Map Links

] Map Link - A Map Link allows you to place a map link icon on the map and set tofor a
® | selected map. YWhen the Map Link button is clicked during system operation, it will
jump to the selected map.

To add a map link, locate the Map Link icon in the Device tree (it is located in the first level of the tree).

L]
Place the mouse pointer on the ™ Map Link icon, click and hold down the left mouse button. Drag the icon
on the map and release the mouse button.
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When you release the mouse button the Map Link window will display.

Mepliok |

Link Mame

M ap ta link

< Two Biotech

0 Hoszpital

(] I Cancel

Highlight the map that you want the link to jump to. Click the in the map tree to expand it if needed to
locate the desired map.

In the Link Name field enter the name for the link.
When you have completed configuration of the map link, click the OK button.

The Map Link icon on the map will change to a Map Link icon with the link name next to the icon, as in the
following example.

Biotech Building

To relocate the icon, click and hold the left mouse button to drag the icon to a new location on the map.

To delete or remove a map link icon from the map, click and drag the icon back to the tree window and

release the mouse button. The icon will disappear from the map and the ¥ red check mark on the icon in
the tree will be removed.

1
Save your configuration changes by clicking the :"1 Save Configuration button in the center of the
toolbar at the top of your screen.
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Custom ICON Groups

You may create and assign your own group of icons to any alarm, reader, or relay.

Icons must be modified and configured using a bitmap program such as Paint. All Icons should be saved in
the TOPAZ\aacgfx color graphics directory on your hard drive. The standard size of icon is approximately
35 x 35 pixels, but can be any size. However the larger the icon the more area of the map it will cover.

NOTE: You must already be familiar with configuring the Color Graphics system
before creating and assigning custom icons.

You must be in the configuration mode before you begin. Once in the configuration mode you will see the
Icon Cfg tab in the tree window as shown below. Only the Alarm, Reader, and Relay icons will show and
are the only icons you can customize.

Map Cigl Device Cfd Icon Cig

=
o

l@: Alarm leons

.1] Fieader [cons

é Fielay loons

Modify Alarm Icon Group Category

Clicking on the Alarm Icons icon will open the tree and expand the list of icon group alarm categories.
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The list of default alarm categories is list below and a portion of the tree shown to the right.

Icon Category Description

@jlt AC Power Failure

@ Device Offline

.ﬁ@? Door Alarm

Duress Alarm

Fire Alarm

Forced Open

G

&
@ZF Glass Break
T

@

®&
%

Held Open
High Temperature

Map Cfq | Device Cfg lcon Cfg

Requestto Exit | || 77 5@5 Device Offline

Smoke Detector | || i ‘@: Dioor Contact )

-
~

......... [@ - Dluress
-

......... E@E Fire Alarmm
E@ Standard Alarm )

@ System Input

Low Battery

Motion Detector

@ System Tamper

To assign a different icon to a category click on the icon group for the category you want to change. The
Icon Group window will drop down as shown below. For example, if you click on the Door Contact
category, you will see alarm Icons for the Door Contact category.

There are four icons currently assigned to each alarm category: Secure, On, Masked, and Trouble.
Notice the colors match the colors talked about earlier in this document, such as, if the alarm is on (active)
it will be a flashing red. If you change the icon to an icon with some other color then when the alarm is on
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(active) it will be flashing the new color. This can cause confusion for the operators. It is suggested that
when you modify or create new icons that you keep the colors in mind.

Sz MapCfngeviceCfg Icon Cig

- -
< Alarm loons Sl
:

AL Power Failure

Device Offine

PR R

; = Door Contact
Alarm lcons

s
Marme

|Door Contact larmn
Secure On Masked Trouble  pdOpen

Break Detector

Open

] | Cancel |

You must change the icon assigned to each designation (secure, on, masked, trouble) one at a time by
clinking on the icon under the designation name you want to change.

NOTE: When you are creating a new icon group for a category you should keep each
of the four icons the same and only change the color except for special appli-
cations.

GE Security February 2, 2005 10 -41



Topaz Software User Guide

For example, if you want to change the Masked icon click on the icon and a disk directory browser window
will open. Locate the icon file you want to assign as the Masked icon as shown on the next page.

Lok it |El one32mp j ﬁl

|1 aacoi [Dizae backtst.bmp @ srience. br
] badger [ import Bckamd.bmp @ gpace.bmp
| cg A procs cintbek. bmp @ Lzai0.brp
1 dms1 ([ screens eventboo. bmp @Wallpaper.
1 dms2 alarmbec.bmp eventbok.bmp @ wallpaper
|1 dms3 alarmbck. bmp notbkbck. bmp @ wallpaper:

ol | 2l

File name: | Open I
Files of type: I'W'indcuws Bitrap j Cancel |
Help |

IDDDI Contact

MNarme

......... w: Fire &larm
......... l@# Forced Open

Glazs Break Detector

Lre On Mazked  Trou

Held Open

--------- l@h High Temperature

Notice that after you clicked on the icon and the browser window opened, all four icons on the Icon Group
window are now grayed out. If you forget which icon you selected, close the browser window and reselect
the icon again. If you selected the wrong icon file, you can click on the icon again to select another icon file.

[ AN R S g R

Locate the icon file and double-click on the file name to have it assigned. The browser window will close
and the new icon will be shown in the Icon Group window as the new icon assigned to Masked.

If you select an icon that is already assigned to another icon group, the message Bitmap file already
exist. Overwrite?

Map Editor E

Bitmap file already exists.
Oseenwrite 7

You can continue to use the icon in your new category as well as the existing icon group by clicking Yes.
Other wise click No and the icon will not be added to the new icon group. You can then select a different
bitmap.

After selecting all four icons click OK to save your changes.
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If you click Cancel on the Icon Group window, the icons will revert back to the icons assigned to the icon
group category when you first opened the Icon assignment window.

The icon group category can also be renamed from the Icon Group window.

Adding New Alarm Icon Group

If you need to add an additional alarm category icon group, click on the lcon Cfg tab and then click the
Alarm Icons icon.

In the top left corner of the color graphics window click on the 33 Add Icon Group button.

< Q
e —
Map Cfgl Device Cfg lcon Cig

=
o
@: Alarm lcons
:
.1:] Reader lcons

é Felay lcons

A blank Icon Group window will be displayed.

Alarm lcons E

M arne

Secure On Masked  Trouble

)4 I Cancel |

Enter a name for the new alarm icon group and select the icon for the designations.
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To select the icon for the designation, click on one of the blank icon squares for the designation you want to
add and the following Look in window will display.

Alarm Icons i o JEA|
Lok, jr I =5 aacgfx ﬂ . =i EB-
E] alarmDC_masked.bmp %] alarmFire_on.bmp El alarmilass_s
E] alarmDiC_arn. brmp | slarmFire_secure.bmp E alarmilass_t
E_ alarmDiC_secure. bmp E alarmire_trouble, brp E alarmHio_ma
%] alarmDiC_trouble.bmp %) alarmFO_masked.bmp &) alarmHi_on
E alarmDuress_masked.bmp E aarmFO_on.bmp E alarmHio_zer
%) slarmDuress_on.bmp ¥) slarmFO_secure bmp &) alarrHE_tro
E alarmDuress_secure.bmp | dlarmFO_trouble.bmp E alarmHT _ma:
E_ alarmDuress_krouble. bmp E’_ darmGlass_masked brip E_ alarmHT _an,
%] alarmFire_masked.bmg ¥ dlarmGlass_on.bmp &) alarmHT_sec
K el | 1]
File name: § j Open
Filez of pe: iwm Bitmap il Cancel I
Help |
E)

Locate the icon bitmap for the designation you clicked on and double-click the bitmap file name, to add it to
the designation icon you selected.

The icons are normally located in the aacgfx directory unless, when they were created, they were saved to
a different directory.

Click OK when you have completed adding the icons for all the designations.
The new icon group is now added to the Icon Cfg tree list.
Modify Reader Icon Group

There is only one Standard Reader icon group, which has five designations: Locked, Unlocked, controlled,
timer, and offline.

Reader Icons [<]
i Icon Cf |
Map Cig I Device Cig ] s
[@E Alarm lcons IStandard Reader
.13 Reader lcons Locked  Unlocked Controlled Timed Offline

| : |

.13 Standard Reader | [I

é Relay lcons
] I Cancel |

Adding New Reader Icon Group

If you need to add an additional Reader Icon Group, click on the Icon Cfg tab and then click the Reader
Icons icon.
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In the top left corner of the color graphics window click on the 5:' Add Icon Group button.
I'n
<d>_

Map Cfg' Device Cfg lcon Cfg

@E Alarm lcons
.1:] Reader lcons

é Relay lcons

A blank Icon Group window for readers will be displayed.

Reader lcons E I

Mame

Locked ked Controlled Time Offline:

[ I Cancel |

Enter a name for the new group and select the icon for the designations.
Click OK when you have completed adding the icons for all the designations.

The new icon group is now added to the Icon Cfg tree list.

Modify Relay Icon Group

There is only one Standard Relay icon group, which has two designations, and offline.

Relay Icons Ed |

Map Cfgl Device Cfg Icon Cfg |

MHame
- tandard Rel
[@: Alarm lcons IE andard Relay
-1:] Feader lcons On aff Offline

J— . i
é Fielay lcons
é Standard Relay
] | Cancel |
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Adding New Relay Icon Group

If you need to add an additional relay group, click on the lcon Cfg tab and then click the Relay Icons
ICON.

In the top left corner of the color graphics window click on the 33 Add Icon Group button.

(&

Map Cfgl Device Cfg lcon Cfg

l@: Alarm lcons
.4:] Feader lcons

A blank Icon Group window for relays will be displayed.

Relay Icons Ei
Mame
fi
On ine

[ I Cancel |

Enter a name for the new group and select the icon for the designations.
Click OK when you have completed adding the icons for all the designations.

The new icon group is now added to the Icon Cfg tree list.
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Delete Icon Group

You must be in the configuration mode before you being. Once in the configuration mode you will see the
Icon Cfg tab in the tree window, as shown below. Only the Alarm, Reader, and Relay icons will show and
are the only icons you can customize.

Map Cfgl Device Cf@" CED

-
-

l@: Alarm lcong
:

.1] Feader lcons

é Relay lcons

Expand the Icon Cfg tree for the Icon you want to delete by double-clicking on the Alarm, Reader, or Relay

icon. For example, if you want to delete an alarm icon group, double-click the . Alarm Icons icon.

......... @5 Device Offiine
......... l@f Door Contact
......... @E Duress

Click on the Alarm Icon Group (category) you want to delete and the Icon Group window will open for the
group you clicked on.

If you want to select a different icon group, make a new selection by clicking again on another icon group.

j\k ~ Fire Alaim Alarm lcons I

ﬁ E Forced Open e M ame

|High Temperature

-

'Lj;— Glass Break Detector
Secure  On Masked Trouble

A -

: — Held Open :

: é
Q\f;: High T emnperature
L Low Battery - [ l Cancel I
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After making sure the icon group you want to delete is displayed, click the @ Delete Icon Group icon at

the top left corner of the screen.

ESED,

Map Cfgl Device Cfg lcon Cfg

......... l@z Held Open
......... l@z High Temnperature
......... l@f Lowy Battery

The Icon Group is immediately deleted from the tree.

Caution:
A You cannot undelete an Icon Group that has been deleted!

When deleting an icon group make sure you have the desired group selected
(highlighted) before clicking the Delete Icon Group button. There is no warning

before it is deleted.
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Appendix A

Troubleshooting

This section is an overview of software or user errors that can occur with the GE Interlogix TOPAZ System
and the tools available to identify and correct hardware problems.

Frequently Asked Questions

When I try to install TOPAZ, | get “Port 80 in use”.

The TOPAZ program emulates a Web Server, so there cannot be another Web Server running on
the computer.

Examples of Web Server programs are Microsoft’'s Personal Web Server, and Microsoft’s Internet
Information Server.

When I try to install TOPAZ, | get the error message “~0000 was not found.”

Check your c:\temp directory. Be default, Windows makes a temp directory on the C: drive named
temp. If this directory does not exist, you should make one.

When I double-click on the TOPAZ icon I get the “Open With” dialog box to select a program to run.
Press the Esc key to abort the process. Install Microsoft Internet Explorer 5.5 or later.
When I double-click on the TOPAZ icon I get a White screen with “Action cancelled” on it.
This means the Internet Explorer cannot find the MP.exe server application.
* Insure Microsoft’s Internet Information Server (IIS) is not installed on this computer.

¢ Delete the file WORKSTATION.HTA in the TOPAZ folder, and then reload the TOPAZ
application.

TOPAZ does not start.
Before TOPAZ can run, you must make sure your computer is configured properly.
* The screen resolution must be set to 1024 * 768 and 65535 colors.
*  The computer must have at least 256 MB of memory.
*  TCP/IP must be installed, but not set for DHCP.

Check the TCP/IP configuration by pinging the IP address. For example, if the TCP/IP address is
192.1.1.1, then go to a command prompt, and type: “PING 192.1.1.1”. You should get “Reply from
192.1.1.1: bytes=32 time<10ms TTL=128".

* In Windows Control Panel, click on “Devices”. Make sure “AFD Networking Support
Environment” has “Status” set to “Started” and “Startup” is set to “Automatic”.

If the above settings are correct and the program still fails to start, look in the file “scrout.txt” or
“scrout01.txt”. These are error event files and contain error messages that can give clues to the
proper action.

I get the error message “Copy Protection Not Found”.
» Make sure the Software Sentinel is connected to the parallel port.
» If there is a printer connected, make sure the printer is “on-line”.
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* Make sure you are logged on as the Administrator. If not, log in again as the
Administrator and reinstall TOPAZ.

When I start TOPAZ, | get a dialog box that asks about connecting to your Internet Service Provider.

Go to the Windows Control Panel. Under Internet Options, on the Connections tab, under “Dial-up
setting”, select “Never dial a connection”.

My computer hangs. Either the keyboard or the mouse is not working.

Bring up the Windows Task Manager, either press Ctrl-Shift-Esc (or press Ctrl-Alt-Del and select
the Task Manager). End the following processes: mp.exe, mprun.exe, and mshta.exe. Then try to
run the program again.

When I run Auto Configuration, it did not find the device I have plugged into that COM port or it
does not detect any field panels.

The TOPAZ Auto Configuration is set at the factory to connect to the ACUs at 9600 baud. If you
have changed the ACU baud rate, reset it to 9600 baud. Then try Auto Configuration again.

If that does not correct the problem, you may have a wiring error. Insure each field panel is wired
correctly, and each field panel has a unique polling address on the serial port. Then try Auto Con-
figuration again.

I get an error message that the workstation cannot connect.

Make sure the network cable is connected to your computer. If that does not fix the problem, you
may have a faulty network card. See your PC technician.

The TOPAZ shows the same screen even if | know it is wrong.
The Internet Explorer has ‘cached’ the screen.
Disable ‘caching’ by:
1. Double-click on the Internet Explorer icon to open it.
2. Click on Tools, Internet Options.
3. On the General Tab, click in Settings.
4. Click on “Every visit to the page”.
5. Click “OK” to save.

I get script errors.

You must load Internet Explorer’s 6 from the TOPAZ CD. If you already have installed Internet
Explorer on your PC, you must re-install it from our CD and complete the Wizard.

I get system error messages.
Call GE Interlogix Technical Support: 888-GESecurity.

I get the error message “EMERGENCY, REBUILD CARD FILE.”
Call GE Interlogix Technical Support: 888-GESecurity.

I can run TOPAZ, but when I click on the Help button(s), either nothing happens or I get the error
message “Action Cancelled”.

Reinstall the software.
Other Notes:

* Inorder to run TOPAZ, you must have the Microsoft Internet Explorer set for “cookies
enabled” (the default). Some people turn cookies off for privacy reasons when
browsing the Internet, but TOPAZ needs the “per-session” cookies Enabled in
order to recall screens and link to windows. TOPAZ will not work properly without this
setting.
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Click on
Click on
Click on
Click on

2

NOTE:

reset the cookies in MS Internet Explorer by the following procedure:
the Internet Explorer icon to bring it up.

Tools, Internet Options.

the Security Tab.

the Internet icon.

the Custom Level button.

Under “Cookies’, under “Allow per-session cookies (not stored)”, select Enable.

For Microsoft Windows 2000 service pack 2 is required. Service Pack 2 can be
obtained from Microsoft.

The workstation’s on-line event printer must be configured to print directly to the
printer. In Window’s Printer Properties, on the Scheduling Tab, select “Print directly to
Printer”.

Eltron Photo badging printers uses Eltron’s printer drivers. Please use the “Add
Printer” wizard to add the printer driver. The drivers are located on this CD in the
Printers\Eltron directory.

Fargo Photo badging printers uses Fargo’s printer drivers. Please use the “Add
Printer” wizard to add the printer driver. The drivers are located on this CD in the
Printers\Fargo directory.

If using a K-panel ribbon you need to specify how the resin panel should be
applied when printing. This can be done in the “Advanced” tab of the printer’s
“Document Defaults”. Click on “Ribbon” and change the “Front and Back
Option” to “Color on both sides”. Then click on “Black panel options” and set it
to “Use Always”. The settings are normally used when printing bar codes for
infrared readers.

The Winnov video capture card may fail to register into NT, resulting in a black picture
when attempting to take a photo. If this occurs, click on “Browse This CD”, then
double click on the “Video Capture” folder, then on the “Winnov” folder, and finally
double click on the VIDMP.REG icon.

I get the error "No Such Interface Supported” on some screens.

This can occur if one or more of the following files is missing, damaged, or improperly registered. To
resolve this problem in Internet Explorer, follow these steps:

1.
2.
3.
4.

Quit all prog

rams that are running

Click Start, and then click Run
Type regsvr32 urlmon.dll, and then click OK

When you receive the DIIRegisterServer in urlmon.dll succeeded message, click OK.

If this does not resolve the problem, repeat steps 2 through 4 for each of the following files (in step 3,
replace Urlmon.dIl with each of the file names below):

Shdocvw.dll
Msjava.dll
Actxprxy.dll
Oleaut32.dll
Mshtml.dll
Browseui.dll

GE Security
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Shell32.dIl (Windows XP and Windows 2000 only)

The following link to Microsoft Support can provide more information: http://support.microsoft.com/
default.aspx/kb/281679/EN-US/
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TOPAZ System Error Codes

TOPAZ System Error Codes

Error

© 00 N O o

10
11
12
13
14

16

17
18
19
20
21
22

23

24
25
26

GE Security

Description
No Error.
Invalid function number.
File not found. Retry the command using the file name.
Path not found. Retry the command using the correct path.

Too many open files (no handles left). Wait until another program has ended then
retry this command.

Access denied. The file or disk is read only.

Incorrect internal file identifier.

The storage control blocks were destroyed.

There is not enough memory available to process this command.
The storage control block address is invalid.

The environment is incorrect.

An attempt was made to load a program with an incorrect format.
Invalid access code.

The data is invalid.

The system cannot find the specified disk drive.

The disk directory cannot be removed. Remove all files and sub-directories
before deleting directory.

The file cannot be moved. You cannot move a file to a different drive.

No more files.

The disk drive is write-protected. Remove write-protect and retry command.
Cannot find disk drive specified.

Disk drive not ready. Make sure disk is installed and drive light is ready.
The device does not recognize the command.

Data Error. If the error occurred on the hard disk, retry the command. IF the error
occurs again, the hard disk may have to be reformatted. If the error occurred on
a diskette, insert a formatted diskette and retry the command.

The program issued a command but the length is incorrect.
Seek Error. The disk may be damaged, unformatted or not compatible.

The specified disk or diskette cannot be accessed. Format the disk.
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27
28
29
30
31
32
33
34
35
36
37
38
39
40

41

42
43
44
45
46
47
48
49
50
51
52
53
54
55
56

Sector not found. The disk may be damaged, unformatted or not compatible.
The printer is out of paper or not enough disk space to create a spool file.
The system cannot write to the specified drive.

The system cannot read from the specified drive.

A device attached to the system is not functioning.

The file is already being used by another process.

The process cannot access the file because the file is locked by another process.
The wrong diskette is in drive.

The program could not open the requested file. The FCB limit was exceeded.
The system has detected an overflow in the sharing buffer.

The system cannot write to the write-protected drive.

An unknown device was specified.

The device is not ready.

The device does not recognize the command.

Data Error. If error occurred on the hard disk, retry the command. IF error occurs
again, the hard disk may have to be reformatted. If error occurred on a diskette,
insert a formatted diskette and retry the command.

Invalid command length.

Seek Error. The disk may be damaged, unformatted or not compatible.
The specified disk or diskette cannot be accessed. Format the disk.
Sector not found. The disk may be damaged, unformatted or not compatible.
The printer is out of paper.

The system cannot write to the specified drive.

The system cannot read from the specified drive.

The device is not ready.

The network request is not supported.

The remote computer is not available.

A duplicated name exists on the network.

Network path not found.

The network is busy or is out of resources.

The specified network resource is no longer available.

The network BIOS command limit has been reached.
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57
58
59
60
61
62
63
64
65
66
67
68
69
70

71

72
80
82
84
85
86
87
88
89
106
107
108
110
111
112

GE Security

A network adapter hardware error occurred.

The specified server cannot perform the requested task.

An unexpected network error occurred.

The remote adapter is not compatible.

The printer queue is full.

Space to store the file waiting to be printer is not available on the server.
Your file waiting to be printed was deleted.

The specified network name is no longer available.

Network access is denied.

The network resource type is not correct.

The network name cannot be found.

The name limit for the local computer network adapter card was exceeded.
The network BIOS session limit was exceeded.

The remote server has been paused or is in the process of being started.

No more connections can be made to this remote computer at this time because
there are already as many connections as the computer can accept.

The specified printer or disk device has been paused.
The file exists.

The directory or file cannot be created.

Storage to process this request is not available.

The local device name is already in use.

The specified network password is not correct.

The parameter is incorrect.

A write fault occurred on the network.

The system cannot start another process at this time.
Insert the diskette for drive %1.

The program stopped because an alternate diskette was not inserted.
The disk is in use or locked by another process.

The system cannot open the device or file specified.
The file name is too long.

There is not enough space on the disk.
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113
114
118
119
120
121
122
123
125
126
127
129
131
132
139
140

143

137
148

154

155
161
162
164
167
170
180
183
189
191

No more internal file identifiers available.

The target internal file identifier is incorrect.

The verify-on-write switch parameter value is not correct.

The system does not support the command requested.

This function is not valid on this platform.

The semaphore time-out period has expired.

The data area passed to a system call is too small.

File name or volume label contains invalid characters.

The disk has no volume label.

The specified module could not be found.

The specified procedure could not be found.

The %1 application cannot be run in Windows 2000 mode.

An attempt was made to move the file pointer before the beginning of the file.
The file pointer cannot be set on the specified device or file.

The system tried to substitute a drive to a directory on a substituted drive.
The system tried to join a drive to a directory on a substituted drive.

The system cannot join or substitute a drive to or for a directory on the same
drive.

Not enough resources are available to process this command.
The path specified cannot be used at this time.

The volume label you entered exceeds the label character limit of the target file
system.

Cannot create another thread.

The specified path is invalid.

A signal is already pending.

No more threads can be created in the system.

Unable to lock a region of a file.

The requested resource is in use.

The system detected a segment number that was not correct.
Cannot create a file when that file already exists.

The operating system cannot run %1.

Cannot run %1 in Windows 2000 code.
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193
196
197

206
212
214

234
255
259
266
267

332

334

1000
1001
1002
1003
1004
1005

1006

1007
1008
1009
1010
1011
1012
1013

GE Security

Is not a valid application.
The operating system cannot run this application program.
The operating system is not presently configured to run this application.

File name or extension is too long. DOS file names must be 8 characters or less.
The file extension must be 3 characters or less.

The segment is locked and cannot be reallocated.

Too many dynamic-link modules are attached to this program or dynamic-link
module.

More data is available.

The extended attributes are inconsistent.
No more data is available.

The copy functions cannot be used.

The directory name is invalid.

The specific queue name is already in use. This can occur when attempting to
start TOPAZ when the program is already running.

Not enough memory available to process a queue request. The total queue
memory was exceeded. If TOPAZ was running contact technical support and
relay the information.

1#define Invalid Command (for Pecos Interface).

Disk is full, data cannot be written.

File Management System file channel already in use.

File Management System data or parity error.

Read or write hit beginning of file.

Physical disk error occurred during file directory read or write.

Disk file user count greater than one. Attempted operation requires exclusive use
of disk file.

Access violation. Attempted record operation for that file was not opened.
Bad Command Code. Out of range command presented to the file system.
lllegal logical channel number requested.

Read or write reached end of file.

Logical channel number requested not found.

Not an ISAM file.

File Reserved. Attempted to open a file that was opened exclusively.
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1014 Device Reserved. Attempted to open a device that was opened exclusively.

1015 Bad Option parameter. An option was selected that was illegal.

1016 No such directory. Attempted to reference a file directory that does not exist.

1017 Bad File Name. Attempted to reference a file with an illegal file name.

1018 Duplicate file name. Attempted to create a file that already exists.

1019 File does not exist. Attempted to reference a file that does not exist.

1020 Drivc_e does npt exist. Attempted to reference a disk drive that does not exist or
#define InvalidACU (for Pecos Interface).

1021 Bad Access.

1022 File already exists.

1024 Request number of bytes to read was not read.

1025 Request number of bytes to written was not written.

1026 Not enough disk space. Unable to allocate file. Disk is full.

1027 Not enough memory available to perform operation.

1028 Directory entry corrupted.

1029 ISAM key is corrupted.

1030 Unable to write record. File is full.

1031 Duplicate Key. Attempted to insert a key that already exists.

1032 Invalid Function.

1033 No file handles left.

1034 Close / Open.

1035 Access Denied.

1036 Bad handle.

1037 Bad memory.

1038 An internal error was detected in the file system.

1040 #define InvalidReader (for Pecos Interface).

1041 lllegal time unit value.

1042 Illegal coordination value.

1043 lllegal file open type code.

1044 Bad semaphore number.

1045 Attempted to open file with a logical channel number already open.
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1046
1047
1048
1049
1050
1051
1052
1053

1054

1055
1056
1057
1058
1059

1060

1061
1062
1063
1064
1065
1066
1067
1068
1069
1070
1071
1072
1073
1074
1075

GE Security

Not enough memory available to open logical channel.

Attempted to reference a logical channel number not defined.

Maximum file descriptor ID number exceeded.

lllegal FIS operation type code.

Error freeing LIS memory block.

Unbalanced double quotes found in a screen schema. SCRIO error value.
lllegal screen commentaries by basic strings. SCRIO error values.

Screen schema name not alphanumeric. SCRIO error values.

Number of screen variables (tildes) does not equal number of fields. SCRIO error
values.

Screen field number duplicated in commentary. SCRIO error values.
Screen field numbers too large. SCRIO error values.

lllegal screen field commentary. SCRIO error values.

Screen field size missing in commentary. SCRIO error values.
Screen field size too large in commentary. SCRIO error values.

Screen field variable type missing in commentary. SCRIO error values or #define
InvalidRelay (for Pecos Interface).

Screen field 1/0 type missing in commentary. SCRIO error values.
lllegal screen field variable type in commentary. SCRIO error values.
lllegal screen I/O type in commentary. SCRIO error values.

Screen filter size incorrect. SCRIO error values.

Screen variable initial data size incorrect. SCRIO error values.
Screen variable pointer not on even boundary. SCRIO error values.
Screen parameter value too large. SCRIO error values.

Screen variable field not found. SCRIO error values.

Screen prompt timed out. SCRIO error values.

Number of schemas exceeded allocated memory. SCRIO error values.
lllegal command in vm->vtmcmd. SCRIO error values.

lllegal parameter in command. SCRIO error values.

Number of screen I/O parameter too large. SCRIO error values.
Screen field name missing in commentary. SCRIO error values.

No user mailbox defined for screen 1/0O return mailbox. SCRIO error values.
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1076
1077
1078
1079

1080

1081
1082
1083
1084
1085
1086

1087

1088
1089
1090
1091
1092
1093
1094

1095

1096
1097
1098
1099

1100

1101
1170
1071

A-12

No screen 1/O destination mailbox defined. SCRIO error values.
Requested logical device not assigned to unit. SCRIO error values.
Requested screen window not defined. SCRIO error values.
Requested device type not defined. SCRIO error values.

Requested schema file not found. SCRIO error values or #define InvalidAlmZn
(for Pecos Interface).

No channel access ID. Requested Disk I/O channel not defined.
Write lock without read lock. Attempted write without locking read.
Ends of read file or write continue.

End of file reached for read or write.

lllegal record operation type request.

lllegal record operation relational type request.

ISAM read does not find record. A remote control point, monitor point or access
point was deleted, but was not deleted in the automatic operation first. Delete
record from automatic operation to correct error.

lllegal file category type.

lllegal file type.

ISAM index file key does not match data file. ISAM file is corrupted.
lllegal CAA field in LIS header detected.

lllegal SDA field in LIS file system control block address (lfssda).
Corrupted FIS file header detected.

File system could not allocate a semaphore.

Attempted record lock of record already locked by another user. Another user is
modifying this record. Only one user can modify a record at a time.

Illegal record operation code.

Redundant write sector to be unlocked not locked.
Redundant write sector to be locked already locked.
Disk driver parameter out of range.

Disk driver operation timed out before completion or #define InvalidSubCmd (for
Pecos Interface).

Attempted insert new key but key found.
Thread not found.

Queue error.
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1172
1173
1174
1175
1176
1177
1178
1179
1180
1181
1200

1256

1257
1258
1259

1260

1261

1262

1263
1264
1265

1320

1321
1322
1323
1324

GE Security

Bad downloaded event type or command.

Received SCP msg. from device not being downloaded.
Bad download state variable.

Bad access event type or command.

Requested bytes to write did not write.

Attempted to log out of range event type.

Invalid Mailbox number.

No buffer found after receive buffer semaphore signaled.
Nomem on push.

No buffer on pop but should be.

The DOS environment cannot be created.

Attempted to reference district number of a task but it was not defined. Can mean
a printer is not defined.

Attempted to modify or delete a port that does not exist. Example: The system
attempts to send a message to the Dual System Controller if the "Redundant
System" program is enabled.

Attempted to define a port that already exists.
Error opening port.

Out of Anti-Passback Indexes. Use the Employee Database Diagnostic program
to rebuild Anti-Passback index.

Out of range APB index. Use the Employee Database Diagnostic program to
rebuild Anti-Passback index.

Software Sentinel not found. TOPAZ requires a software sentinel to run. Please
contact an InfoGraphic System's Representative.

Unknown Redundant System restore command.
Unknown Redundant System poll command.
Time-out for restore response.

The district attempted to log onto the File server, but the District is already on-
line.

An unknown district attempt to log onto the File server.
The district (workstation) is disconnected.

TOO MUCH DATA.

HUH.
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1325

1326
1327
1328
1329
1330
1331
1332
1333
1334
1335
1336
1337
1338
1339
1340
1341
1342
1343
1344
1392
1393
1394

1395

6000
6001
6002
6003
6004

A-14

BAD LOGIN Check the Date and Time on both Fileserver and workstation
computers.

BAD DISTRICT NUM.

BAD MEM ID.

BAD POOL ID.

BFR end written over.

Bogus free bfr check.

BADALMCMD.

Bad Download Command.

Bad District Download Command.

Bad MP Server Command.

Bad application Request Command.

MP Server Number Out of Range.

Server Shutdown.

Not Dial-up.

Bad Color Graphics directory.

Bad District Download Color Graphics Command.
Bad Color Graphics’ Districts.

Bad District Download Color Graphics File Command.
Bad District Download Color Graphics Change of State Command.
Bad District Download Color Graphics File District.
The file or directory is corrupted and non-readable.
The disk is corrupted and non-readable.

There is no user session key for the specified logon session.

The service being accessed is licensed for a particular number of connections.
No more connections can be made to the service at this time because there are
already as many connections as the service can accept.

TCP/IP Connection not open.

TCP/IP No more Connections available.

TCP/IP District logged attempted login to district already on-line.
TCP/IP Invalid sign-on message.

TCP/IP Invalid message header.
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6005
6006
6007
6008
6009
6010

9020

10001
10003
10004
10006
10009
10013
10014

10015

10022
10024
10035
10036
10037
10038
10039
10040
10041
10042
10043
10044
10045
10046
10047

GE Security

TCP/IP Invalid Message length.

TCP/IP Invalid receive state.

TCP/IP Invalid transmit state.

TCP/IP Out of mailboxes.

TCP/IP Invalid mailbox.

TCP/IP Thread not found for RSVP message.

Distributed Applications - The specified handle does not represent a valid open
connection. Use the value returned from a successful DAOpen.

TCP/IP Not owner.

TCP/IP No such process.

TCP/IP Interrupted system call.
TCP/IP No such device or address.
TCP/IP Bad file number.

TCP/IP Permission denied.

TCP/IP Bad address.

The ACU uploaded an event with an invalid date. The ONE-32 MP has now
assigned the event today's date with a time of 00:00:00.

TCP/IP Invalid argument.

TCP/IP Too many open files.

TCP/IP Operation would block.

TCP/IP Operation now in progress.

TCP/IP Operation already in progress.
TCP/IP Socket operation on non-socket.
TCP/IP Destination address required.
TCP/IP Message too long.

TCP/IP Protocol wrong type for socket.
TCP/IP Protocol not available.

TCP/IP Protocol not supported.

TCP/IP Socket type not supported.

TCP/IP Operation not supported on socket.
TCP/IP Protocol family not supported.
TCP/IP Address family not supported by protocol family.
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10048
10049
10050
10051
10052
10053
10054
10055
10056
10057
10058
10059
10060
10061
10062
10063
10064
10065
10066

A-16

TCP/IP Address already in use.

TCP/IP Can't assign requested address.
TCP/IP Network is down.

TCP/IP Network is unreachable.

TCP/IP Network dropped connection on reset.
TCP/IP Software caused connection abort.
TCP/IP Connection reset by peer.

TCP/IP No buffer space available.

TCP/IP Socket is already connected.

TCP/IP Socket is not connected.

TCP/IP Can't send after socket shutdown.
TCP/IP Too many references: can't splice.
TCP/IP Connection timed out.

TCP/IP Connection refused.

TCP/IP Too many levels of symbolic links.
TCP/IP File name tdbioRage Intentionally Left Blank
TCP/IP Host is down.

TCP/IP No route to host.

TCP/IP Directory not empty.
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Appendix B

Access Code Definitions

TRACE BY ACCESS POINT

+ Trace has been turned on at an Access Point (card reader and/or keypad). Every
access attempt at the traced access point will generate this event.

TRACE BY CARDHOLDER

« Trace has been turned on for a cardholder. Every access attempt by that cardholder
will generate this event.

TRACE BY SECURITY AREA

» Trace has been turned on for a Security Area. Every access attempt at the Security
Area will generate this event.

ACCESS AUTHORIZED
» A cardholder has presented a valid card and/or PIN and access was authorized.
ACCESS AUTHORIZED - ANTI-PASSBACK VIOLATION
* A cardholder has presented a valid card and/or PIN and access was authorized, but
the cardholder was violating APB.
ACCESS AUTHORIZED - LOCAL READER RE-ENTRY TIMER VIOLATION

* A cardholder has presented a valid card and/or PIN and access was authorized, but
the cardholder tried to use the same reader before the Anti-Passback "Timer Delay for
Re-entry" had passed.
ACCESS AUTHORIZED - LOCAL SA RE-ENTRY TIMER VIOLATION

* A cardholder has presented a valid card and/or PIN and access was authorized, but
the cardholder tried to enter or leave the same security area before the Anti-Passback
"Timer Delay for Re-entry" had passed.

ACCESS AUTHORIZED - TAILGATE VIOLATION

» The cardholder has presented a valid card and/or PIN and access was authorized, but
the cardholder was Tailgating.

ACCESS AUTHORIZED - AREA UNSECURED (ALARMS MASKED)
* Access was Authorized and the Alarms Masked (Unsecured)
ACCESS AUTHORIZED - DELAYED ALARM UNMASKING STARTED

* The cardholder has presented a valid card and PIN to Unmask the area and request
was authorized and the alarm delay timer was started allowing the cardholder time to
exit the area without set off the alarm.

ACCESS AUTHORIZED - ENTRY GRANTED TO MASK ALARMS

» The cardholder has presented a valid card and PIN to Mask and enter the area. The
request was authorized and the alarms were Mask.

ACCESS AUTHORIZED - EXIT PUSH BUTTON

» This is to notify you that someone has exited the area using the Exit Push Button.
Because it was the Push Button, the system cannot give a Cardholder Name. This
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event is only available on the ACU-2 Card Reader.
ACCESS AUTHORIZED - FACILITY CODE

* Access was granted based only on the Correct Company code and Facility code on
the card. Access on Facility code is set up in Reader Configuration.

ACCESS AUTHORIZED - FLOOR OK

» Access was granted through a Card Reader set up for Elevator Control. This access
event code is only used by Local Elevator Control in the ACU-2 or dpC.

ACCESS AUTHORIZED .. DURESS

* Access was granted because this cardholder is under Duress. Access on Duress is
user configurable under the Site Configuration Menu.

ACCESS DENIED - ACCESS POINT NOT DEFINED
« Access was denied because the reader is not defined.
ACCESS DENIED - ACTIVE ALARMS

* A cardholder has presented a valid card and PIN to enter the area, but entry was
denied because the area alarms have not been Mask.

ACCESS DENIED - ANTI-PASSBACK VIOLATION

» Access was denied because the cardholder has already used his card to enter the
security area without an intervening exit from the security area.

ACCESS DENIED - AREA SECURED, IL.E., ALARMS ARE UNMASKED

» Access was denied because the Security Area going into is Secured (Alarms are
Unmask). If you do not want this event, enter "No" to "Keypad Masking Allowed" in the
Security Area configuration.

ACCESS DENIED - BAD CARD READ OR FORMAT
* Access was denied because the card reader did not get a good card read.
ACCESS DENIED - CARD EXPIRED

« Access was denied because the Deactivation Date in the Cardholder's Database has
expired.

ACCESS DENIED - CARD INACTIVE

» A cardholder has presented a card requesting access to the area, but access was
denied because the card is inactive.

ACCESS DENIED - CARD NOT ACTIVATED

« Access was denied because the Activation Date in the Cardholder's Database is not
active yet.

ACCESS DENIED - CARD NOT DEFINED

« Access was denied because this card's encoded number is not defined in the
Cardholder's Data Base. The encoded card number is the number shown is the event
message.

ACCESS DENIED - CARD TERMINATED

» A cardholder has presented a card requesting access to the area, but access was
denied because the card has been set to terminated in the cardholder's record.

ACCESS DENIED - DISK ERROR

» Access was denied because of a disk error. Call your Distributor or GE Interlogix’
Representative.

ACCESS DENIED - DURESS
¢ Access was denied because this cardholder is under Duress. Access on Duress is
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user configurable under the Site Configuration Menu.
ACCESS DENIED - ESCORT REQUIRED

* A cardholder has presented a card requesting access to the area, but access was
denied because the cardholder is required to have an escort.

ACCESS DENIED - HOST COMMUNICATION LOSS

» This event code only appears in the uploaded events file. Access was denied because
the SCP Device was offline for an access request that had to go to the Host. Example,
Keypad Masking requires host processing.

ACCESS DENIED - INVALID FLOOR NUMBER

« Elevator Access was denied because the cardholder entered a floor number that he is
not authorized for.

ACCESS DENIED - INVALID ISSUE CODE

« Access was denied because the Issue Code in the Cardholder Database is not what
encoded on the card.

ACCESS DENIED - LOCAL ANTI-PASSBACK VIOLATION

*  Access was denied locally in the ACU-2 because the cardholder has already used his
card to enter the security area without an intervening exit from the security area.

ACCESS DENIED - LOCAL SA RE-ENTRY TIMER VIOLATION

» Access was denied locally in the ACU-2 because the cardholder requested access
within the Re-entry time as defined in the Security Area Configuration.

ACCESS DENIED - LOCAL TAILGATE VIOLATION

» Access was denied locally in the ACU-2 because the cardholder has already used his
card to exit the security area without an intervening entrance to the security area.

ACCESS DENIED - SCP DEVICE ERROR
« Elevator Access was denied because an SCP device was offline or deactivated.
ACCESS DENIED - SECURITY AREA NOT DEFINED

* Access was denied because the security is not defined. You may get this event if the
Database has not been fully downloaded to the remote panel.

ACCESS DENIED - TAILGATE VIOLATION

* Access was denied because the cardholder has already used his card to exit the
security area without an intervening entrance to the security area.

ACCESS DENIED - TIME ZONE NOT DEFINED

» Access was denied because the time zone is not defined. You may get this event if
the Database has not been fully downloaded to the remote panel.

ACCESS DENIED - USING LOST CARD

« Access was denied because the Card Status in the Cardholder Database is set to
"Lost".

ACCESS DENIED - USING STOLEN CARD

« Access was denied because the Card Status in the Cardholder Database is set to
"Stolen".

ACCESS DENIED - WRONG AREA

* Access was denied because this cardholder requested access into a security area not
assigned to the card.

ACCESS DENIED - WRONG COMPANY CODE
» Access was denied because this card's encoded Company Code is not the same as
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configured in the Site Configuration.
ACCESS DENIED - WRONG FACILITY CODE

* Access was denied because the facility code encoded on the card does not match the
facility code in the Site configuration.

ACCESS DENIED - WRONG KEYPAD NUMBER

» Access was denied because this cardholder entered the wrong Keypad Number (PIN)
at a keypad Reader.

ACCESS DENIED - WRONG KEYPAD... TOO MAY ATTEMPTS

» This is a special event to notify you this card has exceeded the number of Wrong
Keypad attempts.

ACCESS DENIED - WRONG TIME

» Access was denied because this cardholder requested access during the wrong time.
The time (configured in Time Zones) is configured is assigned each security area and
there is also a time zone on each reader.

ACCESS ON COMPANY CODE .. CORRECT FACILITY CODE

» Access was granted based only on the Correct Company Code on the card. Access
on Company code is set up in Reader Configuration. This card had the Same Facility
encoded on the card as stored in the Site Configuration.

ACCESS ON COMPANY CODE .. CORRECT FACILITY CODE (MANTRAP)

» Access was granted based only on the Correct Company Code on the card. Access
on Company code and Mantrap are both set up in Reader Configuration. This card
had the Same Facility encoded on the card as stored in the Site Configuration.

ACCESS ON COMPANY CODE .. WRONG FACILITY CODE
» Access was granted based only on the Correct Company Code on the card. Access

on Company code is set up in Reader Configuration. This card had the Wrong Facility
encoded on the card as stored in the Site Configuration.

ACCESS ON COMPANY CODE .. WRONG FACILITY CODE (MANTRAP)

» Access was granted based only on the Correct Company Code on the card. Access
on Company code and Mantrap are both set up in Reader Configuration. This card
had the Wrong Facility encoded on the card as stored in the Site Configuration.

AREA SECURE (ALARMS UNMASKED)
* Request to Secure (Unmask) the Security Area was granted.
DENIED SECURE (UNMASKING) REQUEST - ACTIVE ALARM

* The request to Secured (Unmask) the security area was denied because there is an
active alarm within the security area. The alarm point will display in the event
message.

DENIED SECURE (UNMASKING) REQUEST - CONFIGURATION ERROR

* The request to Secured (Unmask) the security area was denied because a
configuration error. Example, no alarms in the security area.

DENIED SECURE (UNMASKING) REQUEST - DEVICE ERROR

» The request to Secured (Unmask) the security area was denied because a device for
the security area is offline or deactivated.

DENIED SECURE (UNMASKING) REQUEST - UNAUTHORIZED AREA

» The request to Secured (Unmask) the security area was denied because the
cardholder is not authorized for Keypad Alarm Masking on this area.
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DENIED TWO-MAN ALARM MASKING REQUEST - TIMEOUT

* The request to Mask the security area was denied because the security is under
control of Two-Man Masking, and the Host operator must initiate masking on the area.

DENIED TWO-MAN ALARM UNMASKING REQUEST - TIMEOUT

* The request to Unmask the security area was denied because the security is under
control of Two-Man Masking, and the Host operator must initiate unmasking on the
area.

DENIED UN-SECURE (MASKING) REQUEST - DEVICE ERROR

* The request to Unsecured (Mask) the security area was denied because a device for
the security area is offline or deactivated.

DENIED UN-SECURE (MASKING) REQUEST - TMC SEQUENCE ERROR

* The request to Unsecured (Mask) the security area was denied because the first
cardholder of a Two-Man Control Area tried to Secure / Un-secure the area.

DENIED UN-SECURE (MASKING) REQUEST - UNAUTHORIZED AREA

* The request to Unsecured (Mask) the security area was denied because the
cardholder is not authorized for Keypad Alarm Masking on this area.

DENIED UN-SECURE (MASKING) REQUEST - CONFIGURATION ERROR

* The request to Unsecured (Mask) the security area was denied because a
configuration error. Example, no alarms in the security area.

TOO MANY ACCESS REQUESTS DENIED

+ This is a special event code to tell you this cardholder has exceeded the number of
Access Denies in a given time as configured in Access Request Deny Monitor
program.

END OF LIST
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Alarm Input Numbers

Reader Physical Alarm Zone Numbers

Physical Alarm Zone

Reader
Address *Zone 0 *Zone 1 Zone 2 Zone 3
0 16 17 18 19
1 20 21 22 23
2 24 25 26 27
3 28 29 30 31
* Zone-0 is default for Door Contact.
* Zone-1 is default for Exit Push Button.
Reader Logical Alarm Zone Numbers
Lock Monitor / Bond Sensor = If used, must be connected to Z2.
F.O. = Forced open, H.O. = Held Open,
R.T. = Reader Enclosure Tamper, OFFL = Reader Off Line
Logical Alarm Zone
Reader Lock
Address Monitor F.O. R.T. OFFL
0 48 64 66 67
1 50 68 70 71
2 52 72 74 75
3 54 76 78 79
RIM Zone Input Numbers
Expansion Port
Zone Address Address Address Address
Number 4 6 7 8
IN1 128 144 160 176
IN2 129 145 161 177
IN3 130 146 162 178
IN4 131 147 163 179
IN5 132 148 164 180
IN6 133 149 165 181
IN7 134 150 166 182
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Alarm Input Numbers

IN8 135 151 167 183
IN9 136 152 168 184
IN10 137 153 169 185
INT1 138 154 170 186
IN12 139 155 171 187
IN13 140 156 172 188
IN14 141 157 173 189
IN15 142 158 174 190
IN16 143 159 175 191
IN17 96 100 104 108
IN18 97 101 105 109
IN19 98 102 106 110
Remgftf‘fl_":'::”'e 99 103 107 111
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Relay Numbers

ACU2RT and ACU2RT4 Relay Numbers

One Stage Reader Aux
Door Strike
One Stage Reader Aux Relay Numbers

Reader 0 Door Strike Output 16
Reader 0 Aux Relay 17
Reader 1 Door Strike Output 18
Reader 1 Aux Relay 19
Reader 2 Door Strike Output 20
Reader 2 Aux Relay 21
Reader 3 Door Strike Output 22
Reader 3 Aux Relay 23

RIM Relay Numbers

Expansion Port Relay K1 Relay K2

Reader Address 4 32 33
Reader Address 5 34 35
Reader Address 6 36 37
Reader Address 7 38 39
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Relay Numbers

RRM Relay Numbers

Expansion Port

Relay Address | Address | Address Address

Number 4 5 6 7
K1 112 128 144 160
K2 113 129 145 161
K3 114 130 146 162
K4 115 131 147 163
K5 116 132 148 164
K6 117 133 149 165
K7 118 134 150 166
K8 119 135 151 167
K9 120 136 152 168
K10 121 137 153 169
K11 122 138 154 170
K12 123 139 155 171
K13 124 140 156 172
K14 125 141 157 173
K15 126 142 158 174
K16 127 143 159 175
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Appendix C

Operator Type Functions

Alarm Processing
Backup/Restore Data Base
Cardholder database functions
Configure Maps

Control Access Trace

Control Anti-Passback

Control of Alarm Points
Control of Output Relays
Control of Readers

Control System Functions
Define Alarm Points

Define Field Panels

Define Hardware configurations
Define LAN Adapters

Define Readers

Define Relays

Define Serial Ports

Define Workstation

Display Map

Event information displays
Perform Auto Configuration
Perform Service Function

Run Alarm History Report

Run Cardholder Database Report
Run Employee Report

Run QuickStart

Run Recall Events Report
Run Reports

Run System Setup Reports
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Setup Access Groups

Setup Alarm Options

Setup Custom Cardholder Fields

Setup Facility Codes
Setup Holidays

Setup Operators

Setup Reader Events
Setup Security Areas
Setup Site Settings
Setup System Functions
Setup Time Schedules
Setup Variable Card Formats
Shutdown System
Simulated Alarms
Status of Alarm Points
Status of Field Panels
Status of Readers
Status of Relays

Status Views

End of List
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Appendix D

Anti-Passback Overview

Anti-Passback (also referred to as APB) is a feature of TOPAZ that prevents a cardholder from passing
their card back to another person to access the same area. TOPAZ offers Timed APB only. For example,
with a turnstile where after entry the cardholder can pass their card back through the bars to another. The
access would be denied until the time has expired after the first use.

In order for Anti-Passback to work, it must first be Enabled for that site.

The TOPAZ uses Timed Anti-Passback by security area. Only one card is required. With timed anti-
passback a time (in minutes) is assigned to the security area. Once the card is read, there after access will
be denied to that area until the time on the card has expired. The timer will immediately expire on the card
upon a valid card read by any other reader on the same field panel.

The following screens and fields affect Anti-Passback:

Setup — Site Settings

Anti-Passback

If you select Disabled (default), the Anti-Passback feature will not be used by TOPAZ.

If you select Enabled, the Anti-Passback feature will be used by TOPAZ, and you are presented with the
choice for Grant Access on APB Violation.

Grant Access on APB Violation

If unchecked (default), then any card swipe that activates an APB violation will deny access for that
cardholder and will trigger an alarm violation event. The alarm event will notify the security operator, who
may want to send somebody to that security area.

If checked, then any card swipe that activates an APB violation will allow access for that cardholder but
will trigger an access event. This is not normally used, but may be helpful for testing TOPAZ.

Setup — Security Area

Timed Delay for Reentry

If Anti-Passback is being used in the security area, then you can select the delay in minutes before the
cardholder will be allowed to access the area again after access has been granted. The minutes must be
positive whole numbers, not fractions.

This is used to discourage passing a card back to another person to follow you into a security area with
only one reader, such as a parking lot or turnstile. Once a card is used on that reader, any attempt to use
the same card before that time expires will generate an APB violation alarm and access will be denied until
the total time has expired.
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If the same card is used on another reader, the time interval for this reader is reset to zero. For example, if
the cardholder swipes the card while in that security area to go to another area.

APB Control In Area

If unchecked (default), this Security Area does not use Anti-Passback.

If checked, this Security Area responds to APB violations with an alarm event. If checked, you are
presented with the choice for Timed Delay for Reentry (in minutes).

Card — Access

Executive APB Override

This field will only apply if Anti-Passback is first enabled under Setup, Site Settings. You can do this

immediately by selecting the @ Arrow button to the left side of Executive APB Override to go directly to
the Site Settings page. Under Anti-Passback, you can select Enable to activate the Anti-Passback
feature for this site.

In addition, you must select cardholders and security areas under Control, Reset APB.
There are two options for Executive APB Override

Deny Access (the default) - If APB is violated, the system will deny access to the area. This is the
normal selection for most cardholders. Otherwise, Anti-Passback has little value.

Grant Access - Even If APB is violated, the system will allow access to the area. This is used to
allow the cardholder to enter all security areas and will trigger an alarm.

Control — Reset APB

Reset All Cardholders to a Security Area

This is used to allow cardholders who have access to the specified Security Area to be allowed to enter
that area even if the system has a record of their entering but not leaving that area.

For example, if all cardholder who are in a specified Security Area leave quickly because of a fire and do
not swipe their cards individually upon exiting or entering. The TOPAZ system thinks they are still in that
area. This will allow the security staff to reset that Security Area to allow reentry for all cardholders who
have access to that area.

Reset Selected Cardholder to Security Area

This is used to allow the specified cardholder who has access to the specified Security Area to be allowed
to enter that area even if the system has a record of his entering but not leaving that area.

For example, if a cardholder who is in a specified Security Area left the area by tailgating behind another
cardholder and did not swipe his card upon entering or exiting. The TOPAZ system thinks he is still in that
area. This will allow the security staff to reset that Security Area to allow reentry for that one cardholder

only.
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Appendix - E

Card Field Definitions

Functional
Field Name

Protocol Field
Name

Type of Value

Description

Access Group 1
through Access
Group 8

ACCGRP 1 to
ACCGRP 8

Numeric

This field is NOT recommended as a field filter.
These fields hold the numeric ID of an Access
Group assigned to a cardholder. The numbers are
stored in the order in which they are assigned to
the Cardholder. (ACCGRP1 will hold the ID of the
first Access Group assigned to a card holder.
ACCGRP2 will hold the second Access Group
Assigned to a card holder. etc.) These fields are
not recommended for use as filters because
access groups are not usually assigned to
cardholders in a consistent way. ACCGRP1 could
contain any or all Access Group IDs. Thus filtering
by ACCGRP1 would be meaningless. For
example: If the Building 1 Access Group was
assigned to half of the cardholders as the first
Access Group (ACCGRP1) and it was assigned to
the other half of the cardholders as the second
Access Group (ACCGRP2), using ACCGRP1 as a
filter would only return half of the cardholders who
have Building 1 assigned to them.

Anti-Passback
Index

APBINDEX

Numeric

The anti-passback index is a unique number
assigned to each card holder. It defines the
location within the anti-passback table that records
the current location of that cardholder. This field is
of little value as a filter since it does not tell the
current location of the cardholder, but only the
location in the system where that information is
currently stored.

Card Activation
Date

ACT DATE

Numeric
Delineated
with slash
marks.

YYYYMMDD

» This field defines the date a card is to
automatically become activated. Access will
be denied prior to this date.

*  YYYY’ represents the four digits of the year.
Examples: 1995 or 2004.

‘MM’ is a two-digit number representing the
year (01 through 12).

+ ‘DD’ is a two-digit number representing the
day of the month (01 through 31).

» The system defaults at the date the card is
assigned.
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Functional Protocol Field
Field Name Name Type of Value Description
Card Number CARD# Customized A unique decimal number from 000000000-
Numeric 999999999.

+ This is a significant field, and is the actual
number encoded on the access card along
with the Company and Facility Codes.

» Each cardholder must be assigned a unique
card number which is nine digits long. If
assigned number is less than nine digits, use
leading zeros (0) to complete the nine digit
format.

» The format of this field is compcode-
facilitycode-cardnumber

+  Example: 1234-1234-1234567890.

Cardholder’s CARDNAME Alphanumeric Up to 32 characters.

Name + This data usually contains the name.

Card Serial CARDSN Numeric 1 to 8 digits.

Number » This is a reference field, and does not affect
access control operation. The number
represents a card’s serial number, and is
typically printed on the card.

» This is not to be confused with the actual
encoded card number (described above).

Card De- DACTDATE Numeric (Date) | YYMMDD

activation Date Delineated » This field defines the date a card is to

with slash automatically become de-activated. Access
marks. will be denied after this date.

*  ‘YY’ represents the last two digits of the year.
For example: 1997 would be entered as 97.

‘MM is a two-digit number representing the
year (01 through 12).

+ ‘DD’ is a two-digit number representing the
day of the month (01 through 31).

* The system defaults at twenty years from the
date when the card was assigned.

Department DEPT Alphanumeric This is the value that was entered in the

Department field of the cardholder information

screen.

Emergency EMERNAME Alphanumeric Up to 32 characters.

Contact Name » This is a reference field for the name of a
cardholder’s primary contact in the event of an
emergency, and may be used at the option of
the system owner.

Emergency EMERTELE Numeric Up to 12 characters.

Contact’s » Data for this reference field is transmitted with

Telephone contiguous numbers. For example, if the

Number telephone number is (703) 555-1212, data will
be transmitted as: 7035551212
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Functional Protocol Field
Field Name Name Type of Value Description

Employee EMPNO Numeric This is the Employee Number which is entered on

Number the Setup screen.

Issue Date ISSUEDAT Numeric YYMMDD

» This reference field is used to record the date
of when a card is issued to a visitors

* ‘YY’ represents the last two digits of the year.
For example: 1995 would be entered as 95.

‘MM’ is a two-digit number representing the
year (01 through 12).

+ ‘DD’ is a two-digit number representing the
day of the month (01 through 31).

» Use of this field is optional.

Issue Number ISSUENUM Numeric 1 digit. The default is 0.

* An Issue Number permits the same card to be
re-issued in the event that a card is lost or
stolen. The new card is issued with the same
card number, but, the issue number
increments by one. The missing card will not
work in the system since the issue numbers do
not match.

* Issue number is applicable to magnetic stripe
cards, which are encoded accordingly.

« If UAS option, may be 2 digits.

Keypad KEYPAD Numeric 1 to 6 digits.

Number » This is the number entered by an employee at
a reader. A keypad number must be assigned
if the employee is to use a keypad reader.

* The default value for this field is 000000

Date Card was LASTUPDT Date Display only.

last modified » This field shows the date the card was
modified.

Cardholder ONLAFLAG Numeric This is a numeric value which indicates the type of

Type cardholder. A one (1) in this field indicates that the

cardholder is an employee, a nine (9) in this field

indicates that the cardholder is a visitor.

Authorized ONLFLAGS Numeric This field contains a value which is the sum of all

Privileges the optional privileges assigned to this cardholder.

For example, if this field contains a one, the
cardholder is authorized to perform guard tours. If
the cardholder is authorized for other privileges,
the numerical value of those privileges is added to
the guard tour value of One and the resulting sum
is stored in this field.

Organization
Number

ORG

Alphanumeric

Up to 4 characters.
» This is a reference field that may be used at
the option of the system owner.
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Functional Protocol Field
Field Name Name Type of Value Description
Does PHOTOEXISTS | Alphanumeric Yes or No
Cardholder » This field will return a Yes if a photo exist in the
Photo Exist cardholder record.
Photo file name | PHOTOID Binary Up to 8 characters.
» This field shows the photo file name for the
cardholder.
Emergency RELATION Alphanumeric Up to 16 characters.
Contact + This is a reference field that may be used at
Relationship the option of the system owner.
Security Area SA1t0o SA 8 Alphanumeric Up to 12 characters.
#1-8 » This optional field specifies the name of a
Security Area that the cardholder may access.
There can be eight Security Areas
» Additional Security Areas are assigned to a
cardholder when there are access privileges
required that are different than those already
assigned.
Time Zone for SA1TZ Numeric Up to 3 characters.
Security Area to » This field specifies the Time Zone number that
#1-8 SA8TZ applies to a Security Area assigned to a
cardholder.
Social Security | SSN Numeric 9 characters.
Number » Data for this reference field is transmitted with
contiguous numbers. For example, if the
Social Security Number is 555-12-3456, data
will be transmitted as: 555123456
Card Status STATUS Numeric 1 Digit. Enter one of the following values for each
card:
VALUE: DESCRIPTION:
0 OK: This is the default.
1 Lost: Access will be denied.
2 Stolen: Access will be denied.
3 Inactive
4 Terminated
Supervisor’s SUPRVISR Alphanumeric Up to 32 characters.
Name » This is a reference field that may be used at
the option of the system owner.
Cardholder’s TELEPHON Numeric Up to 6 characters.
Telephone » This is a reference field that may be used at
Extension the option of the system owner.
»  The default is 000000.
Badge TEMPLATE Alphanumeric Up to 8 characters.
Template + This field defines the Photo badge template
file name
Trace District TR DIST

460932001

GE Security




Chapter

Functional
Field Name

Trace Time
Zone

Protocol Field
Name

TRACE TZ

Type of Value
Numeric

Description

Up to 3 characters.

+ If 0 (zero) is entered, this feature is not active.

» This field specifies during which Time Zone a
cardholder’s card activity is to be traced. The
Time Zone number is entered.

User Defined

USERFLD1 to

Alphanumeric

Up to 24 characters.

Field #1 through | USERFLD4 » User defined fields can be set up by the

User Defined operator for use in storing additional reference

Field 4 information on cardholders. This is usually a
type of information that is unique to the site or
facility.

User Defined USERFLDS5 to Alphanumeric Up to 16 characters.

Field #5 through | USERFLDS8 * User defined fields can be set up by the

User Defined operator for use in storing additional reference

Field 8 information on cardholders. This is usually a
type of information that is unique to the site or
facility.

User Defined USERFLD9 Alphanumeric Up to 12 characters.

Field #9 * User defined fields can be set up by the
operator for use in storing additional reference
information on cardholders. This is usually a
type of information that is unique to the site or
facility.

User Defined USERFLDA and | Alphanumeric Up to 12 characters.

Field A through | USERFLDB » User defined fields can be set up by the

User Defined operator for use in storing additional reference

Field B information on cardholders. This is usually a
type of information that is unique to the site or
facility.

Vehicle 1IDor | VEH1ID Alphanumeric Up to 10 characters.

License » This is a reference field for a cardholder’s

Number primary vehicle ID or license number, and may
be used at the option of the system owner.

Vehicle 2 ID or VEH 2D Alphanumeric Up to 10 characters.

License » This is a reference field for a cardholder’s

Number second vehicle ID or license number, and may

be used at the option of the system owner.
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Appendix - F

USB Camera

The optional USB camera allows you to take live employee photos from the Topaz system. The following
instructions will step you through the setup of the camera after the drivers are installed.

Installing USB Camera Driver

Caution:
Do Not connect the USB camera until after the drivers are installed.

Start by placing the Topaz CD in to your computer CD drive. The CD is set to auto start.

Click the Browse CD in the install screen
Located and open the directory with the name of the camera your are installing.

The example below shows the Logitech Cameras directory.
ElT Topaz 1.44 (D0
-1 AcuU_Utilities
~{_] AUTORER
-] Dema Guide
{:I Firmware
~{1 IE6

| Logitech Cameras

H =
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Then locate and open the directory of the camera model to install.

3 O @ §

QCDriver QuickCam WinDir ReadMe.bxt

Double click the setup.exe icon to start the installation of the camera drivers selected and follow the
installation instructions.

Camera Setup

Before setting up the camera make sure you have first installed the drivers for the camera. See “Installing
USB Camera Driver” on page F-1.

You should now plug the USB camera the you wish to use into the USB port of the computer.

As described in the Installation of the camera drivers, locate the directory for the camera you are going to
be using on the system. In the directory double click the vidcap32.exe icon to start the setup software.

Setup for USE  vidcap3z2.exe
Carnera.hkm

If the following message is displayed check the camera to see if the is plugged into the USB port.

Initialization Error

Yidoap could not initialize the capture device.

Mo capture device found.

Checklizt:

|z the capture hardware properly configured?
Check the switch zettings and jumpers on the
capture device.

|z a driver installed and configured? Select the
"fultimedia" izon from the Contral Panel to werify
the presence of a capture driver.

[f wou need to inztall a capture driver, chooze
the “Add Mew Hardware" icon.

[f wou need to configure a capture driver,
chooge the "Settings..." button.

Do you wizh to continue or exit?
Exit |

If the camera is plugged into the USB Port you should see the following screen with a live image from the
camera.
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Camera Setup

g ¥idCap
File Editloptinns Capture Help

E Audio Format. ..

Video Farmat...

Videa Source. ..
Wideo Display...

Campression...

Presview
et ey

v Microsoft WM Image Capture (Win3z), Yersion: 5.0.2134.1

From the Options drop-down list select Video Format...

¥ideo Format E 7] x|

Stream Settingz |

Digital Image Format

R ezalution Pixel Depth [bitz] and Comprezsion Size [bytesz]
540« 420JRd| 1420 | 460800

k. I Canicel Smply

From the Resolution drop-down list select 640 x 480.
From the Pixel Depth and Compression drop-down list select 1420.
Click OK to continue.
Exit the program.
NOTES:

* Make sure that the resolution and color of your computer’s monitor is set to 1024 x

768 and 16 bit High Color.

+ Before taking photos you must run the Camera Select software.
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Camera Select

You must tell the system which camera you have connected. Browse the software installation CD or the
software directory on the C Drive of the computer and locate the cameraselecte.exe icon.

B |

T

cameraselect.exe

Double click on the icon to start the software.

[ g il
!ﬂ Camera Selection il

£~ Logitek QuickCam 2000

£~ Logitek ClickSmart 510

Select the camera you are using by clicking the radio button. Then click the OK to complete the selection
process.

You are now ready to take photos with the software.
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Glossary

Glossary of Terms

Access Group - A grouping of security areas and time zones for a set of cardholders.

Action - An Action is a pre-programmed, automatic activity that the system will perform in response to
Time Zone or Event activity. Previously used only as part of Global Automatic Alarm Masking, Automatic
Remote Control, or Access Automatic Remote Control setups. The term "Action" is now extended to cover
Local automatic functions (which previously used the term "command"), such as those formerly known as
Local Alarm Output Commands.

Alarm point - The generic name for a configured, programmed security monitor circuit, previously referred
to as "Monitor points". This is the physical connection point for alarm wiring on an ACURT, or other field
hardware. It also refers to the software function and option set inside an ACU that generates or defines an
alarm signal.

Alarm point verification - An optional program that is initiated from a keypad reader or a specially
configured alarm point. This program allows someone to do a walk-through test of alarm points and
activate them without generating alarm events to the workstation. The tripped alarms however, will not
broadcast to the workstation.

Alarm State [State] - A condition that an Alarm Point can detect and report. An Alarm Point's state is the
result of changes either to the Alarm's Detector, Wiring, or the supporting hardware. The following Alarm
States exist on the TOPAZ system:

+ Offline *  Short

+ Alarm +  Ground

+ Secure + Fault

*+  Open »  Circuit Fault

Anti-passback - A feature that prevents a cardholder from entering a secure area and leaving their access
card outside for an unauthorized user. The TOPAZ System can perform only timed local Anti-Passback:

1. Local Anti-Passback brings the function down to the device level. The advantage is that Anti-
Passback will continue to work if the server goes offline.

Anti-Tailgate - This prevents a cardholder from following another cardholder into an area without using
their card.

ARNET device - A port expansion device. It takes the interrupts normally used for one serial port and
multiplexes it for multiple port operation.

Backup [formerly 'Archive'] - Saving the system's database onto a separate medium device for safety
purposes.

Badge - See “Card”.
Baud rate - A measurement of speed in data communications.

Card [previously Badge] - An encoded credential that identifies and allows the cardholder access in and
around a secure site.

Cardholder - An individual who has access to a secure site through the use of an encoded card.
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Category - A definable grouping of alarms or troubles.

Command - An immediately executed system action, initiated manually by you. This is in contrast to
"Actions," that execute automatically without user intervention. See “Action”.

Card number - Encoded information stored on the card and used to identify the bearer. Depending on the
format the card number can accommodate up to 12 digits.

CG (Color Graphics) — Bitmap file that enables you to view and control maps, alarms and cameras.

Company/Facility Code - Encoded data stored on the access card used with the Unit ID code (UIC) or
Universal Access System (UAS). This code identifies that the card has authority to access the site.

Conditional Unmask - A program setting that will not allow unmasking a security area if an active alarm
exists in the security area. This option is useful when using key type switches to mask, (unsecured) or
unmask (secure) a security area.

Description - A text field that gives you additional information about the item being setup. In some cases
(Alarm Dialogs or in the Event window) the text field is automatically displayed, but generally this
information is available only within the record.

District 1 workstation - The PC assigned as the server. Districts allow the routing of alarms and data to
different workstations by area or time zones.

Door - Used primarily in Command Menu for indicating lock/unlock commands.

Door strike - A common term for a locking mechanism controlled by a reader or access control relay.
There are two types of door strikes:

» Fail-safe - needs power to lock.
» Fail-secure - needs power to unlock.
Duress

A Duress alarm is an alarm event triggered when the cardholder signals he/she is in an emergency
(duress) situation. This can happen when the cardholder presses on an exit bar or button of a door to open
it (instead of using a normal card swipe or keypad) OR signals a duress with a coded PIN, as described in
the “Setup — Site Settings” section of this manual.

There are two types of duress situations:

Duress Exit from an Area

A Duress exit occurs when the cardholder must exit an area quickly, such as during a fire or emer-
gency. If the door is locked, this is normally done by pressing an exit bar or button to unlock the
door. If the door is unlocked, it does not matter.

Duress Entrance into an Area

This is an abnormal situation, since the cardholder can swipe his card to enter the area, provided
he/she is allowed to enter that security area. You can allow a duress entrance to handle situations
when the cardholder is being forced to use his card under threat of bodily harm, such as during a
robbery. If you allow the cardholder to enter a special PIN number to gain entrance, this will open
the door AND signal to the security staff that a duress entrance exists. The security staff can inves-
tigate and/or call the police, without the threatening person being aware of it. This protects the
cardholder from bodily harm.

This type of duress can be set in the Setup — Site Settings.

Duress Video Switcher Alarm - For either type of duress, you can set an alarm that will turn on a video
camera. You can set this under Hardware — Reader — Options.

Event - Any activity that is detectable, reportable, and recorded on the TOPAZ system.
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Event Class - A classification of activities for the purposes of executing Automatic Actions at the Server
level. Alarm and Access Events are each divided into four predefined classes:

+ Class 1 Events (New Alarm)

+ Class 2 Events (Canceled Alarm)

+ Class 3 Events (New Trouble)

+ Class 4 Events (Canceled Trouble)

Each event can be configured to one of four numbered Event Classes (1 - 4). These Classes do not have
a predefined "meaning." Meaning is assigned to the Event Classes based on usage. Event classes default
to a nonexistent zero (0) class unless defined.

Fail Safe Lock - A door strike device that needs power to lock the door. See “Door strike”.
Fail Secure Lock - A door strike device that needs power to unlock the door. See “Door strike”.

Facility Code - The Facility Code is the number assigned to each of your company's facility/site locations.
This allows you to limit/allow access to company locations independently.

Frame - A separate window of the main browser window that holds information that does not change
unless directly selected.

Global - Pertaining to activities that can propagate across SCP boundaries, and affect the entire site.
Global operations are managed only when field panels are in communication with the Server.

Host PC - See “Server”.

Instruction Messages - A defined string of text attached to certain system Events intended to give
instructions to you when those Events occur. Commonly used with Alarm Points, messages are also
assigned to Automatic Remote Control structures and other items.

Keypad Masking — Allows an authorized cardholder to control (mask / unmask) the alarms assigned to the
same area as the keypad by entering a unique PIN code to mask and unmask the alarms.

Local - Pertaining to activities that occur in, and are restricted to, only one intelligent field panel.

Masking - A method of disabling an alarm point and effectively ignoring any alarm. Masking an alarm is a
useful way to prevent unwanted alarm reports without disconnecting the security device.

MP - An earlier version of DIAMOND/TOPAZ that ran on the OS/2 operating system.

Name - The alphanumeric text used in "Pick lists" (drop-down lists) and on displays that identify a system
item. Name lengths vary from item to item.

Open Database Connectivity (ODBC) - A Microsoft standard that allows applications to access data in a
Database Management System (DBMS) using Structured Query Language (SQL) as a standard interface.

Operation - A defined group of remote Control Points, or of Alarm Points. Operations are used to
assemble Automatic Actions, or are manually triggered though the Commands menu.

+ For Remote Control Points, the operation contains a defined condition for each
point: either Activate, Deactivate, or Momentarily Activate.

« For Alarm Points, select the desired command to Mask, Unmask, or Conditional
Unmask when executing the operation.

PIN (Personal Identification number) - A series of numbers the cardholder enters at the keypad for
access, similar to PINs used at a bank ATM machine.

Readers - Field hardware that permits access to a security area after input of the proper biometric, card, or
number entry. Readers are identified by Reader Names ranging from 1 to 12 characters.
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Relay control point - A relay with a name that performs a designated operation.

Reader Number - A value that identifies a Reader's port and address on a SCP device. The number range
is from 0-7, defined by the Reader port the SCP connects to and the internal DIP switches in the Reader's
interface.

Relay - Any of the addressable electrical switches residing on field hardware attached to the TOPAZ
system.

Request to Exit (REX) - A type of alarm, activated when someone presses on the exit crash-bar, manually
turns a handle to open, or slides a card in a reader to open a door.

Security Communications Protocol (SCP) device - An ACU-2 or an intelligent field panel or Reader.

Security Areas - A physical area with security controls. Alarm points and readers are assigned to security
areas.

Sensitive Compartmentalized Information Facility (SCIF) - A security area designated for very secret or
dangerous materials. Government or Defense facilities normally use this feature. (Not available on TOPAZ
Systems)

Server - The computer that maintains the entire database files.
Summarized History Report - This report will calculate the following for any alarm in the report:
1. Frequency - The number if times the alarm occurred in the time period selected.

2. Total Duration - The length of time the alarm point was in alarm for each occurrence and then
the sum total of all those occurrences.

3. Longest Duration - From all the alarm occurrences for the alarm point during the selected
time, this will be the longest time for any single occurrence the point was in alarm condition.

Tour Point - An alarm point that a guard must interface with within an assigned time when making rounds.

Unmask - Placing an alarm point or area into a secured condition. There are two types of unmasked
states:

+ Conditional unmasking - Does not allow unmasking of any of the alarm points
selected unless they are all in the secure condition.

* Unconditional unmasking - Will unmask all alarm points selected regardless of the
security state. If at that time any alarm point is unsecured a report is sent to the
designated workstation.

User - A person with a valid user name and password, authorized to operate and monitor access control
through a workstation.

Workstation - A computer terminal with keyboard and mouse that runs the TOPAZ Systems software. A
workstation can be a server, or an auxiliary PC networked to the server.
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